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Abstract: The world is rapidly changing with the advance of information
technology. The expansion of the Internet of Things (IoT) is a huge step in
the development of the smart city. The IoT consists of connected devices that
transfer information. The IoT architecture permits on-demand services to a
public pool of resources. Cloud computing plays a vital role in developing
IoT-enabled smart applications. The integration of cloud computing enhances
the offering of distributed resources in the smart city. Improper management
of security requirements of cloud-assisted [oT systems can bring about risks
to availability, security, performance, confidentiality, and privacy. The key
reason for cloud- and IoT-enabled smart city application failure is improper
security practices at the early stages of development. This article proposes
a framework to collect security requirements during the initial development
phase of cloud-assisted IoT-enabled smart city applications. Its three-layered
architecture includes privacy preserved stakeholder analysis (PPSA), security
requirement modeling and validation (SRMYV), and secure cloud-assistance
(SCA). A case study highlights the applicability and effectiveness of the pro-
posed framework. A hybrid survey enables the identification and evaluation
of significant challenges.
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1 Introduction

The expansion of the Internet of Things (IoT) is a huge step in the development of the
smart city [1]. The IoT infrastructure for a smart environment includes devices, objects, sensors,
and citizens. The IoT-based smart city ecosystem provides digital traces of activities that can be
collected and analyzed [2]. The objective of IoT applications is to efficiently utilize IoT resources.
The IoT is favored because it improves peoples’ quality of life. Domains and applications of smart
environments based on the IoT infrastructure must accommodate a wide range of devices with
varied requirements.

Cloud computing comprises storage, software, and shared networks that are available through
the internet. Cloud computing is a grid of all resources (e.g., servers and applications) placed
in a shared location that can be accessed by a network, service providers, and users who
can conveniently pay as they go [3]. A service level agreement (SLA) assures the availability
of resources. The IoT started in organizations that prioritize fast communication to minimize
network transmission. It is risky to adopt because flaws exist in some applications, including
poor management of security requirements [4]. Cloud computing can be useful in smart cities,
as it provides easy information sharing, dynamic response, follow-to-stakeholder necessities, and
requested load, which demand all the applications included in the smart city.

In the IoT environment, stakeholders are distributed geographically, making it difficult to
implement traditional security requirement management. Several proposals highlight that the mod-
ification and extension of existing traditional techniques could be helpful, and others relate to
novel methods or frameworks. Security is a significant concern in IoT-enabled applications [5,6].
Generally, only functional requirements are considered during requirement management, and
maintenance and non-functional requirements are left to be considered in the design and imple-
mentation stages. Requirement specification has a significant role in the development process of
any system; hence, requirement engineering is significant in dealing with IoT systems.

Security issues should be highlighted in the early stage of development. Various approaches
have been introduced to enhance the security of loT-enabled applications. Traditional meth-
ods are insufficient due to problems of inconsistency and scalability. The requirements of the
system are systematically collected using requirement engineering (RE) process [7]. Industry
focuses on functional requirements, and other requirements are left for the design and imple-
mentation phases of development, which results in inconsistency and ambiguity. Requirement
engineering used to define the requirements of a system. The quality of the system is based on
requirement conformance.

Success in the transformation from traditional system to the IoT depends on the meeting
of security requirements, and better requirement engineering leads to a better cloud system [&].
Security requirement engineering is the most significant aspect in the development of IoT-enabled
applications [9], and it plays a significant role in the development of cloud-assisted applications.
Security requirements in IoT and cloud computing focus on quality attributes such as security,
availability, privacy, and accessibility [10]. A smart environment consists of IoT devices that
require efficient requirement collection, investigation, and documentation. Well-organized, thor-
ough requirement investigation is not promising through customary techniques. The IoT and the
cloud are the two most significant models of ICT that are determining the next generation of
smart cities. Both have a notable effect on how we shape and position smart applications for smart
cities. The cloud paradigm epitomizes the distribution of software and hardware. Alternatively, the
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IoT notion foresees a novel cohort of devices or things that are associated with the internet that
supports the smart cities.

Standard practices (such as security requirement management techniques used for classical
systems) are mostly incomplete. Few security requirement management techniques other than
general techniques (such as the RE framework for cloud-based applications and RE model for
real-time applications) are intensively used with limited security feature management. However,
no all-inclusive, all-purpose, effective solutions are available to manage security requirements in
the cloud and IoT. It is important to recognize the challenges of such applications. A specific
security requirement framework is required. This research work studies security requirements of
IoT-enabled systems and devises a framework to collect them.

2 Literature Review

We review security requirement management tools, techniques, frameworks, and methods used
to collect requirements for IoT-enabled applications in domains such as embedded systems, critical
systems, and cloud computing. Various researchers have considered the security requirements
of cloud computing in the initial phase of system development. A method was proposed to
accumulate security requirements using a game approach [11], which is efficient in the rare case
that requirements are specific and known. A model of security requirements for cloud-enabled
applications was developed using unified modeling language (UML), which collects requirements
for cloud systems [12]. A framework was proposed to gather requirements for clouds that are
inaccessible. This framework is more suitable to modifications of requests [13]. Security require-
ments for cloud service providers were analyzed from the client’s perspective by creating client files
known as fuzzy Galois lattices [14].

A framework was proposed to develop cloud applications [15]. Security should be involved in
the initial stage of developing a software system. Storytelling is a requirement-elicitation technique
but cannot be used to elicit cloud requests for cloud-assisted systems. Another framework to
collect security requirements for a cloud system lacked the identification of security requirements
at an early stage [16]. Security challenges caused the failure of a cloud-assisted system [17,18].
An integrated model provided security in the software development life cycle (SDLC) of cloud
applications. The set of techniques was used to practice security management in the cloud [17].
A strategic vision based on engineering principles was proposed to cover the requirements of
cloud-assisted applications [18]. A framework was proposed that work in combination with the
service development life cycle to prevent the system from failures [19]. This proposal defined
techniques for software requirement elicitation, analysis, and modeling. The authors also suggested
some future direction regarding software requirement engineering research.

Tariq et al. [20] stressed the need for correct requirement management process, and highlighted
the best methods for various types of projects. A field study based on empirical evidence high-
lighted how remote interaction and differences in culture, time, and language influence security
requirements. Elicitation techniques include protocol analysis, document reading, joined applica-
tion development (JAD) sessions, interviews, video, audio transcripts, observation, uses, and sce-
narios. An RE process based on exploratory studies and stakeholder exercises was described [21],
and requirement engineering approaches specific to home care systems were suggested. Experts
interviewed participants from seven companies to obtain their views on RE practices in the
embedded systems industry [22]. A field study was conducted based on empirical evidence. The
remote interaction between distributed stakeholders in IoT and cloud-assisted applications were
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considered, but only a review was provided [23]. We conclude that a standard requirement
engineering process is needed for software development.

This study explores security in the context of the IoT and cloud-based systems, and state-
of-the-art practices to escalate and optimize RE security. A security requirements management
framework is required to face security challenges in cloud-assisted IoT systems. Another goal is to
obtain a methodology to manage security requirements in the early stage of software development
so that systems are secure.

3 Proposed Framework

We explain the framework of this research work. An IoT-enabled and cloud-assisted smart
city is depicted in Fig. 1. Such a city generates information that must be handled securely. Security
concerns are forwarded to the cloud for processing.

“ i Security Security
| - Concerns Concerns

Figure 1: IoT-enabled and cloud-assisted smart city

3.1 System Overview

Fig. 2 depicts the workflow of the proposed framework. Data are generated by IoT devices
including environmental sensors, cameras, and reliable stakeholders, and digital systems log these
data and check it for anomalies. Proper security requirement management is presented in Fig. 2.
Requirement specification and validation are performed on the security requirements of the smart
city. The security requirements are forwarded to the cloud for processing and storage. Cloud
providers consider security and privacy, and operational management checks security parameters.
The guard management process includes two different layers (e.g., manager layer and administrator
layer). Finally, decision management is performed using the secure environment.

3.2 Proposed System

The proposed architecture includes modules for stakeholder analysis (PPSA), security require-
ments modeling and validation (SRMYV), and secure cloud-assistance (SCA), as shown in Fig. 3.

Initially, the cloud security requirements are considered for IoT applications by proposing
security model. The proposed security management model is compared with state-of-the-art pro-
posals. We suggest methods for security requirement management, such as requirement collection,
investigation, documentation, modeling, and validation. The proposed model includes specific
methods for cloud-assisted IoT-enabled smart environment. The proposed methods are executed
using appropriate configuration setting of IoT and cloud-assisted systems. This model can reduce
the development cost and time of IoT-based systems.
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Figure 2: System workflow



630 CMC, 2021, vol.67, no.1

loT-enabled Smart City Environment

PR e e e L L e L e e C e L CECEEEEEELEEE L LT

ﬁ‘., Prlvacy Preserved Stakeholder Analysis ﬂg

Prioritization

G- Q M Strategy | Optimized Grouping | AHP modeling '—' Ranklng

Security Requirements CoIIectlon

Socio-Technical || Domain Expert Legacy Systems|| Consultation

v v v v v v

Smart Smart Smart Smart Smart Smart
Parking Health Energy Office Library Assets

Usage-Oriented _>. Interaction Matrix <«—| Conferencing
Standards —>' 4_ Workshops
IEEE Rules [ ie—| Training
: Validation Test Suiting

Test-Case > Walkthrough » Prototyping

-
: Operational Management Cloud Provider Operations
Resource Cloud R/R Server Provision
Provisioning Deployment | i Resources "| Requested

Administrator Layer Manager Layer

Paramet_ers N
Analysis

Find
System Assists

Misuse-cases
Storage

Send/Forward Parameters

Figure 3: Proposed framework



CMC, 2021, vol.67, no.1 631

3.2.1 Privacy Preserved Stakeholder Analysis (PPSA)

We utilize the goal-question-metric (GQM) approach in the PPSA module for stakeholder
analysis. Questions are designed to classify stakeholders. The optimized grouping method and
analytical hierarchy process (AHP) perform prioritization. The optimized grouping method avoids
biased decisions. This approach groups security requirements based on resource availability,
importance, and development. Stakeholders are ranked after integrated prioritization. Security
requirements are collected using a socio-technical approach, legacy systems, domain expertise,
and specific consultation. Stakeholder requirements are captured by experts. The socio technical
approach includes the legacy system of IoT, conferencing, and domain analysis with a domain
expert’s opinion. IoT application stakeholders are available in a distributed manner; hence, Web
conferencing is preferred. Domain experts are used for new domains with limited prior knowl-
edge. It is useful to highlight challenges in old systems for application to new systems. Security
requirements are grouped, e.g., for parking, health, offices, libraries, and energy.

3.2.2 Security Requirements Modeling and Validation (SRMYV')

We integrate the proposed framework with usage-oriented analysis (UOA). It is useful to
understand the new system from a usage perspective when the literature is insufficient. Similarly,
we suggest interactive workshops along with training on IEEE rules for requirement specification.
UOA has a strong association with an interactive matrix in a unified process to document
security requirements. The interaction matrix is useful for analysis of the communication gap
between stakeholders. A test-driven approach for requirement validation turns requirement into
more specific case to check the validity of security requirements for new domains. The requirement
analysis is used to analyze the security requirements collected for cloud-assisted IoT applications.
Negotiation in this phase eliminates uncertainties. Requirements are specified in a software require-
ment specification (SRS). The interactive workshops and IEEE rules are integrated; the integration
will be a unified process for security requirement documentation.

An interactive workshop involves training to cover IoT needs, and techniques to validate the
security requirements of cloud-assisted IoT applications. Workshops can efficiently document secu-
rity requirements. Requirement validation verifies processes adopted for a particular system. The
last step is to validate security requirements for correctness and consistency. Test case generation
and prototyping techniques are utilized in the proposed model. We prefer test suiting, which is a
test-driven approach to turn requirements into specific cases to check anew domain’s validity.

3.2.3 Secure Cloud Assistance (SCA)

The cloud agent’s security requirement management is conducted using a secure cloud assis-
tant (SCA), which integrates an i* hierarchy, (security requirements elicitation and assessment
mechanism) SecREAM, hierarchical®, and theoretical deception mechanism [24-27]. The i* hier-
archy is goal-oriented, SeccREAM is asset-based, hierarchical i* is an extension of i*, and the
theoretical deception mechanism conceptually describes security requirements. The i* hierarchy has
director, manager, and administrator tiers, and actors who perform activities to accomplish goals.
The traffic warden and cloud provider are the main actors. The traffic department offers online
registration services to citizens. SecCREAM is an asset-based ranking methodology that collects
application security requirements. We identify the stakeholders using the model’s privacy preserved
stakeholder analysis (PPSH) mechanism to collect security requirements. Actors play a significant
role in hierarchical approaches, and a new actor can help collect security requirements. Hence a
privacy preserved stakeholder analysis module is introduced.
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We discuss each layer of the hierarchy, where guarding security is the goal of each layer.
The operational manager manages the whole process to realize the transportation system’s online
services. The traffic department manager deploys software within cloud services and IoT-enabled
smart services. The cloud provider operator offers cloud resources. A guard at the administrator
layer contains a repository for security parameters and issues alerts regarding security issues.
The cloud user performs data processing and data storage activities. Finally, the proposed model
creates misuse cases for each parameter that expresses the security threats for the smart transporta-
tion system. The parameters are stored in the pool or repository by the database administrator.
The repository consists of assets of the system with their respective parameters.

4 Results and Discussion

We elaborate on the concept of IoT-enabled smart cities with cloud assistance and validate the
proposed framework using a cloud-assisted IoT setting. The traffic system requires a significant
upgrade to exploit technological advances, especially in data communication and networks. We
designed a survey from the perspective of a stakeholder who is accessing the cloud. It addresses
storage and processing. Fig. 3 depicts storage analysis.

Parameter authentication ranks highest in the smart transportation scenario. Similarly, the
authorization parameter is ranked second highest, which highlights that access to data is a
significant concern. Authentication and authorization allow only specific people to access data.
Parameters getting average stakeholder votes are ranked medium. The percentage is computed and
compared with other parameters, as shown in Fig. 4. Availability and maintainability are also
security concerns. The smart IoT system can provide and maintain services to assist users. The
configuration and scalability parameters are the non-functional requirements which represent the
security threats.

Adaptability
Integrity
Testability
Authorization
Maintainability
Availability

Configuration

Authentication

Scalability

o
(¢)]

10 15 20 25
Low M Medium M High

Figure 4: Storage analysis

Fig. 5 shows transaction processing analysis, which is the immediate service of the smart
transportation system. The smart [oT system must be available whenever users need it. System
downtime should be less than 2 h on work days. The cloud-assisted IoT-enabled smart city system
must be maintained at both in bath-processing and real-time processing.
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Figure 5: Processing analysis

The second part of the survey concerns data storage and processing. Storage analysis and
parameters are shown in Fig. 6. Authentication is significant for the smart transportation system
user, as customers are worried about access to this data. The system availability is also significant
for the customers as the account holders are related to different domains.
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Figure 6: Response of storage analysis

Fig. 7 illustrates transaction processing analysis that is the key service of the smart trans-
portation system. Most citizens are concerned about the storage of their information in a central
smart traffic system. They do not permit others to access their data; hence, the authorization score
is high. The lower score of integrity indicates that it is of less concern. It is due to the awareness
of the integrity parameter in the online system
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Figure 7: Response to processing analysis

4.1 Comparative Analysis

The proposed framework is compared to existing work to highlight its contributions, con-
sidering IoT characteristics as evaluation criteria. We consider the most relevant proposals in
the literature that address the specifications of IoT systems. These models provide a high level
of abstraction to assess IoT properties during the RE process. We highlight the RE challenges
through a hybrid survey. Tab. | compares proposals, considering RE challenges as the criteria. Past
work has not comprehensively considered these challenges. Wiesner et al. [28] only covered social
dissimilarity and challenges of stakeholders during the RE process for IoT. Gonzalez et al. [29]
considered IoT understandability and appropriate technique selection for the RE process but
overlooked other challenges. Lace et al. [30] covered most RE challenges except social dissimilarity.
They described techniques but did not consider practicality and applicability.

Table 1: IoT-enabled systems comparative analysis based on challenges

Challenge Existing proposals
[28] [29] [30] [31] [32] [33] Proposed
(2014)  (2016)  (2018)  (2015)  (2012)  (2018)  framework
Domain knowledge No No Partial No Yes No Yes
management
Managing No No Partial No Partial  Yes Yes
communication gap
IoT understandability No Yes Partial  Yes No Yes Yes
Dealing with Yes No Partial  Yes Yes Yes Yes
stakeholder challenges
Appropriate technique No Yes Yes Partial Partial No Yes
selection
Social dissimilarity Yes No Partial No No No Yes

management
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Ksenija et al. [31] dealt with IoT understandability and stakeholder management chal-
lenges, and partially covered technique selection. Penzenstadler et al. [32] offered no solution for
IoT understandability and social dissimilarity, and partially covered technique selection. Reggio
et al. [33] only covered stakeholder management, communication gap management, and IoT
understandability. The proposed framework provides solutions to all recognized challenges. We
show a comparative analysis of RE activities in Tab. 2, which shows that only Lace et al. [30]
covered all activities. However, they did not justify their conceptual solution. Wiesner et al. [28]
and Gonzalez et al. [29] only covered the requirement specification. Namirimu et al. [30] only
dealt with stakeholder analysis and the elicitation process. Penzenstadler et al. [31] discussed the
stakeholder analysis, elicitation process, and requirement analysis, and provided no solution for
remaining RE activities. Reggio et al. [32] only covered elicitation and specification activities.

Table 2: ToT-enabled system comparative analysis based on activities

Process activities Proposals
[28] [29] [30] [31] [32] [33] Proposed
(2014)  (2016)  (2018)  (2015) (2012)  (2018)  framework
Stakeholder analysis No No No Yes Yes No Yes
Information collection No No Partial  Yes Yes Yes Yes
Analysis and modeling No No Partial No Yes No Yes
Prioritization and No No Partial No No No Yes
negotiation
Requirement Yes Yes Partial No No Yes Yes
specification
Verification and No No Partial No No No Yes
validation

Table 3: Comparative analysis of cloud security requirements

Techniques P-1 P-2 P-3 P-4 P-5 P-6 P-7 P-8 P-9
[11] Y LMT N N N LMT Y Y N
[12] N Y LMT Y Y Y N N Y
[15] Y N Y LMT Y Y LMT LMT Y
[17] Y LMT Y N Y Y N Y LMT
[18] Y Y LMT Y Y LMT Y Y Y
[25] Y Y Y N N Y LMT N N
[26] LMT Y Y LMT Y Y N LMT LMT
[27] N Y Y N N LMT Y N N
[34] Y LMT Y N N Y Y LMT LMT
[35] LMT Y Y Y N Y LMT Y Y
Proposed Y Y Y Y Y Y Y Y Y
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Tab. 3 presents a comparative analysis of security requirement management proposals
for the cloud. The first column shows references. The remaining columns compare solutions
based on the parameters of Pl-scalability, P2-authentication, P3-configuration, P4-availability,
P5-maintainability, P6-authorization, P7-testability, P8-integrity, and P9-adaptability. Using the
proposed design, a classical method can be customized to collect requirements for cloud-enabled
applications, and it relies on how proper requirements (according to IEEE rules) could be collected
to design the system. Y, N, and LMT respectively indicate whether a parameter is proposed, is not
proposed, or has limited availability. The percentage of threats identified in this study is shown
in Fig. 8. Fig. 9 compares the proposed work to existing techniques taking the above parameters
into consideration.
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Figure 8: Threat identification ranking position of proposed work

Low

Medium High

100
90
80
7
6
5
4
3
2
1

Percentage
O O O O O O o

o

m SecREAM m iStar Hierarchy © Hierarchical i* = Game-theoretic B Proposed

Figure 9: Comparison of proposed work with integrated techniques
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5 Conclusion

We proposed a framework to collect security requirements during the early development
of cloud-assisted IoT-enabled smart city applications. Security must be considered during initial
development. The leading risks of cloud-assisted IoT-enabled smart city environments are avail-
ability, security, performance, data confidentiality, and audit and privacy issues. These risks arise
due to management of requirements of developing IoT-enabled applications. This work addressed
the initial development stage, such as security requirement management. A hybrid survey examined
the most demanding requirements of users and associated system security parameters. A case
study showed the proposed model’s applicability and effectiveness. A comparative analysis of
proposed architecture is also provided.
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