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Abstract

Purpose — The privacy calculus based on a single stakeholder failed to explain users’ co-owned information
disclosure owing to the uniqueness of co-owned information. Drawing on collective privacy calculus theory and
impression management theory, this study attempts to explore the co-owned information disclosure of social
network platform users from a collective perspective rather than an individual perspective.
Design/methodology/approach — Drawing on collective privacy calculus theory and impression
management theory, this study explores the co-owned information disclosure of social network platform
users from a collective perspective rather than an individual perspective based on a survey of 740 respondents.
Findings — This study finds that self-presentation and others presentation directly positively affect users’ co-
owned information disclosure. Also, self-presentation, others presentation and relationship presentation
indirectly positively affect users’ co-owned information disclosure via relationship support. Furthermore,
personal privacy concern, others’ privacy concern and relationship privacy concern indirectly negatively affect
users’ co-owned information disclosure via relationship risk.

Originality/value — The findings develop the theory of collective privacy calculus and impression
management, which offer insights into the design of the collective privacy protection function of social network
platform service providers.
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1. Introduction

With the development and application of social network technology, people’s lives and work

have become closely intertwined with social network platforms (Schlosser, 2020; Marengo et al.,

2022; Wang and Xie, 2022; Li and Hu, 2022), such as WeChat, Weibo and Facebook. In order to

increase social interaction and maintain social relationships, people often share various types of

information, including their location, photos and social activity records on these platforms (Choi

and Sung, 2018; Mouakket and Sun, 2020; Javed et al., 2023). Sharing daily life on social network

platforms has become a common practice for many individuals (Yin ef al, 2021). Due to I
individuals’ daily lives often being interconnected with those around them, including their
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friends, colleagues and family members (Rui and Stefanone, 2018; Choi et al., 2015), their posts on
social network platforms often include other people’s information (Li et al., 2019a, b; Such et al,
2017), such as group photos and chat screenshots. In this study, the information that multiple
people create or generate together is called co-owned information.

If an individual is an integral part of co-owned information, they can be considered as co-
owners or stakeholders of the information. Here is a simple but representative example: Bob,
Alice and their friends had dinner together at the weekend. They had a pleasant time and took
a selfie together. Later, Bob posted this photo on the social network platform. In this scene, the
group photo is the information co-owned by Bob, Alice and other friends. Sharing co-owned
information on the social network platform has become a widespread, natural and inevitable
phenomenon (Li ef al., 2019a, b; Such and Criado, 2018). However, existing literature on
information disclosure primarily focuses on information owned by themselves, overlooking
the significance of co-owned information and relevant stakeholders. This gap indicates that
the potential underlying mechanisms behind users’ disclosure of their own information
cannot directly explain co-owned information disclosure. As a result, understanding the
driving factors and inhibitors related to the disclosure of co-owned information holds great
theoretical and practical significance.

Privacy calculus theory is the most commonly used framework to explain the information
disclosure of social network platform users (Rui and Stefanone, 2018; Hong et al., 2020). Based on
this framework, prior studies identify impression management (i.e. self-presentation) as the main
driving factor for users to share information on social network platforms (Hong et al., 2020; Sun
et al., 2021), while the concern about personal privacy is identified as the main obstacle for users
to share information on social network platforms (Krasnova et al., 2010; Jozani et al., 2020).
However, when the information is co-owned by multiple stakeholders with social relations,
existing literature based on the privacy calculus and impression management falls short in
explaining the motivations and obstacles for users’ information disclosure.

First, previous studies on information disclosure only focused on the interests and risks of
disclosers, ignoring the interests and risks of other stakeholders within the context of co-
owned information disclosure. Since there are multiple stakeholders of co-owned information,
the disclosure of co-owned information will affect not only the information discloser but also
related stakeholders (Rui and Stefanone, 2018). For example, sharing a group photo at a party
on a social network platform may reveal not only the focal person’s privacy but also the
privacy of others in the photo. Therefore, on the one hand, users will weigh their interests and
risks when disclosing co-owned information. On the other hand, users are also expected to
weigh the interests and risks of other stakeholders, which previous studies have ignored.

Second, previous studies neglected the crucial role of social relationships in the process of
privacy calculus within the context of co-owned information disclosure. In reality, the co-owned
information that people want to share on social network platforms usually involves people who
are relatively close to them. Moreover, there is often a particular social relationship between the
information discloser and other stakeholders, such as classmate relationships and friend
relationships. Compared with strangers, individuals pay more attention to the views and
feelings of acquaintances. Therefore, the gains and losses of social relations with other
stakeholders are expected to be an essential factor affecting people to share co-owned
information on social network platforms, which has rarely been mentioned in previous studies.

Based on the research gaps, this study attempts to understand the motivations and
obstacles for users to share co-owned information on social network platforms from a
collective rather than an individual perspective. First, considering that there are multiple
stakeholders in co-owned information, users are expected to consider not only their personal
interests and risks but also the interests and risks of other stakeholders when disclosing
information. Therefore, based on collective privacy calculus theory and impression
management theory, this study explores the impact of users’ perceptions of collective



benefits (i.e. self-presentation, others presentation and relationship presentation) and risks
(i.e. personal privacy concern, others’ privacy concern and relationship privacy concern) on
co-owned information disclosure. Second, due to the importance of social relationships among
stakeholders, users are expected to value the maintenance and development of social
relationships and avoid social risks. Therefore, in this study, the gains and losses of social
relationships (i.e. relationship support and relationship risk) are considered as the key factors
affecting users’ co-owned information disclosure.

This study has several contributions. First, this study is the first to theorize and
empirically analyze the phenomenon of co-owned information disclosure on social network
platforms, which expands the research scenario and theoretical boundary of information
disclosure. Second, this study develops a collective privacy calculus model to understand the
co-owned information disclosure of social network platform users from the collective level
rather than the individual level, extending the theoretical connotation of impression
management theory and privacy calculus theory. Third, this study confirms the crucial role
of relationship support and relationship risk in the collective privacy calculus process, which
is conducive to the research of social relationships and privacy calculus. Finally, the findings
of this study offer insights into the design of the collective privacy protection function of
social network platform service providers.

2. Theoretical background

2.1 Co-owned information disclosure on social network platforms

In the digital age, social network platforms represented by Facebook and WeChat have
become popular avenues for users to share their events, thoughts, feelings, emotions and
hobbies in daily life in the form of text, pictures and videos (Wang et al., 2022; Zhao et al., 2021;
Osatuyi, 2013). Compared with traditional social interaction limited by time and place, the
digital contact with friends, colleagues and even strangers provided by the social network
platform is continuous and borderless, so it has become the primary way of communication in
modern society (James ef al., 2015; Marengo et al., 2022; Javed et al., 2023; Nabi et al., 2023). An
inevitable result of social interaction is self-disclosure, which is one of the main activities of
users on social network platforms and has become a part of many people’s daily life. Self-
disclosure is defined as an individual’s voluntary sharing of information with others (Cozby,
1973). Before the popularization of the Internet, the audience of self-disclosure was limited to
friends, family members and people with similar geographical locations. With the possibility
of open communication on the Internet, users’ self-disclosure has reached a new level, and
their audience is also far beyond their social field (Satici and Uysal, 2015).

In fact, individuals do not exist in isolation, and their daily lives are usually closely related to
others, such as family members, friends and colleagues. Information content people share on
social network platforms often involves other stakeholders (Li et al,, 2019a, b; Rui and Stefanone,
2018; Zhang et al.,, 2022). When people share or present interesting events in their life, they often
involve other people’s participation in these activities (Li et al, 2019a, b; Yu et al, 2018). For
example, When Bob talked about a wonderful weekend, he had to mention his friends’
participation. When Bob wants to share photos with his friends at the weekend on the social
network platform, he has to consider the interests of other stakeholders. Because the group photo
contains more than one person, Bob and his friends in the photo are the co-owners of the photo.

Given that the co-owned information is owned by multiple stakeholders, there is a specific
social relationship between these stakeholders, which makes the two-sided consequences of
information disclosure more significant. On the one hand, sharing co-owned information can
bring benefits not only to the discloser but also to other stakeholders. On the other hand, the
negative impact of co-owned information sharing may also be enhanced, as it can negatively
impact the discloser and other stakeholders.
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2.2 Collective privacy calculus

Privacy calculus theory is the most commonly used framework in the study of individual
information disclosure, which describes the process of the trade-off between costs and
benefits when individuals disclose information (Laufer and Wolfe, 1977; Nabity-Grover et al.,
2020). Privacy calculus theory holds that users disclose personal information only when the
benefit is greater than the risk (Smith ef ¢/, 2011; Nguyen et al., 2023). Furthermore, individual
information disclosure behavior is also influenced by personality and background factors
(Gutierrez et al., 2019). Although most previous works have reported the negative impact of
privacy issues on information disclosure, users still disclose information because they tend to
overestimate benefits and underestimate privacy risks (Dinev and Hart, 2006; Jiang
et al., 2013).

However, the previous literature on users’ information disclosure based on privacy
calculus theory only focused on their own information, ignoring the information co-owned by
information disclosers and related stakeholders. In fact, given that people’s lives are not
isolated, individuals often relate to the people around them when sharing their daily lives on
social network platforms (Yu et al., 2018; Cao et al., 2018; Zhang et al., 2022). Moreover, people
understand privacy boundaries differently (Yuan and Bi, 2022). Therefore, the privacy
calculus of individuals in co-owned information disclosure differs from that in self-disclosure.
Within the research context of co-owned information disclosure, on the one hand, individuals
will consider their benefits and risks when disclosing the information, which may be the
primary consideration for individuals. On the other hand, because individual information
disclosure will affect other stakeholders, individuals are expected to consider the benefits and
risks of other stakeholders when disclosing the information.

2.3 Collective impression management

Impression management theory holds that individuals try to influence what others think of
themselves by adjusting the information in social interaction (Goffman, 1959). In order to
achieve a certain goal, people will try to manage or change the impression that others have
formed about themselves. Goffman (1959) compares people in the real world with actors on
the stage to explain impression management. Individuals are expected to enter role-playing in
different interactive modes, whether face-to-face or online, and strive to impress others with
their own edited versions (Goffman, 1959; Leary and Kowalski, 1990; Paliszkiewicz and
Madra-Sawicka, 2016).

The development of Internet technology provides more choices for individual impression
management. Social network platforms allow users to present themselves by sharing their
daily life through text, pictures, videos and other ways (Pounders e al., 2016). Users of social
network platforms are considered to have more control over impression management
because they have enough time to use the functions provided by the platform to present
themselves (Kramer and Winter, 2008; Rui and Stefanone, 2013). Self-presentation plays a
pivotal role in impression management, which encompasses any behavior in which
individuals convey his or her self-image to others (Leary and Kowalski, 1990). Self-
presentation is considered as one of the main motivations for users to share information on
social network platforms (Paliszkiewicz and Madra-Sawicka, 2016; Hong et al., 2020; Sun
et al., 2021).

However, in the scenario of co-owned information disclosure, because the information that
individuals want to share is related to multiple stakeholders, individuals have to consider the
interests of other stakeholders when sharing information. In order to maintain and develop
social relationships, individuals will attach great importance to the benefits of other
stakeholders. Therefore, individuals are expected to conduct collective impression
management rather than just personal impression management. They will try to manage



the impression that others have formed about the collective rather than just themselves. As a
result, collective impression management is expected to be an essential driving factor for
users to share co-owned information on social network platforms.

2.4 Relationship support and relationship risk

Social network platforms have changed the way people establish and maintain relationships
(Li et al., 2020). More and more people interact with others on social network platforms, such
as Facebook and WeChat. People often update their statuses and comment and share their
daily life on social networks (Liu and Wang, 2018). Although people know that such
information disclosure will reveal their privacy, such as hobbies and addresses, they still
choose to disclose in order to make new friends and maintain old social relationships (Taddei
and Contena, 2013). Relationship support refers to the extent to which individuals believe that
specific behaviors can establish, maintain and enhance interpersonal relationships (Kim et al.,
2011). It is considered as an important motivation for individuals to disclose information on
the social network platform (Taddei and Contena, 2013; Chen et al., 2019). In the scenario of co-
owned information disclosure, relationship support is the extent that the discloser believes
that their information disclosure can improve the interpersonal relationship between the
discloser and other stakeholders.

However, attempts to establish and maintain social relationships by sharing information
on social networking platforms may also backfire. The ubiquitous network connection in the
Internet era makes information shared online on an unprecedented scale (Li et al., 2020). The
popularity of social networks and their immediacy in content sharing have further expanded
this. There is a special situation in information disclosure: users publish posts containing co-
owned privacy information on social network platforms, such as group photos, party
information, collective activity information and location information. This kind of
information disclosure may reveal not only the privacy of the information publisher but
also the privacy of other stakeholders (Rui and Stefanone, 2018; Cao et al., 2018). However, due
to the blurring of the current privacy boundary, the mainstream social network platforms
only provide the corresponding privacy setting functions for information publishers, and
other stakeholders are in a passive position in this process (Li et al., 2019a, b; Such and Criado,
2018; Cao et al., 2018). The current laws and regulations also make it difficult to restrict users’
disclosure of co-owned privacy. Embarrassing or inappropriate sharing of co-owned
information can lead to the breakdown of social relationships (Such and Criado, 2018).

Relationship risk refers to the extent to which individuals believe that specific behaviors
can destroy their interpersonal relationships (Xu et al., 2009). Under the co-owned information
disclosure scenario, relationship risk mainly reflects the potential loss that sharing co-owned
information may bring to the social relationship between the discloser and other
stakeholders. In general, the impact of co-owned information sharing on the social
relationship between the discloser and related stakeholders is two-sided, with both
opportunities and risks. Appropriate information disclosure can establish and maintain
social relationships, while inappropriate information disclosure may be counterproductive.

3. Research model and hypotheses

In view of the uniqueness of co-owned information, this study attempts to explore the
antecedents of co-owned information disclosure by taking collective privacy calculus theory
and impression management theory as lens. This study proposes that collective impression
management and collective privacy concerns will not only directly affect the co-owned
information disclosure, but also indirectly affect the co-owned information disclosure through
the benefit and risk of social relationships. The specific research model is shown in Figure 1.
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Figure 1.
Research model
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3.1 Collective impression management and co-owned information disclosure
Impression management theory describes the process in which people try to manage and
control others’ impressions and views of themselves (Goffman, 1959). Individuals tend to
present themselves in an image that matches their current social situation and interpersonal
background to ensure that others make a positive evaluation of themselves (Bitterly and
Schweitzer, 2019). Social network platforms allow users to manage their impressions through
text, pictures and videos, providing multiple functions for users to show themselves (Sun
et al.,2021). Sharing daily life on social network platforms has become a part of many people’s
lives, and self-presentation is also considered one of the main motivations for sharing
information on social network platforms (Reed and Saunders, 2020; Yang and Ying, 2021).
In the context of co-owned information disclosure, the information is co-owned by the
information disclosers and relevant stakeholders. This ownership implies the stakeholders’
reasonable and legal right to obtain benefits from the information. Therefore, information
disclosers are expected to consider not only their personal interests but also other
stakeholders’ interests. In this case, people’s impression management on the social network
platform will also change from personal impression management to collective impression
management. Collective impression management focuses on self-presentation, others
presentation and relationship presentation. The discloser achieves the shaping of self-
image through self-presentation, which reflects the personal interests of the discloser.
Furthermore, in order to safeguard the interests of other stakeholders, the discloser is
expected to strive to improve the image of other stakeholders. Moreover, relationship
presentation can shape the ideal relationship image of the discloser and other stakeholders,



reflecting the friendly interpersonal relationship between the discloser and stakeholders,
which is conducive to the improvement of the collective image of the discloser and
stakeholders. Therefore, this study proposes the following hypotheses:

Hla. Self-presentation is positively associated with co-owned information disclosure
intention.

HIb. Others presentation is positively associated with co-owned information disclosure
intention.

Hic. Relationship presentation is positively associated with co-owned information
disclosure intention.

Relationship support reflects an individual’s belief that specific behaviors can improve
interpersonal relationships (Kim ef al, 2011). In the scenario of co-owned information
disclosure, relationship support mainly refers to the extent that the discloser believes that
their information disclosure can improve the interpersonal relationship between the discloser
and other stakeholders. When individuals want to show their daily life involving other
people, they are not only managing their own image, but also managing the image of other
stakeholders. The way of such presentation, as a signal, shows goodwill to
other stakeholders, indicating that the discloser cherishes and values their social
relationships. Through collective presentation (ie. self-presentation, others presentation
and relationship presentation) on the social network platform, the discloser can form
connections and interaction with other stakeholders, which is conducive to establishing,
maintaining and developing their social relationships. Moreover, the higher the relationship
support they perceived, the greater the benefit they felt from sharing co-owned information,
and thus, they are more motivated to share it on social network platforms. Therefore, this
study proposes the following hypotheses:

H2a. Self-presentation is positively associated with relationship support.
H2b. Others presentation is positively associated with relationship support.
H2c. Relationship presentation is positively associated with relationship support.

H3. Relationship support is positively associated with co-owned information disclosure
intention.

3.2 Collective privacy concerns and co-owned information disclosure
As countless users share their photos, identities, locations and stories on social network
platforms, privacy risks in the social network platforms are widespread, unpredictable and to
some extent inevitable (Nabity-Grover et al., 2020; Yang and Zhang, 2022). More importantly,
when users share their daily activities on the social network platform, they often involve
private information about other people’s participation in these activities (Ilia ef al., 2015; Such
et al., 2017), such as daily schedules with colleagues, group photos with friends and family
anecdotes. Similarly, individuals may also face the risk of their privacy being disclosed by
others due to sharing information with colleagues, friends or family members on social
network platforms (Chen ef al.,, 2015; Ilia ef al., 2015). Therefore, the social aspects of privacy
are vital for understanding individuals’ privacy perceptions and decisions on social network
platforms, as social and communication needs are the basis and driving force for users to
share information on social network platforms (Ellison ef al., 2011).

Users’ privacy concerns are multifaceted when publishing and sharing co-owned
information on social network platforms. On the one hand, the disclosers are concerned about
their personal privacy risks, which is the primary concern of existing research. On the other

Co-owned
information
disclosure




LHT

hand, the disclosers are expected to worry about the privacy of other stakeholders. The
disclosers will worry that the privacy of other stakeholders will be accidentally exposed or
violated due to their sharing behavior (Yu et al., 2018). Also, they are worried about disclosing
sensitive topics to other stakeholders and losing control of relevant information of
stakeholders (Choi and Jiang, 2013). Furthermore, in addition to the private information about
each stakeholder, the information about the existence of the collective, the social relationships
that constitute the collective, and the interaction within the collective are also part of
collective privacy. The social relationship dimension of privacy includes the characteristics,
membership, purpose, cohesion, structure and dynamics of the collective itself (Jia and Xu,
2016), which far exceed the private information of each stakeholder. Therefore, under the co-
owned information disclosure scenario of the social network platform, individuals are not
only worried about the possible invasion of their privacy but also about the invasion of the
privacy of other stakeholders and their collective social relationships. These collective
privacy concerns are expected to be the main obstacles for users to share co-owned
information on social network platforms. Therefore, this study proposes the following
hypotheses:

H4a. Personal privacy concern is negatively associated with co-owned information
disclosure intention.

H4b. Others’ privacy concern is negatively associated with co-owned information
disclosure intention.

H4c. Relationship privacy concern is negatively associated with co-owned information
disclosure intention.

Relationship risk reflects an individual’s belief that specific behaviors can damage their
interpersonal relationships (Xu et al, 2009). In the scenario of co-owned information
disclosure, relationship risk mainly refers to the extent that the discloser believes that
their information disclosure can destroy the interpersonal relationship between the
discloser and other stakeholders. Due to the differences in privacy awareness and privacy
boundaries among individuals, there may be inconsistencies in the collection, processing,
utilization and sharing of co-owned information among stakeholders, which may lead to
privacy conflicts (Yu et al., 2018). For example, when Bob shares a group photo containing
Alice, he thinks Alice in the photo is beautiful, but Alice thinks she is ugly in the photo,
and she does not want others to know about her relationship with Bob. In this case, even if
individuals fully consider the interests and risks of other stakeholders, their sharing of co-
owned information may still be frowned upon by other stakeholders, which will
negatively affect the interpersonal relationship between the discloser and other
stakeholders. Therefore, individuals’ collective privacy concerns (i.e. personal privacy
concern, others’ privacy concern and relationship privacy concern) will enhance their
perception of relationship risk. Moreover, the greater the relationship risk perceived by
users, the greater the losses they perceive when weighing the risks and benefits of co-
owned information sharing, which will reduce their willingness to share. Therefore, this
study proposes the following hypotheses:

Hba. Personal privacy concern is positively associated with relationship risk.
Hb5b. Others’ privacy concern is positively associated with relationship risk.
Hbc. Relationship privacy concern is positively associated with relationship risk.

He6. Relationship risk is negatively associated with co-owned information disclosure
intention.



4. Research methodology

4.1 Measurements and questionnaire design

In order to ensure the reliability and validity of the measurement, all the measurement items
in this study come from the existing literature and are adjusted according to the current
research context. Among them, the items of self-presentation, others presentation and
relationship presentation are from Krasnova ef al. (2010), and the items of personal privacy
concern, others’ privacy concern and relationship privacy concern are from Dinev and Hart
(2006) and James et al. (2017). Besides, the items of relationship support and relationship risk
are from Kim ef al. (2011) and Xu et al. (2009), respectively. The items of disclosure intention
are from Malhotra ef al. (2004). The results of the items were expressed by the 7-point Likert
scale, with a scale from 1 to 7 representing the increasing degree of agreement of the
participants. Specific measurement items and references are shown in Table 1.

4.2 Participants and procedures

This study randomly selected WeChat users to fill in the online questionnaire, and the
research model and hypothesis were verified based on their data. WeChat, China’s largest
social network platform, has 1.309 billion monthly active users in 2022. It allows users to
share their daily life in the form of text, pictures, audio and video, and is widely welcomed by
users. Therefore, we choose WeChat users as participants, which is widely representative.

This study chooses the sample service function of the wenjuanxing to collect data.
Wenjuanxing is a professional online questionnaire survey, examination, evaluation and
voting platform. Moreover, its sample service function can accurately locate the target
population. It can also set various screening rules, screening pages, quota control and other
conditions to automatically filter out invalid answers. At the same time, it supports manual
screening to ensure the validity of the final data. Therefore, it is widely used by a large
number of enterprises and individuals.

A total of 788 questionnaires were received, and 740 valid data were finally obtained after
screening out invalid data. Among them, 55.1% were women and 44.9% were men; 86.1% of
the respondents were between the ages of 20 and 35; and 89% of respondents received college
and undergraduate education. Furthermore, 99.3% of respondents had used WeChat for
more than half an hour every day, and 90.7% of respondents had more than 100 WeChat
friends.

5. Data analysis and results

This study takes partial least squares (PLS) to test the measurement model and structural
model. The measurement model is mainly used to verify the relationship between each latent
variable and its observation items, while the structural model is used to test the relationship
between latent variables.

5.1 Measurement model

The reliability is usually evaluated by the values of Cronbach’s alpha (CA), composite
reliability (CR) and average variance extracted (AVE) of constructs, reflecting the stability
and consistency of the measurement results (Fornell and Larcker, 1981). Generally speaking,
if CR exceeds 0.5, CA and CR exceed 0.7, the measurement of variables is considered to have
good reliability (Hsu and Lin, 2008; Fornell and Larcker, 1981). As shown in Table 2, the CA
values of all variables are between 0.785 and 0.896, the CR values of all variables are between
0.875 and 0.927 and the AVE values of all variables are between 0.686 and 0.800, meeting the
corresponding threshold requirements.
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Table 1.
Measures

Variables Measures References
Self-presentation (1) Sharing co-owned information on WeChat Moments helps me to ~ Krasnova
(SP) make a good impression on others et al. (2010)
(2) Sharing co-owned information on WeChat Moments helps me to
present myself in a favorable way
(3) Sharing co-owned information on WeChat Moments helps me to
present my best sides to others
Others (1) Sharing co-owned information on WeChat Moments helps other Krasnova

presentation (OP)

Relationship
presentation (RP)

Personal privacy
concern (PPC)

Others’ privacy
concern (OPC)

Relationship
privacy concern

(RPC)

®

@

@

®

@

information owners to make a good impression on others
Sharing co-owned information on WeChat Moments helps other
information owners to present themselves in a favorable way
Sharing co-owned information on WeChat Moments helps other
information owners to present their best sides to others

Sharing co-owned information on WeChat Moments can make
others have a good impression on the relationship between other
information owners and me

Sharing co-owned information on WeChat Moments can present
the relationship between me and other information owners in a
favorable way

Sharing co-owned information on WeChat Moments can present
best sides of the relationship between me and other information
owners to others

I am concerned that my personal information in co-owned
information I submit on WeChat Moments could be misused

[ am concerned because my personal information in co-owned
information I transmit on WeChat Moments can be intercepted by
third parties

[ am concerned about my personal information in co-owned
information I transmit on WeChat Moments because of what
others might do with it

I am concerned about my personal information in co-owned
information I transmit on WeChat Moments because it could be
used in a way I did not foresee

I am concerned that other information owners’ information in co-
owned information I submit on WeChat Moments could be misused
I am concerned because other information owners’ information in
co-owned information I transmit on WeChat Moments can be
intercepted by third parties

I am concerned about other information owners’ information in co-
owned information I transmit on WeChat Moments because of
what others might do with it

I am concerned about other information owners’ information in co-
owned information I transmit on WeChat Moments because it
could be used in a way I did not foresee

I am concerned that our relationship information in co-owned
information I submit on WeChat Moments could be misused

I am concerned that our relationship information in co-owned
information I transmit on WeChat Moments can be intercepted by
third parties

I am concerned about our relationship information in co-owned
information I transmit on WeChat Moments because of what
others might do with it

I am concerned about our relationship information in co-owned
information I transmit on WeChat Moments because it could be
used in a way I did not foresee

et al. (2010)

Krasnova
et al. (2010)

Dinev and
Hart (2006),
James et al.
(2017)

Dinev and
Hart (2006),
James et al.
(2017)

Dinev and
Hart (2006),
James et al.
(2017)

(continued)




Co-owned

Variables Measures References . .
information
Relationship (1) Sharing co-owned information on WeChat Moments helps build ~ Kim et al. disclosure
support (RS) interpersonal relationships between me and other information (2011)
owners
(2) Sharing co-owned information on WeChat Moments helps
maintain social relationships between me and other information
owners
3) Sharing co-owned information on WeChat Moments helps enhance
social relationships between me and other information owners
Relationship risk (1) Sharing co-owned information on WeChat Moments may bring Xu et al.
(RR) many unpredicted problems to the relationship between me and (2009)
other information owners
(2) Sharing co-owned information on WeChat Moments is risky to the
relationship between me and other information owners
(3) Sharing co-owned information on WeChat Moments may bring
potential losses to the relationship between me and other
information owners
Disclosure (1) Tam willing to share co-owned information on WeChat Moments ~ Malhotra
intention (DI) (2) Tam likely to share co-owned information on WeChat Moments et al. (2004)
(3) Iam probable to share co-owned information on WeChat Moments
Source(s): Authors’ own creation Table 1.
Constructs CA CR AVE
DI 0.821 0.893 0.735
op 0.842 0.905 0.76
opPC 0.886 0921 0.745
PPC 0.874 0914 0.726
RP 0.785 0.875 0.699
RPC 0.896 0927 0.762
RR 0.875 0.923 0.800
RS 0.848 0.897 0.686
Sp 0.830 0.898 0.746
Note(s): DI = disclosure intention, OP = others’ presentation, OPC = others’ privacy concern, PPC =
personal privacy concern, RP = relationship presentation, RPC = relationship privacy concern, RR =
relationship risk, RS = relationship support, SP = self-presentation Table 2.
Source(s): Authors’ own creation Reliability

Validity includes convergent validity and discriminant validity. The convergent validity
reflects the correlation between the latent variables and their corresponding observation
items, while the discrimination validity reflects the degree of differentiation between the
measurement items of different latent variables (Anderson and Gerbing, 1988; Jiang et al.,
2002). Convergent validity can be evaluated by observing factor loading values and AVE
values of variables. If each latent variable has a higher AVE value (>0.5), and each
measurement item has a higher factor loading value (>0.7) on its corresponding potential
variable, it indicates that the measurement model has good convergent validity (Fornell and
Larcker, 1981). As shown in Tables 2 and 3, the AVE values of all variables are greater than
0.5, and the factor loading value of each measurement item on its corresponding latent
variables is greater than 0.7, meeting the threshold requirements.



LHT

Table 3.
Cross-loading

DI )% OpPC PPC RP RPC RR RS SP
bn 0.864 0455  —-0167  —0.197 0360 —0145  —0.224 0416 0411
DI2 0.844 0349 0156  —0.144 0319 -0108  —0.168 0.365 0.363
DI3 0.864 0348  —-0107  —0.105 0320 -0122  —0.177 0.362 0.343
OP1 0.391 0858 —0.101  —0.119 0572  -0110 —0.137 0.622 0.655
OP2 0.409 0875 —0130  —0.138 0578  —0.098  —0.115 0.615 0.639
OP3 0.385 0882 —0078  —0.090 0554  —-0052  —0.083 0.600 0.609

OPC1 —0145 —0.084 0.870 0673 —0.086 0.634 0531  —-0078  —0.097
OopPC2 -0123  —-0.078 0.846 0686  —0.058 0.633 0540  —0056  —0.087
OPC3 —0153 —0.101 0.870 0669  —0.054 0.610 0561  —0069  —0.104
OPC4 —-0.163 0144 0.866 0707  —0.097 0.625 0563  —-0114  —0.140
PPC1  —0157 —0.130 0.639 0849  —0.093 0.612 0482  —-0091  —-0.103
PPC2  -0128  —0.090 0.689 0837  —0.040 0.642 0512 —-0042  —-0.107
PPC3  —0.147 -0112 0.686 0860  —0.099 0.633 0536 0124 —-0.111
PPC4 0172 0122 0.685 0862  —0.034 0.667 0551  —0076  —0.104

RP1 0.321 0516  —0053  —0.041 0827  —0070  —0.100 0.601 0.559
RP2 0.347 0528  —0054  —0.055 0827 —0058  —0.072 0.584 0.573
RP3 0.311 0590  —-0106  —0.097 0855  —0077  —0.129 0.630 0.544

RPC1  —0.147 —-0.094 0.614 0641  —0.083 0.871 0505  —0108  —0.080
RPC2  —0.099  —0.068 0.625 0632  —0.049 0.865 0503  —0062  —0.043
RPC3  —0134 —0.088 0.636 0668  —0.068 0.887 0518  —0077  —0.065
RPC4 —-0133  —-0.097 0.653 0676  —0.084 0.869 0530  —0081  —0.099
RR1 -0193  -0.118 0.572 0535 0115 0.517 0898 —0130  —0.083
RR2 -0197  —-0.117 0.550 0546  —0.094 0.528 0876 —0076  —0.104

RR3 —-0210  —-0.110 0.585 0561  —0.114 0.536 0909  —0.097  —0.084
RS1 0.384 0607  —-0071  —0.095 0583  —0102  —0.082 0.835 0.551
RS2 0.361 0580  —0077  —0.078 0614  —0083  —0.099 0.852 0.563
RS3 0.359 0572 —-0076  —0.080 0616  —0.045 —0.081 0823 0.522
RS4 0.377 0568  —0082  —0.071 058  —0.080 —0.114 0.824 0.504
SP1 0.424 0656  —0.099  —0.117 0570  —0.064  —0.090 0.559 0.874
SP2 0.377 0597  —0.098  —0.082 0579  -0.065  —0.073 0.552 0.846
SP3 0.329 0632 -0127  —0.125 0583  —0.08  —0.099 0.562 0.871

Note(s): DI = disclosure intention, OP = others’ presentation, OPC = others’ privacy concern, PPC =
personal privacy concern, RP = relationship presentation, RPC = relationship privacy concern, RR =
relationship risk, RS = relationship support, SP = self-presentation

Source(s): Authors’ own creation

The discrimination validity can be evaluated by observing the cross-loading values and AVE
square root values of the variable (Fornell and Larcker, 1981). In general, if the factor loading
value of each measurement item on its corresponding latent variable exceeds the factor
loading value of each measurement item on other latent variables, and the AVE square root of
each latent variable is greater than the correlation coefficient between the variable and other
latent variables, it indicates that the measurement model has good discrimination validity
(Fornell and Larcker, 1981). We can see from Tables 3 and 4 that the factor loading value of
each measurement item on its corresponding latent variable is higher than that on other latent
variables. Moreover, the AVE square root of each latent variable is greater than the
correlation coefficient between the variable and other latent variables, indicating that the
discrimination validity is good.

Furthermore, we also calculate the VIF values of the main latent variables to evaluate the
possible multicollinearity problems (Kock and Lynn, 2012). The results show that the VIF
values of all variables are between 1.598 and 2.499, lower than the threshold of 3.3, indicating
that there is no multicollinearity problem in this study.



DI )% OPC PPC RP RPC RR RS SP
DI 0.857
0)3 0453 0872

OPC  —-0.169 —0.119 0.863
PPC —0.177 —0.133 0.792 0.852

RP 0.390 0.652 —0.085 —0.077 0.836

RPC 0147 —0.100 0.725 0.750 —0.082 0.873

RR —0.224 —0.128 0.636 0.612 -0.121 0.589 0.894

RS 0.447 0.703 —0.092 —0.098 0.724 —0.094 —0.113 0.828

SP 0438 0.728 —0.125 —0.125 0.668 —0.083 —0.101 0.646 0.864

Note(s): DI = disclosure intention, OP = others’ presentation, OPC = others’ privacy concern, PPC =
personal privacy concern, RP = relationship presentation, RPC = relationship privacy concern, RR =
relationship risk, RS = relationship support, SP = self-presentation. Diagonal elements denote the square root
of AVE

Source(s): Authors’ own creation

Co-owned
information
disclosure

Table 4.
Correlations

Due to the fact that the data in this study come from participants’ self-reports, common
method bias may be an issue (Lindell and Whitney, 2001; Podsakoff et al., 2003). Therefore,
Harman'’s single-factor test was used to analyze common method bias (Tsai and Bagozzi,
2014). This study extracted 7 factors with eigenvalues greater than 1. And the first principal
component explained 26.95% of the overall variance, which was below the threshold of 50%,
indicating that common method bias is not a concern. To further examine this issue, this
study used the method of comparing the variance explained by substantive and method
factors (Podsakoff ef al., 2003). The data results showed that the method variable only
explained 1.4% of the overall variance, while the trait variables explained 75.6% of the
overall variance, indicating that common method bias is not a key issue in this study.

5.2 Structural model
The structural model mainly analyzes the path coefficient between variables to verify the
model and assumptions, as shown in Figure 2. In terms of collective benefits, the results show
that self-presentation (p = 0.164, t = 2.558, p = 0.011) and others presentation (3 = 0.166,
t = 2,652, p = 0.007) have a significant positive impact on co-owned information disclosure
intention, indicating that Hl and H2 are supported. However, the positive impact of
relationship presentation (p = 0.008,t = 0.144, p = 0.882) on co-owned information disclosure
intention is not significant, indicating that H3 is not supported. Furthermore, self-
presentation (3 = 0.111, t = 2.307, p = 0.021), others presentation (§ = 0.345, t = 7.675,
p = 0.000) and relationship presentation (p = 0.425, t = 9.908, p = 0.000) have a significant
positive impact on relationship support, while relationship support (B = 0.200, t = 3.630,
p = 0.000) has a significant positive impact on co-owned information disclosure intention,
indicating that H2a, H2b, H2c and H3 are supported.

As for collective risk, the results show that personal privacy concern (3 = 0.197,t = 3.408,
p = 0.002), others’ privacy concern (§ = 0.338, t = 5.252, p = 0.000) and relationship privacy
concern ( = 0.197,t = 3.735, p = 0.000) significantly positively affect relationship risk, while
relationship risk (§ = —0.152, t = 3.693, p = 0.000) significantly negatively affects co-owned
information disclosure intention, indicating that Hb5a, H5b, H5c and H6 are supported.
However, the direct negative impact of personal privacy concern (B = —0.038, t = 0.630,
p = 0.537), others’ privacy concern (§ = 0.005, t = 0.089, p = 0.927) and relationship privacy
concern ( = 0.017,t = 0.309, p = 0.755) on co-owned information disclosure intention are not
significant, indicating that H4a, H4b and H4c are not supported. Overall, the model explained
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Figure 2.
Results of the PLS
analysis
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Note(s): ***p <0.001; **p < 0.01; *p < 0.05; ns = not significant

Collective risk

Source(s): Authors’ own creation

62.1% of the variance of relationship support, 45.1% of the variance of relationship risk and
27.7% of the variance of co-owned information disclosure intention.

5.3 Mediating effects

One possible reason why the direct impact of collective privacy concerns and relationship
presentation on co-owned information disclosure intentions is not significant is the mediating
effects of relationship support and relationship risk. To further explore the vital role of social
gains and losses in users’ collective privacy calculation process, this study examined the
mediating effects of relationship support and relationship risk based on the steps proposed
by Zhao et al. (2010) and Preacher and Hayes (2008). The results (see Table 5) show that the
indirect effects of self-presentation (§ = 0.182, CI: 0.117-0.254), others presentation (§ = 0.179,
CL 0.094-0.254) and relationship presentation (B = 0.250, CL: 0.177-0.328) on co-owned
information disclosure intention via relationship support are significant. Moreover, the direct
effects of self-presentation (B = 0.255, CI: 0.158-0.351), others presentation (p = 0.275, CL:
0.167-0.391) and relationship presentation (3 = 0.139, CL: 0.033-0.236) on co-owned
information disclosure intention are significant. The indirect effects of personal privacy
concern (p = —0.113, CI: 0.161 ~ —0.067), others’ privacy concern (3 = —0.125, C1: 0.174 ~ —
0.075) and relationship privacy concern ( = —0.124, CI: 0.167 ~ —0.083) on co-owned
information disclosure intention via relationship risk are also significant. Furthermore, the
direct effects of personal privacy concern (3 = —0.066, CI: 0.148-0.016), others’ privacy



Indirect effect Direct effect
Confidence intervals (bias- Confidence intervals (bias-

Paths B corrected) B corrected) Results
SP - RS —» 0.182 (0.117, 0.254) 0.255 (0.158, 0.351) Partial
8; - RS> 0.179 (0.094, 0.254) 0275 (0.167, 0.391) Partial
EII-’ —- RS> 0.250 (0.177,0.328) 0.139 (0.033, 0.236) Partial
g}I)C —-RR-> —0.113 (—0.161, —0.067) —0.066 (—0.148, 0.016) Full
I(%i’C —RR —0.125 (—0.174, —0.075) —0.045 (—0.129, 0.045) Full
I?Pg-» RR —0.124 (—0.167, —0.083) —0.024 (—0.107, 0.065) Full

N

Note(s): Level of confidence = 95%. DI = disclosure intention, OP = others’ presentation, OPC = others’
privacy concern, PPC = personal privacy concern, RP = relationship presentation, RPC = relationship privacy
concern, RR = relationship risk, RS = relationship support, SP = self-presentation

Source(s): Authors’ own creation

Co-owned
information
disclosure

Table 5.
Results of mediating
effects

concern (B = —0.045, CI: 0.129-0.045) and relationship privacy concern (B = —0.024, CL
0.107-0.065) on co-owned information disclosure intention are insignificant. The results of
these data analyses indicate that relationship support partially mediated the effects of self-
presentation, others presentation and relationship presentation on co-owned information
disclosure intention. In contrast, relationship risk fully mediates the effects of personal
privacy concern, others’ privacy concern and relationship privacy concern on co-owned
information disclosure intention.

6. Discussion

6.1 Key findings

Based on privacy calculus theory and impression management theory, this study explored
the co-owned information disclosure behavior of social network platform users from a
collective perspective. The main findings of this study are as follows. First, the collective
impression management of social network platform users will, directly and indirectly, affect
their co-owned information disclosure. The results show that self-presentation and others
presentation have a direct positive impact on the co-owned information disclosure intention,
which is consistent with impression management theory (Hong et al., 2020; Sun et al., 2021).
Also, self-presentation, others presentation and relationship presentation indirectly
positively affect co-owned information disclosure intention through relationship support.
This indicates that the benefits of social relationships with other stakeholders are the critical
factors for social network platform users to share co-owned information, which has been
overlooked in traditional impression management theory (Yang and Zhang, 2022; Sun
et al., 2021).

Furthermore, the collective privacy concerns of social network platform users indirectly
negatively affect their co-owned information disclosure through relationship risk. The results
show that personal privacy concern, others’ privacy concern and relationship privacy
concern positively affect users’ perception of relationship risk, while relationship risk
perception negatively affects users’ co-owned information disclosure. This result provides a
deeper insight into the theory of multilevel information privacy management (Bélanger and
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James, 2020). Moreover, relationship risk plays a fully mediating role in the relationship
between collective privacy concerns and co-owned information disclosure. That is, users’
concerns about collective privacy mainly come from the damage and destruction of these
privacy issues to the social relationships between them and other stakeholders, which is the
key factor preventing users from sharing co-owned information on social network platforms.
This further demonstrates the crucial role of the gains and losses of social relationships in the
collective privacy calculation process of users, which is also overlooked by traditional
privacy calculus theory (Smith et al, 2011; Nguyen et al., 2023).

6.2 Theoretical implications

This study has three theoretical contributions, which are summarized as follows. First, this
study enriches information systems (IS) research by theorizing and empirically analyzing co-
owned information disclosure on social network platforms. Disclosing co-owned information
on social network platforms is a widespread and inevitable phenomenon but has received
minimal attention from IS scholars. Most of the existing literature on information disclosure
of social network platforms concentrates on users’ self-disclosure (Trepte et al., 2020; Li et al.,
2019a, b), while a few studies pay attention to users’ disclosure of others’ information (James
et al., 2017; Koohikamali et al., 2017; Cao et al., 2018; Zhang et al., 2022). This study analyzes
the characteristics of co-owned information and theorizes the phenomenon of co-owned
information disclosure on social network platforms, which expands the research scenario and
theoretical boundary of information disclosure.

Second, this study develops a collective privacy calculus model to understand the co-
owned information disclosure behavior of social network platform users from the collective
level rather than the individual level. Since the information is co-owned by multiple
stakeholders, previous literature based on impression management and privacy calculus of a
single stakeholder cannot explain individual co-owned information disclosure behavior
(Bélanger and James, 2020). This study confirms that individuals will attach great importance
to the interests and risks of other stakeholders in the co-owned information disclosure context
from a collective perspective, extending the theoretical connotation of impression
management theory and privacy calculus theory.

Third, this study confirms the crucial role of relationship support and relationship risk in
social network platform users’ co-owned information disclosure. Under the situation of co-
owned information disclosure on social network platforms, the gain and loss of social
relationships between the disclosers and other stakeholders is an important influencing
factor, even a decisive factor, for users to share co-owned information, which has been
ignored in previous studies. This study empirically confirms the mediating role of
relationship support and relationship risk in the collective privacy calculus process, which
contributes to the research of social relationships and the theory of multilevel information
privacy management (Bélanger and James, 2020).

6.3 Practical implications

This study has several practical implications. First, the findings of this study show that
collective impression management is the main driver for users to share co-owned information
on social network platforms. Social network platform service providers or managers should
pay attention to users’ needs in co-owned information-sharing scenarios and add some
functional designs conducive to collective presentation. For example, social platform service
providers or managers can set the co-editing function of information content, allowing multiple
users to modify and decorate specific information content simultaneously, which can meet the
impression management needs of different stakeholders. Then, the results of this study show
that collective privacy concerns are the main obstacle for users to share co-owned information



on social network platforms. Social network platform service providers or managers should set
up the collective privacy protection function to reduce the collective privacy concerns of users
when disclosing co-owned information. For example, facial recognition can be added to remind
and warn users when sharing photos containing others on social network platforms. At the
same time, users are allowed to block the information of other stakeholders other than
themselves with one click to protect the privacy of stakeholders. Furthermore, relevant
departments need to enhance their publicity and education on data security and management
topics, especially privacy protection in co-owned information disclosure. They can raise the
privacy awareness of the discloser by strengthening the negative consequences (e.g.
relationship risk) of co-owned information disclosure.

6.4 Limitations and future directions

This study has several shortcomings. First, the data of this study come from the
questionnaire survey, which is subjective and may lead to common method bias. The
following research can reexplore users’ co-owned information disclosure based on the
objective behavior data of real social network platform users. Then, this study mainly
explores the impact of the collective privacy calculus of social network platform users on their
final co-owned information disclosure from the perspective of the disclosers. The following
research can explore the behavior reaction and coping strategies of social network platform
users after being disclosed by others from the perspective of other stakeholders.

7. Conclusion

To understand the drivers and inhibitors of users’ co-own information disclosure on social
network platforms, this study develops a collective privacy calculus model based on a survey
of 740 respondents. The results show that self-presentation and others presentation directly
enhance users’ co-owned information disclosure. Also, self-presentation, others presentation
and relationship presentation indirectly improve users’ co-owned information disclosure via
relationship support. Furthermore, personal privacy concern, others’ privacy concern and
relationship privacy concern reduce users’ co-owned information disclosure via relationship
risk. Those findings expand the theoretical depth the theory of collective privacy calculus and
impression management, and help social network platform developers to design collective
privacy protection functions.
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