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Abstract
The advent of the metaverse has given rise to metacrime, a novel category of criminal 
activities occurring in the metaverse, which not only challenges conventional digital crimi-
nality but existing law enforcement frameworks. To address the scholarship vacancy, this 
study examines the intersections and distinctions between metacrime and conventional 
cybercrime by employing a multi-disciplinary literature review and comparative analysis. 
We identified five shared characteristics between these two crime types: crime classifica-
tion, continuous evolution, hyper-spatial-temporality (global reach), anonymity, and gov-
ernance challenges. Crucially, our research highlights the distinct epistemological aspects 
of metacrime through its criminogenic, victimogenic, etiological, ethical, and regulatory 
dimensions, exemplified by virtual-to-physical attacks, immersive virtual reality attacks, 
victimization superrealism, complexities of human-avatar interactivity, excessive misuse of 
biometric data, increasingly vulnerable populations, and avatars’ liability. Our findings 
underscore the imperative need for tailored and forward-thinking regulatory responses to 
address the intricate challenges of metacrime, thereby ensuring the security and integrity 
of evolving digital environments.
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Introduction

The evolving landscape of digital criminality, particularly the interplay and distinctions 
between cybercrime and offline crimes, has sparked extensive scholarly discourse over the 
years. This discussion has borne a variety of metaphors such as “new wine in old bottles” 
(Grabosky, 2001), “new wine in no bottles” (Wall, 1999), “new wine in opaque bottles” 
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(Urbas, 2018), and “old wine in new bottles” (Babanina et al., 2021). This metaphor kalei-
doscope not only underscores the persistent essence of conventional criminal behavior 
manifested in new realms but also elucidates the dynamic spectrum between terrestrial 
crimes and cyber counterparts. However, the conversation becomes further complicated 
by the emerging term “metacrime” (Seo et al., 2023), which denotes the criminal activi-
ties emerging within three-dimensional immersive online environments, namely, metaverse 
(Ritterbusch & Teichmann, 2023). The development of metacrime amplifies debates not 
only on how it diverges from offline crimes but, more importantly, how it differentiates 
from our understanding of conventional cybercrime.

To navigate through the increasingly blurred boundaries, this study examines the 
similarities and differences between metacrime and cybercrime. Specifically, the study 
eschews an exhaustive rectification or philosophical dissection of the myriad variances in 
terminologies, typologies, and taxonomies distinguishing these forms of digital criminal-
ity. Instead, it acknowledges the foundational parallels and delves into multi-dimensional 
criminal  potentials ushered in by the advent and progression of metaverse technologies. 
By incorporating multi-disciplinary literature and theories, we posit that metacrime, as an 
evolutionary facet within the spectrum of cyberspace, not only retains inherent similarities 
with cybercrime but also unveils a plethora of unprecedented criminal opportunities. The 
findings extend beyond the confines historically observed in terrestrial and conventional 
cyber contexts, heralding a new era of digital criminality.

The architecture of this study is organized in the following order. Initially, the study will 
outline the core elements of the metaverse and the emergent criminal activities, referred 
to as metacrime. Subsequently, we reviewed the existing literature scholarship on cyber-
crime, underscoring the typical features of cybercrime. Through the analysis, five key par-
allels between metacrime and cybercrime are articulated. Furthermore, this study delves 
deeply into the criminogenic, victimogenic, etiological, ethical, and regulatory dimensions, 
thereby highlighting the unique characteristics of metacrime. The insights of the current 
study offer valuable perspectives for scholars, practitioners, and policymakers, suggesting 
that metacrime, which shares the fundamental characteristics of cybercrime, not only intro-
duces wider criminal opportunities but also opens Pandora’s Box to more complex regula-
tory dilemmas than its predecessors.

Metaverse and Metacrime

The metaverse has been described as various forms of three-dimensional immersive online 
environments where users interact with others through avatars (Ritterbusch & Teichmann, 
2023). Such a virtual world is characterized by its continuity, a perception of being present 
within it, and the facilitation of social and economic interactions (Lu et al., 2022; Ritter-
busch & Teichmann, 2023). Metaverse represents a realm that extends beyond the con-
fines of the physical world by integrating advanced technologies, such as extended reality, 
blockchain, and artificial intelligence (Lee et  al., 2021). Consequently, it enables a mul-
titude of applications across diverse sectors, such as entertainment, socializing, tourism, 
real estate, retail, fashion, and education (Singh, 2024; Smaili & de Rancourt-Raymond, 
2024). For instance, the metaverse functions as an adaptive, dynamic, and expansive digital 
universe that revolutionizes entertainment and socializing experiences by creating immer-
sive, personalized, and interoperable digital realms that enable seamlessly realistic engage-
ment, user-generated content, and cross-platform interaction (Lee et al., 2021). Besides, the 
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metaverse holds the potential to provide professional training opportunities across long dis-
tances, overcoming geographical constraints and thus presenting a cost-effective solution. 
The investments made by major corporations have demonstrated optimism in the prospects 
of the metaverse. For example, in July 2021, Facebook committed to invest USD 10 billion 
over the five next years to become a metaverse company and subsequently rebranded itself 
as Meta (Kim et al., 2023; Kraus et al., 2022).

However, this technological innovation presents concerns regarding the emergence of 
opportunities to undertake a range of criminal activities (Dwivedi et al., 2023; Kim et al., 
2023). These concerns stem not only from the inherent vulnerabilities within metaverse 
technologies but also from the absence of a robust regulatory framework. In January 2024, 
the UK police reported that they were investigating their first case of a virtual reality attack 
on a minor whose avatar was gang-raped (Camber, 2024). This is not the first case of sex-
ual assault in the metaverse. There are fears—and emergent evidence—that the “gamer-
gate” culture of harassing women in online gaming spaces will spill into the metaverse 
that cannot be addressed with just technological solutions (Nix, 2024). Additionally, digital 
assets, such as virtual real estate and wearables offered by metaverse platforms, can also 
be used to launder money (Annison, 2022). Furthermore, a lack of educational awareness 
among the platform users provides opportunities for numerous fraudulent schemes, such 
as Ponzi schemes, rug pulls, and deceptive giveaway scams (Wu et al., 2023). Difficulties 
in verifying children’s age online add extra concerns about grooming and minor abuse. 
Metaverse companies have responded to these emergent concerns differently but have 
slowly addressed them overall (Bibri & Allam, 2022).

Above all, it is hard to deny the ample potential of criminal events in the metaverse, 
which has been termed as metacrime (Seo et al., 2023). As a fresh concept, it is apparently 
out of doubt that little consensus on metacrime’s definition, typology, and taxonomy has 
been reached. Seo et al. (2023) adopted a loosen definition by referring metacrime to all 
crimes that occurred in the metaverse, neither partially nor fully. The International Crimi-
nal Police Organization (INTERPOL, 2024) provided a crime classification by modus 
operandi, which categorizes metacrime into ten broader groups, encompassing cybercrime, 
financial crimes, property crimes, sexual offenses and assault, identity crimes, terrorism, 
intellectual property crimes, crimes against children, acts intended to cause fear or emo-
tional distress, crimes against public safety. Although this classification encounters some 
methodological controversies (e.g., conceptual overlap), it provides a comprehensive over-
view regarding the complexity and multi-dimensionality of metacrime. More recently, 
Gómez-Quintero et al. (2024) provided an empirically informed taxonomy by a scoping lit-
erature review on metacrime followed by the nominal group technique (participant-driven 
theme generation workshops). They found five high-level categories of metacrime, includ-
ing (1) fraud, forgery, and financial crimes, (2) property crimes, (3) sex crimes, (4) other 
crimes against the person, and (5) other crimes. Though the taxonomy can be too broad to 
illustrate the unique characteristics of metacrime compared to INTERPOL’s typology, it 
provides the very first empirical insights into metacrime categorization.

The current research reckons the complexity of defining and measuring metacrime and 
thus adopts the broader definition suggested by Seo et  al. (2023), which has either been 
explicitly or implicitly employed in the antecedent studies (e.g., Bovenzi, 2023; Gómez-
Quintero et  al., 2024; INTERPOL, 2024). Recognizing the emergence of metacrime, a 
salient research gap comes after the epistemological relationship between metacrime and 
cybercrime, questioning whether metacrime is another “old wine in new bottles” (Mar-
shall & Tompsett, 2024). Therefore, examining the similarities and differences between 
the two types of digital criminality will not only advance our understanding of to what 
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extent metaverse and its intricate technologies facilitate original criminal opportunities but 
also reveal the differential necessity in developing contextualized and targeted regulatory 
responses for metacrime reduction and prevention.

Cybercrime Characteristics

Historically, an array of terms has been developed to depict the myriad illicit activities 
that occur within cyberspace. Terminologies such as “cybercrime,” “computer crime,” 
“internet crime,” “online crime,” “digital crime,” “electronic crime,” “virtual crime,” and 
“E-crime” have been adopted to articulate the phenomenon of cybercriminality. Notably, 
“cybercrime” has ascended as the predominant term since 1995 and has achieved broad 
acceptance within the scholarly and practical domains (Phillips et  al., 2022). Since the 
inception of this term, the academic and professional fields have grappled with the chal-
lenge of reaching a consensus regarding a universal definition and typology for cybercrime. 
This has resulted in a diversity of interpretations among scholars, practitioners, and poli-
cymakers alike, each contributing their unique perspective to the discourse (e.g., Council 
of Europe, 2001; Gordon & Ford, 2006; Holt & Bossler, 2016; UN, 2000; Wall, 2007a). 
Despite the absence of a unified definition, one particularly notable and widely refer-
enced definition posits cybercrime simply as “crimes that occur within cyberspace” (Wall, 
2007a). While some may critique this definition for its breadth—arguably glossing over 
the intricacies and distinct attributes of cybercrimes—it nevertheless provides a versatile 
framework that accommodates the broad spectrum of criminal activities engendered by the 
volatile progression of technological evolution.

Extant scholarship has extensively cataloged a diverse array of typologies and tax-
onomies for the classification of cybercrimes, indicating a profound exploration of this 
domain (Brenner, 2007; Gordon & Ford, 2006; Holt & Bossler, 2016; Sarre et al., 2018; 
Wall, 2007a). The binary classification system has achieved notable prominence among 
both researchers and practitioners, positing that cybercrimes can be bifurcated into cyber-
dependent and cyber-enabled crimes (Brenner, 2007; Holt & Bossler, 2016; McGuire & 
Dowling, 2013; Wall, 2007a). The former encompasses offenses inherently reliant on digi-
tal technologies—such as hacking, ransomware, and cyber warfare—whereas the latter 
encompasses conventional crimes that, although predating the internet’s inception, are now 
expedited by the advent of digital technologies (Holt & Bossler, 2016). While some schol-
ars have evolved these binary distinctions into more nuanced trichotomies—for instance, 
crimes against machines, crimes using machines, and crimes in machines (Wall, 2007a)—
and even more granular classifications (e.g., Marcum & Higgins, 2019; Sarre et al., 2018; 
Tsakalidis & Vergidis, 2017), the dichotomous framework persists as the most prevalently 
employed (Phillips et al., 2022).

Despite debates around the notion of “old wine in new bottles,” existing scholarship 
has delineated at least four fundamental characteristics of cybercrimes: technology-driven 
evolution, hyper-spatial-temporality (global reach), anonymity, and governance challenges. 
First, cybercriminality is inherently linked to the relentless advancement of technology. 
Unlike many terrestrial crimes (e.g., violent, property, and sexual crimes) that remain rela-
tively static in their classification, cybercrime is unique in its capacity to evolve in tandem 
with technological progress (Grabosky, 2001; Wall, 2007a). With the advent of informa-
tion and communication technologies (ICTs), there has been not only a proliferation of 
novel criminal activities, such as hacking, ransomware, botnets, and distributed denial 
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of services (DDoS), but also a transformation of offline crimes into their online counter-
parts, including cyber fraud, cyberbullying, online harassment, and online stalking (Holt 
& Bossler, 2016). Although some scholars posit that the etiology of newer forms of cyber-
crimes may not diverge markedly from their historical precedents (Donner et  al., 2015; 
Marshall & Tompsett, 2024), research indicates discernible theoretical and empirical vari-
ances in crime prevalence, criminal techniques, cultural contexts, victim-offender overlap, 
criminal social networks, and the criminal life-course (Kwon et  al., 2024; McCuddy & 
Esbensen, 2017; Weulen Kranenbarg et al., 2018, 2019, 2021). Therefore, the continuous 
progression of technology casts an ever-present potential for the evolution of criminality 
within cyberspace.

Cybercrime is devoid of the spatial and temporal convergence between victims and 
offenders. The routine activity theory posited by Cohen and Felson (1979) suggests that 
terrestrial crimes necessitate the spatial and temporal convergence of three elements: 
suitable targets, motivated offenders, and the absence of capable guardians. Yar (2005) 
scrutinized the relevance of this theory within the cyber context, contending that the pre-
requisites of spatial and temporal proximity are nullified in cyberspace, which lacks a 
“recognizable spatial topology” and an inherent “temporal sequence and order.” This para-
digm shift enables motivated offenders to target victims across vast distances and temporal 
boundaries effortlessly, underscoring the hyper-spatial-temporality of cybercrime (Hooper 
et  al., 2013; Payne, 2020). For instance, an individual in an Australian university class-
room might encounter hate speech originating from another country, even if it was posted 
in the previous decade, via digital platforms, such as bulletin board systems, social media 
sites, and online forums. The concept of hyper-spatial-temporality not only facilitates the 
transnational exposure of a target’s value and visibility but also diminishes the deterrence 
of criminal acts by affecting the swiftness, certainty, and severity of the anticipated punish-
ment (Beccaria, 1764 [2016]).

ICTs and their progressive evolution afford cybercriminals layers of anonymity and 
pseudonymity, distinguishing them from perpetrators of terrestrial crimes. In contrast to 
terrestrial offenses, where the facial and biometric features of individuals are at a higher 
risk of detection by both human observers and digital surveillance mechanisms (e.g., 
CCTV), cybercrime benefits from a significant degree of “anonymity and plasticity” 
through the fabrication of online identities (Yar, 2005; Williams, 2006). Within the digi-
tal realm, motivated offenders can easily exploit cyberspace’s malleable nature by crafting 
fictitious personas or engaging in identity theft by masquerading as others (Cross & Layt, 
2022; Smith, 2013). Such inauthentic identities—encompassing both fabricated identities 
and stolen ones—serve as precursors to a broad spectrum of cybercrimes, including cyber 
fraud (Smith, 2013), cyberbullying (Barlett, 2015), cyberstalking (Pittaro, 2007), online 
money laundering (Mejri et al., 2022), hacking (Merck, 2015), data breaches (Hutchings 
& Holt, 2017), online illicit markets (Holt & Lee, 2022), and online hate crimes (Castaño-
Pulgarín et al., 2021). The veil of anonymity and the utilization of counterfeit identities not 
only facilitate cybercriminals’ evasion from legal scrutiny but also pose substantial legal 
and regulatory challenges (Brenner, 2006; as further discussed in the subsequent section).

The continuous technological evolution, the inherently global feature of cyberspace, 
and the prevalent anonymity therein pose significant challenges to the regulation and gov-
ernance of cybercrime. The swift pace of technological advancements often surpasses the 
speed of legislation, thereby diminishing the deterrent effect of legal frameworks and the 
efficacy of timely law enforcement actions (Broadhurst, 2006; Hui et  al., 2017). Moreo-
ver, the transnational character of cybercrime necessitates international cooperation in law 
enforcement efforts. Yet, jurisdictional discrepancies and the absence of a comprehensive 
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international legal framework significantly impede the willingness and processes for cross-
border collaboration in the investigation, prosecution, and sentencing of cybercriminals 
(Brenner, 2006, 2007; Broadhurst, 2006). Furthermore, the widespread anonymity com-
plicates ethical considerations for law enforcement, often presenting dilemmas in striking 
a balance between protecting privacy and facilitating information sharing with technology 
companies and other public entities (Kennedy, 2009; Nolan, 2015). Given the various fac-
tors elaborated above, it is reasonable to assume that the continuous evolution of cyber-
crime facilitated by technological upgrades may induce increasing dilemmas for crime 
regulation and governance.

The Similarities Between Metacrime and Cybercrime

Situated within the realm of cybercrime, metacrime exhibits numerous parallels with its 
counterpart, including crime classification,  continuous evolution, hyper-spatial-tempo-
rality, anonymity, and governance challenges. Firstly, the classifications of a myriad of 
deviant and criminal activities within the metaverse are mostly akin to those identified in 
cybercrimes. As Marshall and Tompsett (2024) assert, the metaverse is no longer a new 
frontier for crimes, denoting that the sophisticated technologies inherent in immersive 
online environments do not significantly alter criminogenic etiologies in ways of reaching a 
qualitative threshold. This observation is further validated through a comparative analysis 
of the typologies and taxonomies emerging from distinct scholarly inquiries. For instance, 
Gómez-Quintero et  al. (2024) systematically reviewed the criminal activities currently 
observed in the metaverse, identifying five overarching categories of metacrime: financial 
crimes, property crimes, sex crimes, crimes against persons, and other crimes. These cat-
egories closely correlate with the cybercrime typological framework proposed by Phillips 
et al. (2022), as evidenced by several comparable criminal activities (e.g., fraud, hacking, 
sexual assault, stalking, and money laundering). Hence, the metaverse serves as selectable 
and displaceable platforms that motivated offenders might contemplate during their crimi-
nal decision-making processes. However, Gómez-Quintero et al. (2024) noted a few novel 
criminogenic and victimogenic opportunities unique to the metaverse, including cyber-
physical person attacks, cyber-physical property attacks, and cyber-physical infrastructure 
attacks, which will be discussed further in the subsequent section.

Similar to cybercrime, metacrime is intrinsically dynamic, evolving with the continu-
ous technological advancements and integration of immersion-based technologies. The 
metaverse, underpinned by a spectrum of cutting-edge technologies, cultivates a conducive 
environment for the genesis of novel cybercrimes. A broad range of technologies, including 
ICTs, cloud computing, artificial intelligence (AI), computer vision, blockchain, robotics/
Internet of Things (IoTs), user interactivity, and extended reality, are recognized as pivotal 
enablers of the metaverse (Lee et al., 2021). Each foundational technology not only unveils 
a multitude of technological and societal vulnerabilities ripe for exploitation by motivated 
offenders but also their synergy, alongside the introduction of new technologies, invariably 
generates an escalating number of criminal opportunities within the metaverse. Dwivedi and 
associates (2023) cataloged a diverse collection of vulnerabilities precipitated by metaverse-
centric technologies, encompassing invasive advertising, privacy infringements, identity 
theft, terrorist exploits, child abuse, and sexual harassment. They further posit that techno-
logical advancements are more likely to exacerbate, rather than mitigate, the vulnerabilities 
individuals face in the forthcoming iterations of the metaverse (Dwivedi et al., 2023).
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Thirdly, the metaverse not only mirrors the hyper-spatial-temporality characteristic 
of cyberspace but also narrows the divide between real and virtual realms through holo-
graphic constructs and simulations. As an immersive online environment, the metaverse 
inherently transcends the physical and temporal constraints that govern interpersonal 
interactions in the tangible world (Wang et al., 2022). Users of the metaverse can engage 
in transnational interactions with others utilizing a variety of modalities, including ava-
tars, digital cameras, and head-mounted displays (HMDs; Meta, 2024). Additionally, 
the advent of digital twins—virtual representations of physical entities—minimizes the 
gap and obscures the boundaries between actual and virtual spaces (Lee et al., 2021). 
By employing digital twins, it is conceivable for users from one nation to virtually 
explore an ancient structure that has ceased to exist in the present day. This hyper-spa-
tial–temporal attribute, facilitated by holographic simulation, redefines and complicates 
the landscape of location-based criminality. For instance, environmental criminology 
(e.g., broken window theory, crime pattern theory; Brantingham & Brantingham, 1995; 
Kelling & Wilson, 1982) that amassed considerable insights regarding the impact of 
human–environment interaction (e.g., land use, environmental design, population den-
sity) on criminal activities remains undeveloped in cyberspace will also encounter theo-
retical and methodological dilemmas in the metaverse.

Fourthly, the issue of anonymity persists within the metaverse and can be intensi-
fied by the widespread adoption of decentralized financial transaction systems, such as 
cryptocurrencies. As a cyber platform, the metaverse encapsulates nearly every aspect 
of the challenges associated with anonymity (Dwivedi et  al., 2023; Gómez-Quintero 
et al., 2024; Kim et al., 2023; Mackenzie, 2022; Smaili & de Rancourt-Raymond, 2024). 
For example, despite Meta (2024) offering options for identity verification, few users 
avail themselves of this feature, primarily due to privacy concerns (Beltrán & Calvo, 
2023; Kürtünlüoğlu et al., 2022). The utilization of personalized avatars, pseudonyms, 
and the plasticity of identity creates varying degrees of anonymity, which, on the one 
hand, serves as a safeguard for user privacy and confidentiality but, on the other, pre-
sents significant vulnerabilities that malicious actors may exploit to evade legitimate 
oversight and legal repercussions (Cheong, 2022). Furthermore, the adoption of crypto-
currency as a primary financial mechanism introduces an additional layer of obscurity, 
compounding the challenges of anonymization in the metaverse. Extensive studies have 
documented the use of cryptocurrencies in facilitating illicit activities due to their ano-
nymity and the difficulty in tracing transactions, including money laundering (Dyntu 
& Dykyi, 2018), hacking (Corbet et al., 2020), fraud (Ilker & Aydos, 2020), terrorism 
(Carroll & Windle, 2018), and geopolitical conflicts (Tiwari et al., 2024).

Lastly, metacrime encapsulates numerous governance challenges analogous to those 
encountered in the realm of cybercrime. Contemporary legal frameworks (Hui et  al., 
2017; Kalyvaki, 2023), jurisdictional discrepancies (Broadhurst, 2006; Cheong, 2022), 
the necessity of international cooperation (Dwivedi et al., 2023; Kshetri, 2021), digital 
forensic proficiency and capabilities (Holt & Bossler, 2012; Kim et al., 2023), privacy 
issues (Nolan, 2015; Steele et al., 2020), and a deficiency in public awareness (Smaili & 
de Rancourt-Raymond, 2024; Wall, 2007b) are among the principal challenges in miti-
gating and managing both cybercrime and metacrime. Furthermore, unique features of 
the metaverse, such as holographic simulation and the significant use of avatars, intro-
duce distinct legal and regulatory quandaries. For example, a contentious issue remains 
on whether and how terrestrial legal principles should be extended to avatars and digital 
twins (Cheong, 2022; Zoltick & Maisel, 2023; see more detailed discussion below).
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The Uniqueness of Metacrime

The Criminogenic Potential of the Metaverse: Virtual‑to‑Physical Attacks 
and Immersive Virtual Reality Attacks

The literature has yet to extensively document two significant forms of criminality observed 
in the metaverse: virtual-to-physical attacks and immersive virtual reality attacks. Both 
types of aggression are enabled by exploiting and manipulating immersive online environ-
ments, HMDs, and associated haptic devices, which seamlessly bridge the virtual-physical 
continuum. The former predominantly exploits the virtual-physical interface, whereas the 
latter focuses on manipulating HMDs and haptic suites. These opportunities allow moti-
vated offenders to potentially inflict severe physical repercussions on a wide array of tar-
gets (e.g., individuals, properties, and infrastructure), which have been rarely documented 
in conventional cybercrime contexts.

Virtual-to-physical attacks refer to illicit endeavors that leverage digitally simulated 
entities (e.g., digital twins) or virtual reality (VR) sensors (e.g., front-facing cameras) to 
inflict physical harm within the terrestrial realm. Alongside cyber-physical attacks, which 
primarily depend on the remote exploitation of digital control systems (e.g., inducing 
facility overloads and blackouts; He & Yan, 2016), virtual-to-physical attacks expand the 
spectrum of criminal activities transitioning from cyberspace to offline contexts by encom-
passing broader targets, such as properties and human being. Three categories of virtual-to-
physical attacks have been observed: virtual-to-physical person attacks, virtual-to-physical 
property attacks, and virtual-to-physical infrastructure attacks (Gómez-Quintero et  al., 
2024). These attacks might extensively exploit digital twins and VR sensors that simu-
late or monitor dynamic real-world data. For instance, potential terrorists could exploit the 
digital twins of specific targets (e.g., personnel within the INTERPOL Centre; see INTER-
POL, 2023) for premeditated crimes. In personal settings, motivated offenders might illic-
itly access users’ front-facing cameras on VR devices and other vision-based IoTs, sur-
veilling personal spaces and evaluating the targets’ vulnerabilities (e.g., value, inertia, and 
guardianship).

Immersive virtual reality attacks refer to illicit activities aimed at manipulating vir-
tual environments by modifying the technical configurations of immersive HMDs (Casey 
et al., 2021). Casey and colleagues (2021) delineated four types of immersive virtual real-
ity attacks, discerned through laboratory experimentation: Chaperone Attack, Disorienta-
tion Attack, Human Joystick Attack, and Overlay Attack. The Chaperone Attack involves 
unauthorized modifications to the boundaries of virtual environments. The Disorientation 
Attack is characterized by deliberate actions to induce dizziness in users by altering the 
properties of immersive HMDs. The Human Joystick Attack involves covertly manipulat-
ing users’ physical movements. Lastly, the Overlay Attack entails the unauthorized super-
imposition of sensory materials (e.g., images, audio, videos, and other content) onto the 
user’s virtual experience.

Distinct from precedent cybercrime, immersive virtual reality attacks increasingly 
facilitate a broader spectrum of physical harm and more severe psychological distress. On 
the one hand, such attacks can directly cause ranges of physical harm, including eye dry-
ness (Hirzle et al., 2022), visual vertigo (Pavlou et al., 2012), motion sickness (Bronstein 
et al., 2013), and neurologic symptoms (Yoon et al., 2021). Apart from the scenario with 
implanted medical device hacking (Browning & Tuma, 2016), direct physical harm has 
seldom been observed in conventional online victimization cases (Gupta & Mata-Toledo, 
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2016). The literature on cybercrime suggests that most physical harms stem from indirect 
mechanisms, where online victimization and psychological distress act as pivotal media-
tors (Chang et al., 2023; Holt & Bossler, 2016; Xu et al., 2024; Zhou et al., 2023). On the 
other hand, immersive VR attacks can inflict more severe psychological harm compared to 
conventional cybercrimes (e.g., hacking, cyber fraud, cyberbullying, cyber-stalking). Com-
mon psychological conditions resulting from online victimization include social anxiety, 
depression, post-traumatic stress disorder, and insomnia (Espinoza, 2023; Hu et al., 2021; 
Kwon et  al., 2020). Nevertheless, the psychological impact of immersive virtual reality 
attacks can be more intrusive due to the malicious and coercive overlaying of abusive con-
tent within immersive online environments (see more detailed discussion below). In sum-
mary, the metaverse opens new criminogenic opportunities, such as virtual-to-physical 
attacks and immersive virtual reality attacks, which are feasible to cause direct physical 
harm and more severe psychological penetration.

The Victimogenic Potential of the Metaverse: Superrealism of Victimization 
Experience

The experience of metacrime victimization may epistemologically differ from that within 
non-immersive digital platforms. Nesting in the relationships between cybercrime and 
offline crimes, one of the significant factors distinguishing the former from the latter is the 
intensity of the fear of crimes. Individuals often report a lower level of fearfulness toward 
cyber victimization compared to physical victimization (Abdulai, 2020; Henson et  al., 
2013; Savimäki et  al., 2020). A systematic review of the fear of cybercrime (excluding 
Metacrime) indicated that between 57 and 79% of respondents do not express concern over 
cyber victimization (Brands & Van Doorn, 2022). However, the fearfulness toward metac-
rime victimization must be reevaluated because of situationally distinctive factors in the 
metaverse, such as immersion and plausibility.

The concept of immersion narrows the experiential chasm between cyberspace and the 
real world by fostering a sense of presence or plausibility (Slater, 2009). This degree of 
immersion is gauged by the capacity of HMD systems to deliver an “inclusive, extensive, 
surrounding, and vivid illusion of reality” (Slater & Wilbur, 1997). Enhanced immersion 
leads to an increased sense of presence, where individuals perceive virtual environments as 
tangible spaces rather than mere artificial constructs rendered by HMDs (Slater & Wilbur, 
1997). Slater (2009) further defines the sensation of “being in real places” as a “place illu-
sion” and the feeling of events “actually happening” as a “plausibility illusion.” Influenced 
by the quality of sensorimotor contingencies and the emotional valence of VR events, indi-
viduals may experience varying degrees of place and plausibility illusions (Slater et  al., 
2020). Once these illusions are induced, individuals perceive events depicted in HMDs as 
highly realistic and react genuinely in virtual environments (Slater, 2009). A broad array 
of empirical research has underscored the pivotal role of immersive VR in evoking psy-
chological, physiological, and behavioral responses analogous to those experienced in the 
physical world (Chittaro, 2014; Chittaro & Buttussi, 2015; Crescentini et al., 2016; Frost 
et al., 2022; Rose et al., 2018). Thus, the victimological sensations and experiences in vir-
tual environments may become increasingly indistinguishable from reality.

Considering the senses of immersion and plausibility illusion, it stands to reason that 
metacrime may lead to more severe psychological, financial, and physical damages than 
conventional cybercrime. A salient example of this is virtual rape, which involves non-con-
sensual sexual acts perpetrated by avatars against other avatars (Horne, 2023). Victims of 
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virtual rape may endure not only visual and psychological trauma but also unwanted physi-
cal contact via real-time haptic feedback. While the intensity, intrusiveness, and severity 
of virtual sexual crimes cannot fully equate to their offline counterparts due to the lack of 
physical presence (Dripps, 1992), the harm and trauma felt by victims can be significantly 
more vivid and distressing, contingent on the degree of plausibility illusion prompted by 
sensorimotor contingencies and event valence. In essence, the superrealism of victimiza-
tion experiences is a defining characteristic of metacrime, distinguishing it from the major-
ity of conventional cybercrimes.

Human‑Avatar Interactivity Brings New Etiology in Metacrime

The avatar functions as a pivotal element within immersive online environments, facilitat-
ing the interaction between physical individuals. In the metaverse, users predominantly rely 
on avatars for various activities, including communication, interaction, education, enter-
tainment, and shopping (Lee et al., 2021). Although avatars are not an invention exclusive 
to immersive online environments, metaverse avatars exhibit at least two distinctions from 
avatars/personas utilized in conventional online platforms. For one thing, the metaverse 
offers extensive autonomy in avatar customization, in stark contrast to the typically lim-
ited and preset options for avatar identities and appearances found in non-immersive digital 
platforms (Saker & Frith, 2022). For another thing, the integration of sensorimotor contin-
gencies and haptic feedback through HMDs facilitates a proprioceptive alignment between 
users and their avatars (Lee et  al., 2021), a feat that is significantly more challenging to 
achieve within non-immersive digital environments.

Given the fundamental distinctions between immersive and non-immersive avatars, we 
contend that human-avatar interactivity could herald a novel dimension for criminological 
etiology within the metaverse. This assertion is underpinned by posing a pivotal inquiry: 
how might human-avatar interactivity transform the criminal and victimization experi-
ences within the metaverse? A viable avenue for exploring this question lies in examining 
human-avatar identity connectivity and the potential for attitudinal and behavioral adapta-
tion. Essentially, we aim to scrutinize how customized virtual identities might influence 
individuals’ attitudinal and behavioral reactions, potentially giving rise to new criminologi-
cal etiologies in both virtual and physical realms.

According to the Proteus theory, the appearance and attributes of digital avatars can 
significantly affect users’ attitudes and behaviors within virtual environments (Yee & 
Bailenson, 2007). For instance, Yee and Bailenson (2007) discovered that individuals 
assigned attractive avatars tend to engage more confidently and share more personal infor-
mation with a confederate avatar controlled by researchers. Subsequent research has dem-
onstrated that the Proteus effect extends into the terrestrial sphere. Experiments by Yee 
and colleagues (2009) revealed that participants with taller avatars were more inclined 
to adopt aggressive negotiation tactics in subsequent face-to-face interactions than those 
with shorter avatars. Additionally, the transmission of avatar-to-person aggression, influ-
enced by virtual persona characteristics such as race and gender, has been observed both 
online and offline (Ash, 2016; Eastin, 2006; Hawkins et al., 2021). Therefore, it is plausi-
ble to posit that the interplay between avatar customization and embodiment may pave the 
way for a broad spectrum of novel criminological etiologies distinct from those outside 
metaverse contexts.

We further illustrate our argument by discussing the interplay between harm neutraliza-
tion and human-avatar interactivity. Neutralization theory denotes that individuals often 
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employ five principal techniques to justify their deviant or criminal actions: denial of 
responsibility, denial of injury, denial of victim, condemnation of condemners, and appeal 
to higher loyalties (Sykes & Matza, 1957). Within the context of metacrime, the endorse-
ment of neutralization can be affected by identity embodiment. Schultze (2014) suggests 
that the embodiment of virtual identity is either representational or performative. The for-
mer refers to avatars that directly reflect an individual’s self-attributive characteristics (e.g., 
appearance, gender, and race), while the latter denotes the avatars that encompass expres-
sive, informative, and creative constitutes (e.g., animals, fantasy creatures, and other self-
defined objects). The malleability of avatar identities and the sense of embodiment could 
affect individuals’ reliance on neutralization techniques. For instance, due to self-objecti-
fication, individuals with performative (e.g., non-human) avatars might more readily deny 
responsibility for harm with rationalizations such as “It is only a joke as my avatar is not 
human.” This rationale could be intensified if victims also possess non-human avatars (e.g., 
“I just punched an object rather than a human”). Furthermore, the malleability of virtual 
avatars could be exploited to justify actions under the guise of intangible harm (e.g., “My 
actions have no actual consequences to other users”). Above all, it is theoretically reason-
able to assume that dynamic human-avatar interactivity will cast differential influences on 
individuals’ attitudinal apprehension and behavioral responses to abusive circumstances in 
the metaverse.

New Ethical and Regulatory Dilemmas Elicited by Metacrime

Although metacrime shares a battery of ethical challenges with cybercrime, there remains 
extensive potential for emerging ethical dilemmas that conventional cybercrime has not 
encountered, such as excessive misuse of biometric data and increasingly vulnerable popu-
lations. Biometric data spans physiological biometrics (e.g., facial recognition, retina and 
iris scan, and ear geometry) and behavioral biometrics (e.g., gait, keystroke, and move-
ment analyses). Given the prevalent biometric data collected by HMDs and haptics, there 
is a growing risk that users’ biometric data can be excessively misused in unethical and 
malicious ways (Slater et al, 2020; Christopoulos et al., 2021). For example, data breaches 
of metaverse biometric service providers may facilitate the growth of health fraud against 
metaverse users, especially those with physiologically, behaviorally, and psychologically 
identifiable illnesses (Brown, 2020; Xu et al., 2024; Zhou et al., 2023). Though the con-
cerns over misusing biometric parameters are not new ethical dilemmas in the cyber sphere 
(Linnartz & Tuyls, 2003), the interoperability and decentralized features of the metaverse 
provide congregated opportunities and enormous incentives for motivated offenders to ini-
tiate biometric data misuse.

On the other hand, given the age divide in accessing the metaverse, certain demographic 
groups, especially children and adolescents, are becoming more vulnerable to metacrime. 
According to lifestyle-routine activity theory (Cohen & Felson, 1979; Hindelang et  al., 
1978; Holt & Bossler, 2008), individuals who have greater exposure to risky situations 
have a greater propensity to be targeted by motivated offenders, especially in the contexts 
lacking capable guardians. A recent survey showed that 26% of Americans aged 13–24 
held positive attitudes toward the metaverse, while the figures were only 9% and 4% for 
the groups aged 35–54 and above 55, respectively (Dixon, 2022). Roblox, an immersive 
online gaming and interaction platform with VR enablers, had 58% of its users under 16 
by the end of 2023 (Clement, 2024). The high concentration of young populations in the 
metaverse may attract predatory offenders from other realms (both offline and online) to 
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commit child-centric offenses, such as unwanted sexual advances, sexual harassment, 
and sexual coercion (Henry & Powell, 2018). Consequently, certain demographic groups, 
especially children and adolescents, are becoming more susceptible and vulnerable in the 
metaverse compared with conventional online settings.

In the regulatory dimension, metacrime presents novel challenges in defining, measur-
ing, and pursuing avatars’ liability that conventional cyberspace does not usually confront. 
In non-immersive digital platforms with role-play functions (e.g., PvP computer games), 
no explicit legislation or regulations restrict avatars’ aggressive and violent behaviors, 
such as in-game hurting and killing. The interpretations of the lack of relevant frameworks 
against avatars’ behaviors can be threefold. First, there is a consensus on the unconscion-
ability of non-immersive avatars (Chen & Burgess, 2019), suggesting that digitally per-
formed damages caused by avatars have insignificant impacts on physical entities (Franks, 
2011). Second, there are statutory classifications regarding the minimal age for accessing 
violent video games, protecting children and juveniles from exposure to disproportion-
ally violent scenarios (Australian Classification, 2024). Third, industry standards have 
restricted development and production protocols for manufacturers, service providers, and 
retailers, upholding the threshold of acceptable violence intensity (eSafety Commissioner, 
2024). Given the above factors, avatars’ liability and governance have not been notable 
issues in cyberspace.

Nevertheless, in the context of the metaverse, the unique metaverse criminality, the 
superrealism of victimization experiences, and complex human-avatar interactivity may 
substantially stimulate the demands of introducing explicit codes, policies, and legislation 
in regulating avatars’ behaviors. Due to the emergence of virtual-to-physical attacks and 
immersive virtual reality attacks, metaverse users are increasingly susceptible to physical 
harm (Casey et al., 2021; INTERPOL, 2023). Even in cases where physical harm is not 
involved, the sense of superrealism may penetratively jeopardize victims’ psychological 
well-being (Horne, 2023). Moreover, the complexity of human-avatar interactivity, such 
as the discrete positions of avatar embodiments, further complicates the subjective appre-
hension of metaverse perpetration and victimization, emphasizing the need for transparent 
and targeted governance. The absence of statutory, regulatory, and industrial codes against 
metacrime will place victims into a legally, psychophysically, and socioeconomically vul-
nerable situation, which not only fails to protect individuals’ rights but undermines demo-
cratic legitimacy (Chang & Grabosky, 2017; Kumm, 2004).

Above all, to provide a quick overview of the similarities and differences between 
metacrime and cybercrime, the key findings have been summarized in Fig. 1.

Discussion and Conclusion

In this study, we have delved into the intricate landscape where metaverse criminal-
ity converges and diverges with the conventional characteristics of cybercrime. Our 
analysis underscores the dual nature of technological progression—as it fosters innova-
tion and connectivity, it concurrently engenders novel forms of criminality that chal-
lenge existing legal and regulatory frameworks (Grabosky, 2001). Through a multi-
disciplinary review of recent literature on metaverse and cybercrime, our findings 
reveal that while metacrime shares fundamental features with antecedent cybercrime 
(e.g., crime classification, continuous evolution, global reach, anonymity, and govern-
ance challenges), it introduces complex new dynamics that necessitate extensive future 
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research, sophisticated regulatory responses, and networked collaboration to reduce 
and prevent such emerging criminality. Only by discerning the convergence and diver-
gence between metacrime and cybercrime can we accurately apprehend and assess the 
metaverse-imposed threats concealed behind the veil of the conventional understanding 
of cybercrime.

Perhaps under the various metaphors of “bottles and wines,” there has been a grow-
ing sense of fatigue regarding both exaggerating and underestimating the intimidation 
posed by technology-facilitated crimes (Parti, 2011; Quigley et al., 2015). From our per-
spective, we do not endorse any movement and ideologies that incite moral panic or fos-
ter emotional apathy toward metacrime. Moreover, we have no intention of fabricating 
a fantasy concept ontologically diverges from the existing scholarship on cybercrime. 
Instead, we underscore the significance of recognizing the cyber features of metacrime 
and emphasize the epistemological uniqueness of metacrime by advocating a balanced 
and holistic perspective to evaluate its underlying threats and regulatory challenges. We 
also acknowledge and anticipate that many criminal patterns and characteristics in the 
metaverse may align with the framework of cybercrime, such as crime classifications, 
continuous evolution, global reach, anonymity, and difficulties for law enforcement.

Nonetheless, the prevalence of epistemological commonalities between metacrime and 
cybercrime does not guarantee their invariant parameters. From the criminogenic perspec-
tive, metacrime encompasses novel perpetrations, such as virtual-to-physical attacks and 
immersive virtual reality attacks, that can directly induce physical harm, thereby blurring 
the lines between cyber abuse and physical victimization. For instance, motivated offenders 
may exploit simulated digital twins containing personal, spatial, and infrastructural infor-
mation that is scarcely collected through alternative means (Gómez-Quintero et al., 2024). 
Such digital exploitation can facilitate groups of offline criminal activities, such as stalking, 
sexual offenses, and terrorism. Moreover, the manipulation of VR technologies, such as 
HMDs and haptic suites, enables perpetrators to inflict direct physical harm on metaverse 
users, such as visual vertigo (Pavlou et al., 2012), motion sickness (Bronstein et al., 2013), 
and neurologic symptoms (Yoon et al., 2021). Nevertheless, the causality between digital 
abuse and physical harm has seldom been observed in conventional cybercrime (Gupta & 
Mata-Toledo, 2016). Therefore, understanding the criminogenic uniqueness of metacrime 
and introducing correspondent countermeasures are imperative for mitigating threats esca-
lated from digital to physical realms.

Fig. 1  The similarities and differences between metacrime and cybercrime
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Besides, recognizing the salience of victims’ perspectives in constructing the episte-
mology of metacrime victimization is of paramount importance. The superrealism of the 
immersive online environments will entangle victims into a quagmire where they may 
acknowledge the virtuality of perpetration but find it challenging to disregard the psycho-
logical trauma they experienced. This issue is particularly evident in metaverse-enabled 
sexual assaults (Camber, 2024), where the traumatic experiences may precipitate anxi-
ety, depression, and post-traumatic stress disorder (Espinoza, 2023; Hu et al., 2021; Kwon 
et  al., 2020). Unfortunately, the antecedent scholarship and regulatory responses have 
accorded scant weight to victims’ perspectives in constructing the epistemology of cyber 
victimization (Button et  al., 2022; Chang et  al., 2021; Robalo & Abdul Rahim, 2023). 
We advocate for extensive attention from researchers, practitioners, and policymakers to 
explore the role of victimization superrealism in shaping an advanced understanding of 
metacrime victimization.

Furthermore, given the holographic simulation and user-generated options in the 
metaverse, the dynamic interactivity between individuals and avatars may reshape the cur-
rent criminological etiology in the digital realm. We posit that the dynamic human-avatar 
interactivity will exert differential influences on individuals’ attitudinal apprehension and 
behavioral responses to abusive situations in the metaverse, from both perpetration and vic-
timization perspectives. Specifically, enlightened by the Proteus theory (Yee & Bailenson, 
2007) and the neutralization theory (Sykes & Matza, 1957), we elucidated how performa-
tive avatars might neutralize perpetrators’ apprehension of their harmful behavior. Simi-
larly, the sense of embodiment may also affect victims’ perception regarding metacrime 
victimization, with a higher sense of embodiment presumably leading to a greater sense of 
victimization penetration. Moreover, based on the existing findings of the Proteus theory 
(Yee et  al., 2009), the Proteus effect may spillover from the metaverse to the terrestrial 
realm, that is, human-avatar interactivity may (re)shape individuals’ attitudes and behav-
iors in the physical world. One of the typical spillover dispositions has been exemplified 
by the positive correlation between violent video games and physical aggression (Adachi 
& Willoughby, 2011; Burkhardt & Lenhard, 2022). Future studies may employ experimen-
tal methods to empirically test the influences of human-avatar interactivity in online and 
offline exploitative scenarios from both perpetrators’ and victims’ perspectives.

Apart from the common ethical and regulatory challenges confronted by cybercrime, 
we identified several contemporary dilemmas that have not been prevalently observed in 
conventional cybercrime. For example, the implementation of HMDs and haptic suites 
presents a vast opportunity for biometric data misuse in the metaverse. This ethical con-
cern is further exaggerated by the intrinsic feature of interoperability when users’ biom-
etric data is transferred across different service providers (Clifford Chance, 2022). Addi-
tionally, aligning with the routine activity theory (Cohen & Felson, 1979), populations 
with greater metaverse usage may experience heightened susceptibility and vulnerability 
to metacrime. Due to the differential internet skills created by the digital divide (Cullen, 
2001; Van Deursen & Van Dijk, 2011), children and adolescents, who occupy a large 
proportion of active metaverse users, are at increased risk of being targeted by predatory 
offenders capable of moving across various realms. Moreover, avatars’ liability, currently 
in a legal and regulatory void, may need to be integrated into immersive online environ-
ments. In non-immersive digital settings, avatars are considered unconscious and unconsci-
entious, whereas the conditions differ for metaverse avatars, where the extent of superreal-
ism and embodiment is emergent. Future studies should explore adaptive legal frameworks 
and targeted law enforcement practices to address the unique challenges presented by the 
metaverse.
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Although the current research provides original insights into understanding the relation-
ships between metacrime and cybercrime, particularly the uniqueness of metacrime, the 
applicability and robustness of the findings are subjected to several exogenous and endog-
enous factors. First, technological development and hardware limits, such as holographic 
digital duplication, real-time cloud computing, and display quality, can significantly impact 
the practical extent of the metacrime uniqueness (Dwivedi et al., 2023). Second, the vast 
progress in AI (e.g., generative AI, AI-powered neural interface devices, and AI-power 
holographic HMDs/glasses) may open new avenues for digital criminality, which the cur-
rent findings may not capture. Third, given the scarcity of literature and scope diversity, 
this study did not strictly adhere to systematic review guidelines (e.g., Page et al., 2021), 
potentially leading to omitted findings. Future studies should aim to be more theoretically 
and methodologically comprehensive by identifying nuanced characteristics of metacrime 
that may have been overlooked in the present study.

In conclusion, this study highlights the nuanced intersections and epistemological 
uniqueness of metaverse criminality in the exploration of metacrime versus conventional 
cybercrime. While metacrime shares foundational elements with cybercrime, it introduces 
complex new dynamics due to the unique features of the metaverse, necessitating contex-
tualized and advanced understanding and responses to its risk mitigation. The findings 
underscore the urgency of developing metaverse-specific legal and regulatory frameworks 
to safeguard the integrity of online virtual immersive interactions, advocating for a com-
prehensive approach that involves multiple stakeholders to ensure a secure and equitable 
digital realm.
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