Knowledge-Based Systems 310 (2025) 112871

9 9 o 0 =
Contents lists available at ScienceDirect ~ [=
Knowledge-Based Systems
journal homepage: www.elsevier.com/locate/knosys
. . . . . Check for
Data-driven approach for selection of on-chain vs off-chain carbon credits ol
data storage methods
Nada Atetallah Alghanmi »“‘“, Nouf Atiahallah Alghanmi “*®, Samaher Atiatallah Alghanmi®,
Ming Zhao ‘2, Farookh Khadeer Hussain **
a University of Technology Sydney, 15 Broadway Ultimo, Sydney, 2007, NSW, Australia
b King Abdulaziz City for Science and Technology, King Abdullah Rd, Al Raid, Riyadh, 11442, Saudi Arabia
¢ University of Jeddah, 34 W, Al Faisaliyyah, Jeddah, 23445, Makkah, Saudi Arabia
d University of New South Wales, Canberra, 2600, ACT, Australia
¢ King Abdulaziz University, Rabigh, 21911, Makkah, Saudi Arabia
ARTICLE INFO ABSTRACT
Keywords: As blockchain technology continues to revolutionize various industries, the efficient and secure storage of
Blockchain data has become a critical challenge. Inspired by blockchain’s distributed peer-to-peer networks, security and
Carbon credits information storage solutions have found widespread application in high-information environments due to their
gata;t?rage efficiency, security, traceability, and decentralized nature. However, as blockchain applications expand and the
O?f__cch:?l volume of data grows exponentially, the interplay between on-chain and off-chain storage is rapidly becoming

a crucial factor in blockchain data management. The motivation for this research stems from the pressing need
to address the scalability and performance issues inherent in blockchain systems as they handle increasingly
large datasets. Carbon credits data, specifically from a provenance perspective, is multimodal in nature. It can
be captured using many different modes and devices and could include images, text, and unstructured data.

Current literature lacks a comprehensive analysis of the trade-offs between on-chain and off-chain storage
methods, particularly for multimedia data, in terms of their impact on system scalability, operational efficiency,
and economic viability. This gap in knowledge hinders stakeholders from making informed decisions about
optimal data disposition strategies for their blockchain implementations.

This paper aims to bridge this gap by delivering a comprehensive explanation of the data storage
methods adopted by blockchain systems, focusing on scalability, efficiency, and economic viability as key
evaluation criteria. We analyze the unique connotations and implications of both on-chain and off-chain
storage, considering their effects on data retrieval times and overall system performance. Through our analysis,
we derive valuable insights to guide the decision-making process in designing and implementing blockchain
solutions tailored to specific needs and application scenarios.

By providing a thorough examination of these storage methods, this research enables stakeholders to make
informed choices about blockchain data disposition, ensuring the long-term sustainability and efficiency of their
blockchain implementations. Our findings will contribute to the optimization of blockchain systems, balancing
performance, security, and cost-effectiveness in an era of rapidly expanding blockchain applications and data
volumes.

Blockchain data management

1. Introduction creates mining time, which can be substantial. However, informa-
tion can be saved off-chain as an alternative to avoid this mining

Since its creation, blockchain has been applied as a provenance time. This has its downsides. Blockchain has evolved into the game-

mechanism. But a crucial property of blockchain technology, in addi- changing innovation in the continuously changing digital technological
tion to provenance, is that data cannot be stored or changed **without landscape, and its immediate and profoundly transformative statement
** undergoing a multi stakeholder consensus procedure. This consensus of relevance has been felt across various sectors due to its inherent
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characteristics of security, traceability, efficiency, and decentralization
in developing reinforced solutions towards storage and protection of
information. With the increased number of **applications**, users, and
volume of data, the interactions of off-chain storage methods used
for blockchain systems become ever more critical to comprehend and
manage [1].

Managing the scalability and effectiveness of blockchain technolo-
gies involves the strategic management of data. There are both benefits
and limitations to each of these methods of storage that directly in-
fluence performance and sustainability. In this sense, off-chain storage
touches the opposite side which equals cost reduction and reduction of
the basic load on the blockchain [2,3].

The work presented in this article is an in-depth consideration of
the mechanisms of data disposal in blockchain-based systems with
respect to their scalability, efficiency, and financial viability as the
basic considerations for the choice of storage solutions. We approach
this analysis in a structured, reasoned way to look at trade-offs in
on-chain and off-chain carbon-credit storage across key dimensions in
performance, security, cost, and complexity. The research will throw
light on practical insights that will enable stakeholders to base their
decisions on the methods of blockchain data disposition for typical
application scenarios and needs.

The provenance of carbon credits is a significant research issue at
present. Researchers are working on using blockchain technology to
address this problem. For the purpose of verifying carbon credits, data
are collected from a diverse range of resources such as sensors, drones
(images), and other sources. The collected data comprise different
types, including videos, images, and both structured and unstructured
data. There is a lack in the existing literature focusing on comparing
on-chain and off-chain storage approaches for such multi-modal car-
bon credit data. This represents a crucial gap in the current body of
knowledge.

This project aims to address this gap in a systematic manner.
The theoretical contribution of this research lies in providing a sys-
tematic, data-driven approach to objectively compare on-chain versus
off-chain methods. As this is the first work to focus on a systematic,
data-driven, and objective comparison between on-chain and off-chain
methods, practitioners can use our approach in the future to make
reliable decisions in carbon credit data storage. Design decisions, such
as whether data should be stored on-chain, off-chain, or through a
hybrid approach, will be of profound significance. If, for example, in
carbon trading, data has to be accessed in real time, then the right
design decisions can be made to ensure efficiency and access.

This paper is structured as follows. Section 1 introduces the subject
and sets the stage for discussion. Section 2 provides an exhaustive
transversal literature review with reference to previous research regard-
ing the role of blockchain in carbon credit schemes and comparatively
further explains the on-chain and off-chain methodologies. The most
important findings and new developments identified in this research
study are detailed in Section 3. The detailed description of the data
collection processes and the techniques applied to this study is further
elaborated in Section 4. Section 5 is the proposed system design and its
implementation to show the working of the theoretical model. Section 6
explains the position of assessment metrics for the performance of al-
gorithms in on-chain and off-chain. Section 7 further elaborates on the
comparative assessment in terms of efficiency and implication of these
methods. Finally, Section 8 concludes the research work and provides
directions for future research development on this technology. At the
end of the paper, stakeholders will have complete information to make
the right decision about the long-term sustainability and efficiency of
their blockchain-based systems.

This research marks a significant advancement in the field of
blockchain technology, particularly in its application to carbon credit
systems. The primary contributions of this study are summarized as
follows:
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Comprehensive Empirical Evaluation: This study represents the
first comprehensive empirical evaluation of on-chain versus off-chain
storage approaches, specifically within the context of carbon credit
systems. Unlike the existing literature that offers limited or segmented
analysis, this research examines these approaches across a multitude
of dimensions including security, scalability, latency, and cost. This
holistic evaluation is crucial for stakeholders to make informed de-
cisions and tailor blockchain solutions to meet specific market needs
effectively.

Identification of a Critical Research Gap: A significant contribu-
tion of this work is the identification and **address** of a notable gap
in the existing literature — the lack of a thorough and holistic evalua-
tion of on-chain versus off-chain approaches across various parameters.
This gap has been overlooked in previous studies, which have not fully
explored the implications of these storage methods on decision-making
processes within the carbon credit domain.

Innovative Framework for Data Management: Based on the em-
pirical evaluation, this study proposes a novel framework for opti-
mizing data management strategies in carbon credit markets. This
framework is designed to guide stakeholders in adopting blockchain
solutions that are not only efficient and scalable but also secure and
cost effective.

Clarification on Blockchain Application in Carbon Credits: The
research provides clarity on the application of blockchain technology
in carbon credit systems, a topic that has been ambiguously addressed
in previous studies. It delineates the use of on-chain and off-chain
methods, offering insights into their advantages and limitations within
this specific context.

Basis for Future Research and Implementation: By highlighting
the strengths and weaknesses of on-chain and off-chain approaches
and proposing an optimized framework, this study lays a solid foun-
dation for future research and practical implementation of blockchain
technology to improve the integrity and efficiency of carbon credit
systems.

In conclusion, the contributions of this paper significantly enrich the
academic discourse and practical understanding of blockchain applica-
tions in environmental sustainability efforts. It paves the way for a more
informed and effective use of blockchain technology to address the
challenges of carbon credit trading and environmental conservation.

2. Related works

In addressing the intricacies of blockchain technologies for carbon
credit systems, our investigation clearly contrasts off-chain and on-
chain solutions, pinpointing a notable gap in empirical examinations
within this specialized field. Off-chain mechanisms, exemplified by the
Lightning Network and analogous initiatives [4-7], offer scalable, effi-
cient transaction capabilities beyond blockchain’s inherent limitations.
These strategies, leveraging smart contracts, significantly reduce oper-
ational costs and transaction times, enhancing interoperability across
blockchain platforms.

In contrast, on-chain solutions emphasize blockchain’s core at-
tributes of security and transparency in transactions across critical
sectors like finance and insurance [8-11]. The decentralized nature
of the blockchain boosts the security and efficiency of financial trans-
actions. Nevertheless, scalability challenges persist, exacerbated by
blockchain’s limited capacity and network congestion. Innovations
and optimizations, including block structure and storage rules along-
side second-layer protocols such as the Lightning Network [12], are
imperative to mitigate these issues.

Our contribution to the blockchain discourse, through a rigorous
empirical analysis of on-chain versus off-chain storage methods in
carbon credit systems, addresses a critical literature gap. This compre-
hensive evaluation, which covers the security, scalability, latency, and
cost dimensions, marks a pioneering effort in the domain.
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Fig. 1. ICS (Intelligent Carbon Storage System).

2.1. Blockchain in carbon projects

Blockchain’s role in the carbon credit ecosystem is transformative,
enhancing system transparency, accessibility, and efficiency [13]. The
integration of this technology facilitates fraud-resistant carbon trading
through decentralized governance and smart contracts [14], aligning
with global climate change mitigation objectives. Moreover, the evolv-
ing maturity of blockchain projects within carbon markets highlights
the urgent need for regulatory clarity to promote wider adoption and
market globalization [15].

The applications of blockchain extend to the reduction efforts of
carbon emissions in India [16], the development of eco-industrial
parks [17], and the strides towards carbon neutrality [18]. Blockchain
supports sustainable industrial practices, simplifies data management,
and promotes governance. Furthermore, its role in facilitation of green
investment within supply chains [19] and the environmental implica-
tions of cryptocurrency mining [20] present a nuanced view of the
environmental impact of blockchain.

This narrative underscores blockchain’s multifaceted applications
in fostering environmental sustainability, particularly in carbon credit
trading, advocating for a technology-driven, unified approach to cli-
mate change and sustainability challenges. Our study, through its novel
empirical evaluation of on-chain versus off-chain approaches, aims to
fill the existing research void, contributing significantly to the discourse
on blockchain technology in environmental conservation efforts.

2.2. Data storage and integrity

Blockchain technology revolutionizes data integrity and security
in digital ecosystems through its decentralized, tamperproof design,
making it pivotal for applications such as legal documents, cloud stor-
age, and off-chain transactions. This innovation underscores the critical
role of data storage and integrity within blockchain environments to
ensure network trustworthiness and reliability. The immutability of
the blockchain ledger is essential to maintain the authenticity of the
information, crucial to the integrity of legal documents [21]. Fur-
thermore, the synergy between on-chain and off-chain data storage
solutions offers a strategic approach to balance scalability with privacy,
improving data governance frameworks [22].

However, the blockchain domain faces scalability challenges against
the backdrop of increased data storage demands, complicating data
integrity and security management across on-chain and off-chain plat-
forms. Furthermore, the adaptation of customized on-chain governance

mechanisms remains a hurdle that requires robust and integrated data
management frameworks [22].

In conclusion, while blockchain serves as a formidable platform for
data storage and integrity, addressing its scalability and governance
challenges through ongoing innovation and collaboration is imperative
to maximize its potential for secure, transparent, and efficient data
management.

3. Conceptual framework of ICS (intelligent carbon storage sys-
tem)

In this section, we introduce the Intelligent Carbon Storage (ICS)
system, a novel approach to managing and storing carbon credit data.
The ICS is designed to address the complex challenges associated
with carbon credit provenance and data management in blockchain
environments.

The ICS Fig. 1 serves as a central system for storing, managing, and
accessing carbon credit data. It caters to various stakeholders, including
individuals and businesses generating carbon credits, as well as those
accessing and verifying this information. The system is designed to
handle the multi-dimensional nature of carbon credit data, which can
come from diverse sources such as drones, sensors, and other data
collection methods. This data can take various forms, including videos,
photographs, and both structured and unstructured data.

3.1. Key features of ICS

1. Multi-modal Data Handling: ICS is capable of processing and
storing a wide range of data types associated with carbon credits,
ensuring comprehensive coverage of all relevant information.

2. Intelligent Storage Decision-making: The core functionality of
ICS lies in its ability to make informed decisions about data
storage. It analyzes multiple factors to determine the optimal
storage method (on-chain or off-chain) for each piece of data.

3. Parameter-based Evaluation: ICS evaluates storage options based
on several critical parameters:

« Security: Assessing the level of data protection required

+ Cost: Considering the financial implications of different
storage solutions

« Performance: Analyzing data retrieval speeds and overall
system efficiency
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+ Adaptive Storage Solutions: Based on its analysis, ICS rec-
ommends the most suitable storage option, whether it is
on-chain, off-chain, or a hybrid approach.

3.2. ICS workflow

1. Data Input: Carbon credit generators or businesses input their
data into the ICS.

2. Parameter Analysis: The system evaluates the input data against
predefined parameters (security, cost, performance).

3. Storage Decision: Based on the analysis, ICS determines the
optimal storage method.

4. Implementation: The system executes the storage decision, plac-
ing data either on-chain or off-chain as appropriate.

5. Accessibility: Stakeholders can access the stored data as needed,
with ICS managing retrieval based on the storage method used.

The ICS framework represents a significant advancement in blockchain-
based carbon credit management. By providing a data-driven, objective
approach to storage decisions, it addresses key challenges in the field:

+ Optimizing resource utilization in blockchain environments

» Enhancing data security and accessibility

+ Improving cost-efficiency in data storage

» Ensuring scalability as the volume of carbon credit data grows

3.3. Theoretical contribution

The ICS framework contributes to the theoretical understanding of
blockchain data management in several ways:

+ It provides a systematic approach to evaluating and deciding
between on-chain and off-chain storage methods, filling a gap in
current literature.

« It introduces a novel concept of adaptive storage solutions in
the context of carbon credit data, potentially applicable to other
domains.

» The framework offers a model for balancing security, cost, and
performance in blockchain-based systems, which can inform fu-
ture research and development in this area.

This framework forms the foundation for our subsequent perfor-
mance evaluations, where we will assess the effectiveness of ICS across
multiple dimensions, providing valuable insights for practitioners in the
field of carbon credit management and blockchain data storage (see
Table 1).

4. Performance evaluations along multiple dimensions

In response to the growing need for efficient and secure carbon
data management solutions, our research initiative embarked on the de-
velopment of prototype systems designed to meticulously evaluate the
spectrum of methodologies available for carbon data capture and stor-
age. The core objective of these prototypes is to dissect and understand
the nuances that differentiate on-chain implementations, characterized
by their integration within the blockchain infrastructure, from off-
chain implementations, which operate outside of the blockchain. This
distinction is crucial because it directly influences the system’s overall
performance, its security capabilities, and the economic viability of its
operation.

The development of these prototype systems was influenced by a
multifaceted strategy aimed at establishing a comprehensive testing
environment to monitor, assess, and contrast the operational perfor-
mance of each system. Key performance indicators such as storage time,
retrieval time, delay time, and latency act as measurable benchmarks
for evaluating the effectiveness and responsiveness of each prototype.
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Security assessment, with a specific emphasis on data integrity, scruti-
nizes the ability of each system to protect against unauthorized access
and ensure the credibility and precision of the stored carbon data.
Lastly, cost assessment examines the operational and transactional
costs associated with each approach, offering insights into the financial
considerations of implementing on-chain versus off-chain solutions in
practical settings.

Through the use of these prototype systems, our study aims to
shed light on the strengths and weaknesses of both on-chain and off-
chain approaches to capturing and storing carbon data. The results are
intended to offer valuable perspectives on how to best balance perfor-
mance, security, and cost effectiveness, with the goal of improving the
development of more efficient carbon management tactics. This effort
not only enriches our comprehension of technology but also promotes
the overall objective of promoting sustainable practices in carbon data
handling.

4.1. Parameter selection and analysis

To thoroughly evaluate the various methodologies utilized in carbon
data capture and storage, our research project has resulted in the cre-
ation of two prototype systems. These systems were carefully developed
with the primary goals of testing and comparison in mind, specifically
to highlight the subtle differences in performance metrics, security
measures, and overall cost effectiveness which set on-chain imple-
mentations apart from off-chain ones. Through a systematic approach,
our aim is to analyze the inherent benefits and possible limitations
associated with each approach, thus offering a comprehensive overview
of their practicality in real-world settings. This initiative not only aims
to enhance the existing knowledge base but also to steer future imple-
mentations towards more efficient, secure, and financially sustainable
carbon data management solutions.

4.2. Performance evaluation metrics

To comprehensively assess the efficiency and responsiveness of
our proposed carbon data storage and retrieval system, we employed
the following performance metrics, evaluated using real-world carbon
credit data:

1. Storage Time: Measured in milliseconds (ms), this metric quan-
tifies the average time required to write a specified amount
of carbon credit data to the system. Lower storage times, as
observed with our data set of real carbon credit entries, indi-
cate faster data ingestion, which is crucial for managing large
volumes of data in practical applications. Factors that influence
storage time include data size, the chosen storage technology,
and available network bandwidth.

2. Retrieve Time: Measured in milliseconds (ms), this metric eval-
uates the average time it takes to access and retrieve a specific
carbon credit data element upon request. It is crucial to dif-
ferentiate between retrieving the entire dataset and accessing
a specific data point, as observed with real carbon credit data.
Lower retrieval times, as witnessed in our evaluation, signify
faster data accessibility, improving system responsiveness to user
queries for specific carbon credit information.

3. Delay Time: Measured in milliseconds (ms), this metric captures
the total time elapsed from initiating a data request to receiving
the retrieved data. An analysis of the real carbon credit data
revealed several components contributing to delays, including
network latency, server processing time for data retrieval and
transformation, and potential queueing delays within the system.
Optimizing delay time requires addressing each contributing
factor to improve the overall system response in real-world
scenarios.
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Table 1
Research methodology stages.
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Research methodology stages Description

Objective Initialization

Define evaluation criteria (scalability, efficiency, economic viability),

set clear objectives, and outline anticipated outcomes for analysis.

Prototype System Development

Build and implement prototype systems to test different blockchain storage

methods, focusing on key performance indicators like operational performance,

security, and cost.

Parameter Selection for
Evaluation

Choose relevant parameters (storage time, retrieval time, delay time,
latency) based on real-world significance and impact on system performance.

Performance Evaluation

Measure and analyze performance metrics (storage time, retrieval time,

delay time, latency) using real-world carbon credit data sets.

Security Evaluation

Compare intrinsic security of on-chain storage with variable security of
off-chain systems.

Cost Evaluation

Analyze operational and transaction costs to determine the overall cost effectiveness

of different systems.

Comparative Analysis

Evaluate trade-offs and identify the optimal system based on a comprehensive

analysis considering performance, security, and cost factors.

Conclusion and
Recommendations

Summarize key findings, offer strategic recommendations based on empirical
evidence, and highlight comparative advantages of on-chain and off-chain

systems in carbon credit management.

4. Latency: Measured in milliseconds (ms), this metric signifies the
observed delay in specific system operations, such as writing or
reading carbon credit data. An analysis of real data showed that
lower latency translates to faster response times for individual
operations, enhancing real-time interaction and user experience
when working with carbon credit information.

Trade-offs and Considerations: As observed with real carbon
credit data, optimizing one metric may be beneficial (e.g., minimiz-
ing storage time), but it is crucial to consider the impact on other
aspects, such as potentially increased latency or slower retrieval times.
Therefore, striking a balance between these metrics is essential to
achieve optimal overall system performance in practical applications
that involve real-world carbon credit data.

Limitations: This performance evaluation is limited to the specific
dataset and test environment used. Further evaluation with diverse
carbon credit datasets and broader testing scenarios is recommended
for a more comprehensive understanding of the system’s performance
under various real-world conditions.

4.2.1. Security evaluation

The evaluation of security measures in data storage, especially
in the context of blockchain technology, involves a critical analysis
between on-chain and off-chain storage solutions. This section delves
into the inherent security features of on-chain data storage provided by
blockchain technology and contrasts these with the variable security
levels achievable with off-chain storage solutions. Our discussion is
particularly relevant to applications in environmental sustainability,
such as the storage and management of carbon credits on the Ethereum
blockchain.

» On-Chain Data Storage Security

On-chain data storage is distinguished by several intrinsic security
features that are foundational to blockchain technology:

Immutability: The blockchain’s immutable ledger ensures that once
data, such as carbon credit transactions, are committed, they cannot
be altered or erased. This permanence is safeguarded by cryptographic
hash functions linking blocks in a tamper-evident chain [23].

Decentralization: Unlike traditional centralized databases,
blockchain operates on a distributed ledger technology paradigm. This
decentralization eliminates single point of failure and distributes data
across a network, significantly mitigating the risks associated with
central data repositories.[24]

Cryptography: Blockchain leverages sophisticated cryptographic
algorithms to secure data transactions. These algorithms ensure the

confidentiality, integrity, and authentication of data transactions, mak-
ing unauthorized access and alterations computationally infeasible.[23]

Consensus Mechanisms: The integrity of the data on the blockchain
is maintained through consensus algorithms such as Proof of Work or
Proof of Stake. These mechanisms require network-wide agreement for
transaction validation, effectively preventing fraudulent activities and
unauthorized data manipulation [25]

Transparency and Trust: Blockchain’s transparent nature offers an
additional layer of security. The ability for any network participant
to verify transactions in real time fosters an environment of trust and
deters malicious activities.

+ Off-Chain Data Storage Security

The security of off-chain storage solutions is more variable and depen-
dent on the specific technologies and protocols implemented. Factors
influencing the security level of off-chain storage include:

Centralization versus Decentralization: Off-chain solutions may
opt for centralized or decentralized storage models. While decentralized
models can offer similar security benefits to blockchain by distributing
data, centralized models are potentially more susceptible to targeted
cyber attacks and data breaches.

Access Control: The effectiveness of off-chain storage security is
heavily dependent on robust access control systems. Implementations
that employ advanced authentication methods, including multifactor
authentication and role-based access controls, provide superior secu-
rity.

Encryption Standards: Off-chain storage security is also dependent
on the use of strong encryption protocols for data at rest and in transit.
The choice of encryption algorithms and key management practices is
paramount in protecting against unauthorized data access.

Backup and Disaster Recovery: The resilience of off-chain storage
is significantly enhanced by comprehensive backup and disaster recov-
ery strategies. These measures ensure data durability and availability,
even in the event of system failures or security breaches.

Regulatory Compliance: Adherence to regulatory standards and
industry best practices is a critical component of off-chain storage
security. Compliance with frameworks such as ISO/IEC 27001, GDPR,
and others ensures that off-chain solutions meet established security
and privacy benchmarks.

In conclusion, the security evaluation of on-chain versus off-chain
data storage methodologies reveals distinct advantages and considera-
tions. On-chain storage, with its inherent security properties stemming
from blockchain technology, provides a robust framework for secure
and immutable data storage. Off-chain solutions, while more varied
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in their security capabilities, offer flexibility and efficiency advantages
when implemented with stringent security measures. This analysis
underscores the importance of selecting appropriate data storage so-
lutions based on the specific security, performance, and operational
requirements of applications such as carbon credit management on the
Ethereum blockchain.

4.2.2. Cost evaluation
Cost analysis encompasses:

+ Operational Costs: Operational costs encompass the broad spec-
trum of expenses incurred to ensure the smooth functioning of
data storage systems. These costs can vary significantly between
on-chain and off-chain systems due to the intrinsic differences in
their architectures and technologies.

On-chain systems inherently require higher operational costs due
to the nature of blockchain technology. Every transaction, includ-
ing data storage and retrieval, requires computational power for
execution and validation across the network. This decentralized
verification process, while ensuring security and immutability,
demands significant energy and resources, translating into higher
operational costs.

Off-chain systems, such as SQLite databases used in conjunction
with blockchain technologies for hybrid solutions, present a more
cost-effective approach to data management. Operational costs
are lower, as these systems rely on traditional centralized servers
for data storage and retrieval, which are typically more efficient
in handling large volumes of data without the need for the
extensive computational work required by blockchain networks.
Transaction Costs: Research on the impact of transaction costs
in on-chain systems, particularly on the Ethereum network, has
revealed a complex interplay between these costs and economic
activity [26]. This relationship is further explored in the context
of operational transactions and smart contracts, with a focus on
computational costs and the design of smart contract transactions
in supply chains [27]. To address the issue of rising transaction
fees, a middleware platform has been proposed to support flexible
and secure transaction executions, including off-chain states and
batching of user requests [28]. Finally, the optimization of smart
contract execution costs on the blockchain network has been dis-
cussed, with a focus on reducing gas costs through the structure
and content of smart contracts [29]. These studies collectively
highlight the need for cost-effective solutions in on-chain systems,
particularly in the context of blockchain technology.

Off-chain systems generally do not incur these blockchain-specific
transaction costs for data storage and retrieval operations. How-
ever, integrating these systems with the blockchain, for instance,
to ensure data integrity or for specific transaction validations,
might introduce minimal transaction costs associated with the
blockchain interactions [30]. However, these costs are signifi-
cantly lower than those of fully on-chain solutions.

In the context of blockchain technologies, particularly Ethereum,
costs are inherently associated with the computational effort required
to execute transactions, which includes data storage and retrieval op-
erations [27]. These costs are influenced by several factors, including
network congestion, data size, and the computational complexity of the
smart contracts involved.

For carbon credits, a system that ensures both the integrity and
accessibility of data while minimizing operational costs is crucial. On-
chain data storage involves directly storing data on the blockchain. This
method offers unparalleled security and data immutability but comes at
higher costs due to the computational resources required for validation
and consensus mechanisms.

Conversely, off-chain data storage mechanisms, such as utilizing
databases like SQLite in conjunction with Ethereum, offer a more
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cost-effective solution [31]. While this approach can significantly re-
duce transaction costs by offloading data storage to more conventional
databases, it necessitates additional mechanisms to ensure data in-
tegrity and security, bridging the gap between blockchain security and
off-chain flexibility.

5. System design and implementation
5.1. Data selection process

The dataset utilized in this study was sourced from an open-access
file, provided by the Berkeley Carbon Trading Project, available online
at the University of California, Berkeley’s website [32]. This com-
prehensive compilation of data is relevant to carbon credit projects.
The selection criterion was meticulously aligned with the research
objective, focusing on extracting pertinent data that offer insightful
perspectives on carbon credit projects.

5.2. Structure overview

The selected dataset is structured into two primary nodes: Project
Block and Credit Nodes, each encompassing critical data points, outlined
as follows:

+ Project Block: This is the central entity within the dataset, en-
capsulating essential information about carbon credit projects and
associated credit details. It includes the following attributes:
Project Node:

— Project ID: A unique identifier assigned to each project.

— Project Name: The official title of the project.

— Voluntary Registry: The registry where the project is listed.

— ARB Project: Denotes compliance with the Air Resources
Board regulations.

— Voluntary Status: The project’s status in the voluntary carbon
market.

— Scope: The emission coverage scope of the project.

— Type: The nature of the carbon offset project, e.g., reforesta-
tion, renewable energy.

— Methodology/Protocol: The adopted methodology or protocol
for carbon reduction or removal.

— Region: The geographical region of the project.

— Country: The country where the project is located.

— State: The state or province of the project’s location.

— Project Site Location: The specific location of the project.

— Project Developer: The organization or individual developing
the project.

— First Year of Project: The initial year when the project com-
menced.

— Issuance Date: The date when the project was initiated and
credits were issued.

— Verification Status: The current verification status of the
project.

— SDGs Met: Sustainable Development Goals addressed by the
project.

— Volume: The quantity of carbon offset represented by each
credit.

— Total Credits Issued: The total number of credits issued by
the project.

— Total Buffer Pool Deposits: Credits deposited in the buffer
pool for risk mitigation.

- Reversals Covered by Buffer Pool: The number of reversals
(loss of carbon sequestered) covered by the buffer pool.

+ Credit Nodes: Nested within the Project Block, these nodes pro-
vide detailed information about each carbon credit.
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— Credit ID: A unique identifier for each carbon credit.

— Issuance Date: The specific date of issuance for each credit.

— Retirement Status: Indicates whether the credit is active or
retired.

— Total Credits Retired: The total number of credits that have
been retired.

— Total Credits Remaining: The number of credits yet to be
retired.

— Reversals Not Covered by Buffer: The number of reversals not
covered by the buffer pool.

This dataset provides a multifaceted view of carbon credit projects,
enabling a thorough analysis of various aspects such as compliance,
methodology, regional distribution, and the impact on Sustainable
Development Goals. The detailed structure of the dataset facilitates a
comprehensive understanding of the dynamics involved in the issuance
and management of carbon credits.

This section describes the design and implementation of the systems
used to evaluate on-chain and off-chain data storage methods. The de-
sign focuses on creating robust, scalable, and secure systems for storing
and retrieving blockchain data, accommodating various performance
metrics and ensuring data integrity.

5.3. On-chain development techniques

5.3.1. Installation of solidity compiler (solc)

Solidity, the predominant language for Ethereum smart contracts,
requires the installation of its compiler, solc. Multiple installation meth-
ods are available, including npm, binaries, or Docker. The compiler’s
source is hosted on its GitHub repository".

5.3.2. Development frameworks
For efficient development, frameworks such as Truffle and Hardhat
are recommended:

« Truffle: A well-known framework, available on GitHub?.
» Hardhat: A robust development environment, whose source code
is on GitHub®.

5.3.3. Deployment and interaction with smart contracts
These frameworks facilitate the compilation, deployment, and test-
ing of smart contracts on either local test networks or public testnets.

5.4. Off-chain ethereum setup

Utilizing SQLite for Data Management SQLite, a lightweight
and efficient database management system, is integrated to facilitate
data storage and retrieval operations. This self-contained, serverless
database engine provides robustness and simplicity, making it an ideal
choice for managing transactional data within the project. SQLite’s
architecture ensures minimal setup, making it well-suited for environ-
ments with limited resources, while still offering the full capabilities of
a SQL database management system.

SQLite’s source code and installation instructions are accessible via
its official website. Its integration simplifies data handling, allowing
for the efficient querying, updating, and management of blockchain
transaction records or any other relevant data, thereby enhancing the
overall efficacy and responsiveness of the application.

5.4.1. Selection of an ethereum client

The first step in the implementation process involves selecting an
appropriate Ethereum client, considering factors such as programming
language support and installation methods. Two primary options are:

1 https://github.com/ethereum/solidity
2 https://github.com/trufflesuite/truffle
% https://github.com/nomiclabs/hardhat
4 https://www.sqlite.org/index.html
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+ Geth: The Go implementation of the Ethereum protocol. It can be
installed via package managers or pre-compiled binaries depend-
ing on the operating system. The source code is accessible via its
GitHub repository®.

» OpenEthereum (formerly Parity): The Rust implementation of
the Ethereum protocol, available in its GitHub repository®.

5.4.2. Synchronization with the blockchain

After client installation, synchronization with the blockchain is
essential. Options include a full sync, which is comprehensive but time-
consuming, or a fast or light sync, offering quicker setup at the expense
of not acquiring the entire blockchain history.

5.4.3. Interaction with the ethereum network

Post-synchronization interactions such as transactions, contract de-
ployments, and potentially mining (subject to Ethereum’s upcoming
transition to Proof-of-Stake) are possible.

6. Algorithm for performance evaluation of on-chain and off-chain
data storage methods in carbon credit systems

The algorithm incorporates performance metrics and cost analyses
for a comprehensive range of carbon credit set sizes, spanning from 10
to 3000. This range is carefully selected to cover the entire spectrum
of typical carbon credit transactions in the market. The smallest set
size of 10 represents individual or small business transactions, often
used for personal carbon offsetting or micro-business sustainability
efforts. The mid-range sets (100, 300, 500) correspond to small to
medium-sized business transactions or recurring purchases by larger
entities. The larger sets (1000, 1500, 2000, 2500) are indicative of
significant corporate offsetting efforts or bulk purchases by major insti-
tutions. Finally, the largest set size of 3000 represents major corporate
or governmental transactions, often part of large-scale sustainability
initiatives or compliance with stringent environmental regulations.

This algorithm takes into account both on-chain and off-chain ar-
chitectures to provide a holistic view of system performance and cost-
effectiveness across these varied transaction sizes. The on-chain com-
ponent evaluates the efficiency and cost of storing carbon credit data
directly on the blockchain, considering factors such as transaction
speed and gas fees for each set size. The off-chain architecture assess-
ment examines alternative data storage methods, analyzing their speed,
cost, and scalability as the number of carbon credits increases from 10
to 3000. By comparing these two approaches across the entire range
of set sizes, the algorithm aims to identify optimal storage strategies
for different scales of operation, enabling a more nuanced and efficient
approach to carbon credit management in blockchain-based systems.

Input:

- sets: A list of sets with sizes 10, 100, 300,500, 1500, 2000,
2500, 3000.

performance_metrics: A dictionary with performance met-
rics for each set size, considering both on-chain and off-chain
transactions

cost: A dictionary with cost information (gas costs) for each set
size, considering both on-chain and off-chain transactions
blockchain_config: A dictionary with Ethereum blockchain
configuration parameters

offchain_config: A dictionary with off-chain storage config-
uration parameters.

Steps involved in performance evaluation:

1. Initialize an empty list results to store the results.

5 https://github.com/ethereum/go-ethereum
6 https://github.com/openethereum/openethereum
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Fig. 2. Performance metrics and cost on-chain.

2. For each set size n in sets:

a. Calculate the performance metrics for the set of size n us-
ing the performance_metrics dictionary, considering both
on-chain and off-chain transactions.

b. Calculate the cost for the set of size n using the cost
dictionary, considering both on-chain and off-chain transactions.
c. Calculate a weighted score based on performance met-
rics and cost, taking into account the on-chain and off-chain
architecture.

7. Comparative analysis
7.1. On-chain results

The graph in Fig. 2 illustrates the increasing trend of write time and
costs associated with the on-chain approach. The on-chain data han-
dling approach demonstrates distinct behavior in relation to transaction
times and costs.

The write time increases substantially with the number of records,
suggesting a non-linear scalability that may present challenges in high-
volume transaction environments. Similarly, write latency exhibits a
slight but consistent increase, hinting at potential network strain as the
transaction volume grows.

Read time also increases with larger datasets, reflecting the inher-
ent complexities of data retrieval from a blockchain. Furthermore, the
cost associated with on-chain transactions escalates significantly with
the number of records, which could be prohibitive for operations at
scale. These observations suggest that while the on-chain approach
provides robust security and data integrity, it may be less suited for
applications requiring high throughput or cost efficiency.

7.1.1. On-chain approach metric histograms

The histograms for the on-chain approach (Fig. 3) reveal the distri-
bution of key performance metrics. The on-chain approach histograms
provide insights into the distribution of metrics related to write time,
write latency, read time, and cost:

Write Time Histogram: The on-chain write time histogram shows
a skewed distribution, indicating that most of the write operations
are relatively quick, with a tail extending towards longer times. This
suggests that while the on-chain approach can handle transactions
efficiently most of the time, there are instances where the write time
can significantly increase, possibly due to the variable nature of block
creation and transaction confirmation times.
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Write Latency Histogram: The histogram for on-chain write la-
tency is quite interesting, with a majority of operations occurring
within a narrow time frame, but unlike write time, there is no long
tail. This could indicate that once a transaction begins processing, the
time it takes to be added to the blockchain is relatively consistent, but
the start of that process can vary more.

Read Time Histogram: The read time histogram for on-chain is
tightly clustered, reflecting consistent performance for reading data
from the blockchain. The lack of a long tail suggests that read times
are not as affected by the number of transactions as write times.

Cost Histogram: For on-chain costs, the histogram demonstrates
that costs are mostly concentrated in the lower range, but with some oc-
currences of higher costs. This distribution likely reflects the complexity
of transactions and their associated fees, which can vary based on the
computational effort required to process and validate transactions on
the blockchain.

Overall, the histograms for the on-chain approach suggest that
while there is a base level of performance and cost that is generally
consistent, there are outliers that can drive up the time and cost signif-
icantly. These outliers could be a crucial factor for entities considering
blockchain for their operations, as they may affect the predictability
and reliability of transaction processing on the chain.

7.1.2. On-chain approach metric trends

The trends in on-chain metrics (Fig. 4) show how the performance
scales with an increasing number of records.

Write Time Trend: The on-chain write time trend shows a clear
linear increase in the time required to write records as the number of
records grows. This suggests that as transactions accumulate, the pro-
cess of recording them on-chain becomes progressively slower, which
could be due to the increased computational work needed to validate
and add each transaction to the blockchain.

Write Latency Trend: The on-chain write latency trend presents an
initial spike which quickly stabilizes as the number of records increases.
The initial latency could be related to the start-up overhead or initial
block formation that stabilizes with subsequent transactions.

Read Time Trend: The on-chain read time trend exhibits a steady
increase, although it is less steep than the write time. This trend
indicates that retrieving data from the blockchain becomes gradually
slower with more records, likely due to the immutable and sequential
nature of blockchain data retrieval.

Cost Trend: The on-chain cost trend shows a direct and strong
positive correlation with the number of records. This is expected since
more transactions mean more resource use on the blockchain, which
increases the cost linearly.

7.2. Off-chain results

The graph in Fig. 5 demonstrates the relatively stable write time
and lower costs for the off-chain method. In contrast, the off-chain
approach yields different performance characteristics. Write time re-
mains relatively stable and grows marginally with the number of
records, indicating a more efficient handling of transaction writing
which could be advantageous for scalability. Write latency, similar
to write time, is comparatively low and does not show substantial
growth with increased data volumes, implying an efficient transaction
processing capability.

The trend with read time, while increasing, remains consistently
lower than that of the on-chain approach across all record sizes. The
cost analysis also indicates that the off-chain approach is more econom-
ical, with a less steep cost curve as the number of records grows. These
results suggest that the off-chain approach, with its lower transaction
times and costs, may be more suitable for applications that demand
rapid processing and are sensitive to operational expenses.
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Fig. 3. On-chain approach metric histograms.
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7.2.1. Off-chain approach metric histograms

Fig. 6 illustrates the histograms for the off-chain approach:

Write Time Histogram: The off-chain write time histogram indi-
cates that most of the write operations are clustered within a lower time
bracket, with few occurrences of higher write times. This distribution

Number of Records

Fig. 4. On-chain approach metric trends.

shows that the off-chain approach is generally fast, with occasional
outliers potentially due to network or operational anomalies.

Write Latency Histogram: The off-chain write latency histogram
is similarly concentrated, with the majority of transactions occurring
with low latency. The tight clustering implies consistent performance,
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Fig. 5. Performance metrics and cost off-chain.

although a few transactions take significantly longer, as shown by the
spread towards the higher end.

Read Time Histogram: The off-chain read time histogram also
shows a concentration of read times at the lower end, suggesting
that data retrieval is typically fast. However, the presence of bars at
higher read times might indicate occasional delays, possibly due to data
caching or synchronization issues.

Cost Histogram: For off-chain costs, the histogram is heavily skewed
towards the lower end, highlighting the cost effectiveness of the off-
chain approach. The lower frequency of higher costs underscores its
economic advantage, especially when handling large datasets.

7.2.2. Off-chain approach metric trends

As depicted in Fig. 7, the trend lines for the off-chain metrics
indicate the following:

Write Time Trend: The off-chain write time trend demonstrates a
gradual increase, signifying that the time taken to write records scales
moderately with the number of records. This trend suggests the good
scalability of the off-chain system with respect to write operations.

Write Latency Trend: The trend for off-chain write latency is
relatively flat with some variability. This suggests that the off-chain ap-
proach generally maintains consistent latency, barring a few exceptions
where latency might spike.

Read Time Trend: The trend in off-chain read time exhibits a
consistent and gradual upward trajectory, implying that while read
operations slow down as the dataset size increases, the increase is
proportionate and predictable.

Cost Trend: Lastly, the off-chain cost trend line climbs steadily,
indicating that while costs increase with the number of records, the
rise is more linear and controlled, which aligns with a predictable cost
model that scales with usage.

In conclusion, the histograms and trends for both the on-chain
and off-chain approaches reveal distinct characteristics in terms of
performance and cost. The on-chain approach shows a linear increase in
write time and costs, which could be problematic at scale, whereas the
off-chain approach demonstrates overall more stable and lower write
and read times, as well as costs, suggesting a more scalable solution
for handling a larger number of transactions.

7.3. Comparison analysis

Fig. 8 presents a side-by-side comparison of the two approaches,
highlighting the contrast between on-chain and off-chain.
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Write Time Analysis: In comparing write time, we note that the
on-chain approach generally takes a significantly longer time to write
records as the number of records increases. This could be attributed
to the nature of on-chain transactions which involve consensus mech-
anisms that are inherently slower. In contrast, the off-chain approach
maintains a comparatively lower write time across all record counts,
suggesting a more efficient process perhaps due to the absence of
consensus-related delays. As data size grows, the time differential
between on-chain and off-chain writes becomes more pronounced,
indicating that off-chain solutions may offer better scalability with
respect to write operations.

Write Latency Analysis: When examining write latency, it appears
that the on-chain approach has a slight increase in latency with a
larger number of records, which may be reflective of the increasing
burden on the network as it processes more data. Off-chain solutions,
however, show a relatively constant and lower latency, reinforcing
the idea that off-chain systems can manage larger loads with minimal
latency impact. This consistency is advantageous for applications that
require predictable transaction processing times.

Read Time Analysis: The analysis of read time shows that on-
chain approaches exhibit a growing read time with an increase in
records, which can be a concern for applications requiring quick data
retrieval. Off-chain approaches also display an increase, yet the read
time remains below that of on-chain across the board. The gap in read
times highlights the potential limitations of on-chain systems in terms
of data retrieval speed, particularly at higher volumes of data.

Cost Analysis: a cost comparison reveals a direct correlation be-
tween the number of records and the cost for both approaches. On-
chain, while secure and decentralized, shows a steeper increase in cost
with the growth of records, which can be prohibitive for operations
at scale. Off-chain maintains a lower cost trajectory, suggesting it is a
more cost-effective solution, especially at scale. The disparity in costs
could be decisive for organizations when considering the total cost of
ownership over time.

In conclusion, while on-chain provides a decentralized and se-
cure environment for transactions, it does so at the cost of increased
write/read times and financial cost, particularly as scale increases. Off-
chain solutions, by comparison, offer a more efficient and cost-effective
approach for handling transactions, albeit potentially at the expense
of the security and trustlessness that blockchain technology offers. The
choice between on-chain and off-chain approaches should, therefore, be
guided by the specific requirements and constraints of the application
in question, including considerations of security, performance, and cost.

7.4. Framework for data management

The framework for data management depicted in Fig. 8 suggests
a decision-making process that considers several key factors when
choosing the appropriate data management approach. These factors
include:

7.4.1. Data sensitivity and security requirements

The framework starts with an assessment of the data sensitivity
and security requirements, which can be either moderate or high. This
determines the overall direction of the decision-making process.

7.4.2. Scalability needs

Depending on the data sensitivity and security requirements, the
framework considers the scalability needs, which can be either high
or moderate.

7.4.3. Cost constraints
Another important factor is the cost constraints of blockchain, which
can be either high or moderate.
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7.4.4. Latency tolerance
The framework also takes into account the latency tolerance, which
can be either high or low.

7.4.5. Regulatory compliance

Finally, the regulatory compliance requirements, which can be ei-
ther low or moderate, are also factored into the decision-making pro-
cess.

Based on the combination of these factors, the framework suggests
several data management approaches, including on-chain and off-chain
solutions. The specific approach selected will depend on the unique
requirements and constraints of the particular use case or application.

The decision tree in Fig. 8 can be outlined as follows:

1. Start
2. Is data sensitivity high?

» No — Off-chain
* Yes — Is data high scalability?

— No — Off-chain
— Yes — Is cost high concern?

* No — Off-chain
* Yes — Is data high latency tolerance?

- No — Off-chain

- Yes — Is regulation compliance moder-
ate?

- No — Off-chain

- Yes —» On-chain

By considering this comprehensive set of factors, organizations can
make informed decisions about the most suitable data management
approach to meet their specific needs and requirements.

To illustrate how the decision tree can be applied, here are some
hypothetical scenarios:

Scenario 1: Low Sensitivity, Low Scalability

+ Data Sensitivity: Low
* Outcome: Off-chain

Scenario 2: High Sensitivity, Low Scalability

+ Data Sensitivity: High
+ Scalability: Low
* Outcome: Off-chain

Scenario 3: High Sensitivity, High Scalability, Low Cost

» Data Sensitivity: High
+ Scalability: High

» Cost Concern: Low

» Outcome: Off-chain

Scenario 4: High Sensitivity, High Scalability, High-Cost Con-
cern, Low Latency Tolerance

+ Data Sensitivity: High

+ Scalability: High

+ Cost Concern: High

+ Latency Tolerance: Low

12
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» Outcome: Off-chain

Scenario 5: High Sensitivity, High Scalability, High Cost, High
Latency Tolerance, Moderate Compliance

- Data Sensitivity: High

* Scalability: High

» Cost Concern: High

» Latency Tolerance: High

» Regulation Compliance: Moderate
* Outcome: On-chain

By applying the decision tree to these scenarios, the framework ef-
fectively guides the selection of the most appropriate data management
approach based on the specific characteristics and requirements of the
data and the application.

8. Conclusion and recommendations

This section delves into the implications of the observed results
from the on-chain and off-chain data handling approaches. The on-
chain approach’s rising costs and transaction times with increased data
volumes raise questions about its practicality for large-scale operations,
despite its robust security benefits. On the other hand, the off-chain
approach’s lower costs and improved transaction efficiency offer a
compelling alternative for large-scale applications, albeit with potential
trade-offs in security and data integrity.

The results are in line with the expectations that blockchain-based
solutions on-chain would incur higher overheads due to the consensus
mechanisms required for validating transactions. This is a well-known
trade-off in the design of blockchain systems, where security, trans-
parency, and decentralization often come at the cost of efficiency.
Conversely, off-chain solutions tend to optimize for performance and
cost, which makes them attractive for use cases where rapid processing
is critical, and trust assumptions are different.

In comparing the two approaches, it is essential to consider the
context of application requirements. For instances where immutable
audit trails and security are paramount, the on-chain approach may
be justified despite the higher costs. Conversely, in scenarios where
performance and cost are critical, and the trust model permits, off-chain
solutions could provide significant benefits.

The findings from this analysis contribute to the ongoing discourse
on the scalability of blockchain technologies and the exploration of
hybrid systems that leverage both on-chain and off-chain approaches
to balance trade-offs. Such hybrid systems could potentially harness the
security benefits of on-chain transactions while delegating high-volume
operations to more efficient off-chain processes.
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