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Abstract
In recent decades, social network anonymization has become a crucial research field due to its
pivotal role in preserving users’ privacy.However, the high diversity of approaches introduced
in relevant studies poses a challenge to gaining a profound understanding of the field. In
response to this, the current study presents an exhaustive and well-structured bibliometric
analysis of the social network anonymization field. To begin our research, related studies from
the period of 2007–2022 were collected from the Scopus Database and then preprocessed.
Following this, the VOSviewer was used to visualize the network of authors’ keywords.
Subsequently, extensive statistical and network analyses were performed to identify the most
prominent keywords and trending topics. Additionally, the application of co-word analysis
through SciMAT and the Alluvial diagram allowed us to explore the themes of social network
anonymization and scrutinize their evolution over time. These analyses culminated in an
innovative taxonomy of the existing approaches and anticipation of potential trends in this
domain. To the best of our knowledge, this is the first bibliometric analysis in the social
network anonymization field, which offers a deeper understanding of the current state and
an insightful roadmap for future research in this domain.

Keywords Social network · Anonymization · Privacy preservation · Bibliometric analysis ·
Data publishing

1 Introduction

Over the past century, social network applications have experienced exponential growth, fun-
damentally transforming how we communicate, share information, and connect with others.
With millions of users worldwide, these platforms have become integral to our daily lives.
They are used for a wide variety of purposes, ranging from staying in touch with friends and
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family, to business networking, accessing news and entertainment, and even political engage-
ment and social activities. In addition to their vast user bases, social network applications
have also evolved in terms of complexity and sophistication, now offering features such as
live streaming, eCommerce, virtual reality, and more. Furthermore, with the advent of tech-
nologies like Artificial Intelligence (AI) and Machine Learning (ML), social networks have
become more personalized and interactive, enhancing user experience while significantly
expanding the amount of personal data that is collected and processed.

However, the rapid growth and increasing complexity of social network applications have
also raised significant privacy concerns. Given the volume and sensitivity of data shared
on these platforms, ensuring user privacy has become paramount [60, 81, 208]. Privacy
threats, such as identity exposure, relationship mapping, and attribute disclosure, emerge
when social network data is made publicly accessible or shared with third parties for research
or commercial purposes. To address these risks, social network anonymization has emerged
as a key solution. Anonymization techniques aim to protect users by masking their identities,
relationships, or specific attributes, while preserving the utility of the data for analysis.

With the exponential growth of social networks and the abundance of user data, there
has been a surge of scholarly interest in anonymization techniques specific to these plat-
forms. Academics, researchers, and developers have been focusing on creating and enhancing
anonymization techniques for social networks, recognizing the urgency to reconcile the
dual demands of data utility and privacy protection. This high interest is evidenced by
the increasing number of publications related to this topic in esteemed academic journals
and conferences. Researchers are continually proposing novel anonymization techniques to
keep up with the evolving landscape of social network applications. A key aspect of these
research studies is to find a balance between ensuring user privacy and maintaining data util-
ity.While the primary objective is to protect user privacy, it is equally important to ensure that
anonymized data remain useful for research and business purposes. Hence, many proposed
techniques focus on generating synthetic data or modifying social network graphs in a way
that anonymizes user identities while preserving the overall network characteristics.

In recent years, several surveys and bibliometric studies in adjacent fields, such as privacy-
preserving techniques in data mining and computer science [3, 80, 128], have provided
valuable insights. However, these studies often address a broader range of privacy chal-
lenges, lacking the depth necessary for understanding the unique challenges of social network
anonymization. For instance, a recent bibliometric analysis of privacy-preserving data min-
ing techniques identified key research trends and influential works but did not account for the
complexities of anonymizing social networks. Social networks, unlike traditional datasets,
involve intricate user interactions and relationships, which introduce distinct privacy risks.
Thus, anonymization techniques for social networks must protect not just individual data
points, but also the relationships between users, making the process far more complex.

Recognizing the importance of social network anonymization in protecting user privacy,
this study focuses exclusively on this domain. Our primary goal is to analyze and catego-
rize existing research, particularly studies that propose anonymization techniques tailored to
social network privacy. Additionally, to the best of our knowledge, the lack of an existing
bibliometric review in the field of social network anonymization, combinedwith the strengths
of bibliometric analysis, motivated us to undertake this study and contribute to the growing
body of research in this domain. By mapping key trends and developments, our study could
provide valuable insights for scholars and industry professionals, facilitating the develop-
ment of more effective anonymization techniques suited to the unique challenges of social
networks.

123



A comprehensive bibliometric analysis on social network… 31

In this direction, we first extracted publications from 2007, the year that this concept
emerged, to 2022 from the open-source Elsevier Developer Portal using Scopus API (Else-
vier 2022). From the extracted articles, a total of 315 relevant articles were selected for
inclusion in this study. Then, the authors’ keywords were preprocessed and visualized using
network visualization tools. Afterward, we conducted two primary analyses, namely statisti-
cal measures and network analysis, along with a co-word analysis. These were performed to
detect the themes and topics and study their evolution, interrelations, and trends within the
social network anonymization domain. Ultimately, the findings allowed us to categorize the
popular approaches from the inception of this field of study into a novel taxonomy.

The rest of this study is organized as follows. Section 2 delivers an overview of the
associated surveys and studies that have been conducted in the realm of social network
anonymization. In Sect. 3, we delve into the methodology applied in this review and explain
the process of gathering pertinent papers as well as the preprocessing phase. The statistical
measures and analysis of the network are also presented. Moving forward, the co-word
analysis and trajectory of various themes and topics’ evolution are provided. At the end of
this section, the prevalent approaches utilized in the field of social network anonymization are
categorizedbasedon the conducted analyses. Section 4discusses the emerging research trends
and areas of potential interest in the field of social network anonymization. Consequently,
Sect. 5 wraps up the paper with concluding remarks.

2 Related works

In recent years, the field of social network anonymization has been a focal point of intensive
research, leading to a substantial and ever-growing body of literature dedicated to the domain.
This extensive research activity reflects the critical importance of privacy in our increasingly
interconnected world. Several surveys and literature reviews have been conducted, providing
a comprehensive overview of the various anonymization techniques, their evolution, and
their effectiveness in different social network types. Such studies have played a significant
role in advancing our understanding of the challenges and complexities involved in social
network anonymization. They have also helped identify areas that require further exploration.
These outstanding surveys and literature review studies are elaborated on in the following
paragraphs.

In 2008, Zhou et al. conducted a comprehensive review of existing techniques for social
network anonymization [210]. They performed an organized examination of the methods
employed to maintain user privacy during the sharing or publication of such data. They pro-
vided a systematic overview of the field, offering insights into the strengths and weaknesses
of various approaches, their applicability to different types of data, and their effectiveness
in maintaining a balance between privacy and data utility. Also, the authors recognized the
challenges in privacy preservationmethods within social network data, especially when com-
pared to the traditional relational data cases that have been extensively studied. The analyses
of social network anonymization methods were focused on three key aspects: preserving
privacy, understanding the background knowledge available to the adversary, and maintain-
ing data utility, which is the value of the data for further use or analysis. To better structure
their review, the authors categorized the existing anonymization methods into two princi-
pal types: clustering-based approaches and graph modification approaches. Clustering-based
approaches function by grouping nodes (individuals or entities) and their edges (connections)
into larger collective units known as super-nodes and super-edges, respectively.
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Eachof these larger units (super-nodes and super-edges) is then subjected to an anonymiza-
tion process, effectively hiding individual identities within the clusters. The clustering-based
approach is further divided into the following four subcategories.

• Vertex Clustering: This method groups nodes, or vertices, based on some similarity metric.
The similarity might be based on the attributes of the nodes or on the structure of the graph
like nodes having similar connectivity [58, 59]. Once the nodes are grouped into clusters,
they can be replaced with a single super-node to anonymize the individual nodes in each
cluster. For each super-node, two features are represented, namely the number of nodes and
the number of edges within the cluster, to maintain the utility of the anonymized network.

• Edge Clustering: In this method, the edges are the main focus to preserve the sensitive
relationships [208]. Edges with similar properties (such as weight or type of relationship)
are grouped into clusters. Similar to vertex clustering, these grouped edges can be replaced
with a super-edge, anonymizing the original individual relationships. Also, the number of
edges within each super-edge will be represented to maintain the utility of the network.

• Vertex and Edge Clustering: This approach, also called generalization, combines both
vertex and edge clustering [17], grouping both nodes and edges. It provides a more com-
prehensive anonymization, as it anonymizes both individual identities (nodes) and their
relationships (edges). Once nodes and edges are grouped into clusters, they can be replaced
with super-nodes and super-edges, effectively hiding individual informationwithin the net-
work. More precisely, the process of anonymizing node attributes utilizes a generalization
technique, which is extensively researched in the context of relational data. For structural
anonymization, this method utilizes edge generalization, which is similar to the method
outlined by [208]. However, a significant distinction exists in thismethod, as it incorporates
both the loss of generalization information loss and structural information loss during the
clustering process.

• Vertex-Attribute Mapping Clustering: This method was originally used for anonymizing
the bipartite graphs [34, 35].When publishing a bipartite graph, the structure of the graph is
preserved. The nodes are organized into clusters, and the relationship or mapping between
these clusters in the original graph and those in the published graph is made publicly
available. This process enables the anonymization of individual nodes while maintaining
the overall structure and relationships of the graph for analysis or research purposes.
Consequently, it is necessary to carefully construct the mapping between the clusters. This
helps ensure that the anonymization process is effective and maintains the integrity of the
structural relationships present in the original graph.

On the other hand, graph modification approaches alter the structure of the network graph
to conceal individual identities while preserving the overall characteristics of the network.
The authors also considered three subcategories for the graph modification approach, which
are subsequently defined.

• Optimization Graph Construction: This method involves constructing a new optimized
version of the original graph with a new degree sequence that is K-degree anonymous,
maintaining the overall structure while ensuring that individual identities are concealed
[95]. Specifically, the main idea behind K-degree is to modify the original network so that
each node in the network has the same degree as at least “K-1” other nodes.

• RandomizedGraphModification: Thismethod introduces randomness into the graphmod-
ification process to ensure anonymity. Theymay randomly add, delete, ormodify nodes and
edgeswithin the networkwhile attempting to preserve the overall structure and characteris-
tics. The randomness introduced by thesemethodsmakes it more difficult to de-anonymize
the data, thus providing an additional layer of privacy protection. Zhou et al. categorized the

123



A comprehensive bibliometric analysis on social network… 33

Fig. 1 Social network anonymization taxonomy introduced by Zhou et al. [210]

introduced techniques in this method into three general categories, including randomized
edge construction, randomized spectrum preserving, and randomized weight perturbation.

• Greedy Graph Modification: This method iteratively modifies the graph to provide the
K-anonymity-based models, which results in protecting individual identities. At each iter-
ation, the method makes the modification that provides the greatest immediate benefit
according to a specific objective, such as maximizing privacy or minimizing information
loss. While these methods can be simpler and faster than other methods, they may not
always provide the optimal solution, as the modifications are done based on immediate
gains rather than long-term optimization.

The social network anonymization taxonomy proposed by Zhou et al. is presented in
Fig. 1.

In 2010, Wu et al. investigated a review of the advancements in research concerning the
privacy-preserving publishing of graph and social network data (X. [179, 180]. Their analysis
is oriented toward understanding how to anonymize and publish such data while maintaining
user privacy. Besides, the authors divided the anonymization strategies for simple graphs into
three main categories. The first category is K-anonymity-based privacy preservation via edge
modification, which involves altering edges within the graph in a way that at least “K” nodes
share similar identifiable characteristics, thereby preserving privacy. In this category, they
consider three subcategories, includingK-degree generalization,K-neighborhood anonymity,
and K-automorphism anonymity, which are subsequently described.

In the K-degree generalization or K-degree anonymity model, the structure of the graph
is modified in such a way that at least “K” nodes share the same degree. Also, the K-
neighborhood anonymity focuses on the neighborhood of each node. A node’s neighborhood
in a graph is all the nodes it is directly connected to. K-neighborhood anonymity ensures that
each node shares the same neighborhood with at least “K-1” other nodes. This means that
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Fig. 2 Social network anonymization taxonomy proposed by [180]

for each node, there are at least “K” nodes in the graph, including itself, that are connected to
the same set of nodes. Besides, an automorphism in graph theory is an isomorphism from a
graph to itself. It essentially means a reordering of the nodes of the graph in such a way that
the new graph is exactly the same as the original. In the context of the K-anonymity model,
K-automorphism anonymity means that each node belongs to a set of at least “K” nodes that
are indistinguishable from each other when considering the entire structure of the graph.

The second category is probabilistic privacy preservation via randomization. In this
approach, the connections between nodes are randomized to add a level of uncertainty, effec-
tively anonymizing the data while still preserving the overall structure and characteristics
of the graph. The authors explored two edge-based randomization strategies that are fre-
quently used in social networks: random addition/deletion and random switch. The random
addition/deletion approach involves adding or deleting edges at random, while the random
switch approach involves randomly switching a pair of existing edges.

The third category is privacy preservation via generalization which is identical to the
clustering-based approach. Following the categorization of simple graph anonymization
methods, the authors turned their attention to rich graphs that are more complex and contain
additional information, like edge direction, edgeweights, or additional attributes on the nodes
or edges. Since anonymizing these graphs requires more sophisticated methods, the authors
reviewed current approaches for handling this increased complexity. Their proposed social
network anonymization taxonomy is illustrated in Fig. 2.

In 2016, Abawajy et al. provided an overview of the recent advancements in techniques
for social network anonymization when releasing social network data publicly, as well as the
challenges and potential research directions [1]. They also covered various privacy threats
and attacks that adversaries might use to exploit anonymized data from social networks.

The authors of this work organized the methods for anonymizing social network data into
two primary groups: Non-perturbation Privacy Preservation Models and Differential Privacy
Models. Four subdivisions are identified within the Non-perturbation Privacy Preservation
Models: random graph editing, k-anonymization methods, clustering-based techniques, and
probabilistic privacy preservation approaches. Importantly, the probabilistic privacy preser-
vation approach was introduced as new category for anonymizing social networks. This
innovative method, also known as the uncertain graph approach, attributes a specific proba-
bility value to each network connection, indicating the likelihood of its existence [11]. This
means each connection in the network is not certain but has a chance of being there, which
is represented by a probability value. In the context of social network anonymization, an
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uncertain graph can help preserve user privacy. By introducing uncertainty into the connec-
tions between individuals, it becomes more challenging to infer specific details about an
individual based on their connections within the network. The presence of uncertainty can
make it harder to re-identify individuals in the network, thereby protecting their privacy.

Furthermore, differential privacy is a mathematical definition of privacy that was first
proposed by Cynthia Dwork in 2006 and has since become a popular method for ensuring
privacy in data analysis [42, 43]. In tabular databases, it gives a guarantee that the removal or
addition of a single database entry does not significantly affect the results of any statistical
queries. Within the Differential Privacy category in the context of social network anonymiza-
tion, Abawajy et al. [1] delineated two subgroups based on whether differential privacy is
applied at the node or edge level, which are elaborated in the following:

• Node-level Differential Privacy: This technique focuses on protecting the privacy of the
individual nodes and their adjacent edges (their direct connections). When node-level
differential privacy is applied, it makes it hard to infer the presence of a specific individual
in the social network. The noise is introduced in such a way that whether a particular
person is part of the network or not cannot be confidently determined. Moreover, node-
level differential privacy provides protection to the edges adjacent to a node. This means
that even if an individual is known to be part of the network, the presence or absence of
a particular edge of that individual in the anonymized data cannot be determined with
certainty.

• Edge-level Differential Privacy: This technique focuses on protecting the connections
within a social network, represented as edges in the network graph. The principle behind it
is that the presence or absence of specific edges should be concealed to maintain privacy,
while the overall pattern of edges can be made public. Edge-level differential privacy aims
to add enough “noise” to these edges such that it becomes hard to determine with certainty
whether any particular edge exists or not.

The taxonomy proposed by Abawajy et al. [1] is demonstrated in Fig. 3.

Fig. 3 Social network anonymization taxonomy developed by Abawajy et al. [1]
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During the same year, Ji et al. conducted a study on the methods of both anonymizing and
de-anonymizing graph data [70]. In their analysis, they reviewed various scholarly articles
and classified graph anonymization strategies into six main categories: Naive ID Removal,
Edge Editing-based Anonymization that is identical to the edge modification in the graph
modification approach;K-anonymity;Aggregation/Class/Cluster basedAnonymization;Dif-
ferential Privacy; andRandomWalk-basedAnonymization. In their taxonomy, aside from the
Naive ID Removal and Random Walk-based Anonymization methods, all other approaches
align with those specified in earlier taxonomies. Therefore, Naive ID Removal and Random
Walk-based Anonymization are elaborated as follows.

• Naive ID Removal is one of the simplest and earliest approaches for social network
anonymization, in which explicit identifiers of the nodes (such as names, usernames, and
any unique identifiers) in the network are simply removed or replaced with non-identifying
labels.

• RandomWalk-basedAnonymization is a privacy preservation approach designed to protect
the edges between nodes in a social network [115]. This approach replaces an existing
edge between two nodes with a new edge that is determined through a process known
as a random walk. This approach effectively randomizes the relationships in the network,
making it difficult to ascertain the true relationships while maintaining the overall structure
and characteristics of the network.

The taxonomy proposed by Ji et al. [70] is represented Fig. 4.
In 2017, Casas-Roma et al. conducted a review of research papers on social network

anonymization, focusing on those that suggested graph modification techniques to ensure
network anonymity [21]. They provided a comprehensive discussion about the advantages
and drawbacks of each method. The researchers organized the graph modification strategies
into three primary categories: Edge and Vertex Modification, Uncertain Graphs, and Gen-
eralization and Clustering-based approaches. Further, they subdivided the Edge and Vertex

Fig. 4 Social network
anonymization taxonomy by [70]
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Modification techniques into three additional subcategories, namely K-anonymity, Extend-
ing K-anonymity, and Beyond K-anonymity methods. Their taxonomy is illustrated visually
in Fig. 5.

In 2018, Siddula et al. conducted a review of the methods designed to preserve the pri-
vacy of users and their relationships in social networks. Based on a previous study [21],
they classified the privacy concerns of social networks into three categories: Node Privacy,
Attribute Privacy, and Link Privacy. Nevertheless, their article focused only on studies sug-
gesting anonymization methods to protect node and link privacy. As previously highlighted,
the authors’ focus was exclusively on node and link privacy issues. For the category of node
privacy, they examined studies that implemented anonymization through Naïve Anonymiza-
tion and Node Perturbation methods. After analyzing the surveyed research, they concluded
that there are predominantly two strategies to perturb nodes in social networks, specifically
Random Perturbation and Constrained Perturbation. Additionally, in terms of link privacy,
they examined research introducing social network anonymization techniques based on Edge
Perturbation and Random Walk methodologies, from which they determined that there are
generally five distinct approaches to perturb the edges in a social network. These methods
include Intact Edges, Partial-Edge Removal, Cluster-Edge Anonymization, Cluster-Edge
Anonymization with Constraints, and Removed Edges.

It is worthmentioning that Siddula et al. did not propose a taxonomy for techniques used in
social network anonymization. Nevertheless, we have derived a classification scheme based
on the studies they reviewed, which is graphically illustrated in Fig. 6.

In 2019, Sathiya Devi et al. conducted a literature survey concerning anonymization
methods in social networks [142]. Their primary focus was on techniques used to maintain
the attribute privacy of social network users. In line with this, they grouped these methods
into five distinct categories: K-anonymity, L-diversity, T-closeness, Slicing, and Differential
Privacy. In their suggested classification, three concepts, namely L-diversity, T-closeness,
and Slicing, are elaborated upon as follows.

• L-diversity: This model is an extension of K-anonymity, introduced to overcome some of
its limitations. The principle of L-diversity is that within each group of “K” indistinguish-
able individuals, there should be at least “L” “well-represented” values for each sensitive
attribute.

• T-closeness: This model is another extension of K-anonymity and L-diversity, introduced
to address their remaining weaknesses. The principle of T-closeness is that the distribution
of a sensitive attribute within any group of “K” indistinguishable individuals must be close
to the overall distribution of that attribute in the entire dataset.

Fig. 5 Social network anonymization taxonomy by [21]
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Fig. 6 Social network anonymization taxonomy based on Siddula et al. [146]

• Slicing: This technique divides data both horizontally and vertically. The horizontal divi-
sion groups together similar records. The vertical division separates the dataset into
different “slices,” each containing a subset of the attributes. Each slice is then independently
anonymized by permuting the order of the records within the slice.

A visual representation of their taxonomy is provided in Fig. 7.
In 2020, Majeed et al. reviewed the techniques employed in anonymizing data to preserve

the privacy of published data [107]. As part of their study, they offered a taxonomy for
the anonymization techniques used to protect the privacy of social network data. In their
proposed taxonomy, privacy-aware graph computation refers to a strategy where instead

Fig. 7 Social network
anonymization taxonomy
proposed by Sathiya Devi et al.
(2019)
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of sharing the entire graph data (which might include sensitive information), only specific
aggregate properties or statistics of the graph are computed and released in response to queries
from data analysts.Moreover, hybrid graph anonymitymethods combine different techniques
for anonymizing social networks, aiming to create an appropriately anonymized version of
the network. This approach seeks to address the trade-off between maintaining privacy and
preserving usefulness. The schematic representation of their proposed taxonomy can be seen
in Fig. 8.

In a recent study, Kiranmayi et al. scrutinized research focused on anonymizing social
networks in order to preserve user privacy [79]. They proposed a classification of methods
used for social network anonymization, which is visually represented in Fig. 9.

While the previously mentioned studies have indeed provided a valuable understanding
of the various social network anonymization approaches and taxonomies, to the best of our

Fig. 8 Social network anonymization taxonomy developed by Majeed et al. (2020)

Fig. 9 Social network anonymization taxonomy proposed by Kiranmayi et al. (2021)
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knowledge, there has yet to be a comprehensive bibliometric literature review conducted
within this area. Such a study could offer insight into emerging trends, key themes, and
potential areas of interest for future research. Additionally, bibliometric analysis is able
to provide significant benefits in identifying critical research directions and key enabling
technologies [153–155].

Consequently, this article presents a bibliometric analysis of social network anonymiza-
tion studies to identify the current trends in this field, the main approaches of social network
anonymization, as well as the recent advances. In this regard, we collected all the papers con-
ducted from 2007 to 2022 from the open-source Elsevier Developer Portal using the Scopus
API (Elsevier 2022). After preprocessing these works, we performed statistical, network,
and co-word analyses to detect the high-trend topics and themes in this field. Additionally,
a new taxonomy of the current social network anonymization approaches is provided. The
main contributions of this work can be summarized as follows:

(1) All published studies related to the social network anonymization field were collected
and preprocessed.

(2) A network visualization of the used keywords was created by the authors to understand
the most frequent keywords.

(3) Statistical and network analyses were performed to identify the main keywords, themes,
and topics.

(4) A co-word analysis was conducted to detect the prominent themes and topics.
(5) The evolution of the social network anonymization themes was investigated.
(6) Anovel taxonomyof the social network anonymization approacheswas developed based

on the conducted analyses.
(7) Future research trends in the social network anonymization field are presented.

3 Researchmethodology

The methodology of this study draws upon the bibliometric analysis of the previous research
studies conducted in the field of social network anonymization.Bibliometric analysis involves
systematically evaluating academic publications to identify trends, prominent themes, and
research patterns [153–155]. As shown in Fig. 10, we began by gathering all available stud-
ies related to social network anonymization. These studies were then preprocessed, which
involved cleaning the data, removing duplicates, and ensuring that the relevant documents
were included for analysis.

Next, we examined the keywords used by the authors in these studies. By analyzing these
keywords, we created a visual network map that illustrates how often specific keywords
appeared and how they are related to one another. Afterward, we conducted both statistical
and network analyses. These analyses provided us with insights into the significant keywords
and key focus areas.

To go deeper, we performed a co-word analysis, which identified groups of related terms
that appeared together frequently. This allowed us to pinpoint the most prominent themes
and topics in the field. Additionally, we tracked the evolution of themes over time to observe
how research in social network anonymization has progressed. Finally, based on the results
of the mentioned analyses, we developed a new taxonomy of social network anonymization
approaches, highlighting the most important techniques and trends in the field.
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Fig. 10 The research methodology

3.1 Data collection and preprocessing

As mentioned earlier, this study used the author keywords of the papers published in the
social network anonymization field as the dataset. The articles were gathered from the open-
source Elsevier Developer Portal via the Scopus API (Elsevier 2022), offering a detailed
assortment of features associated with the retrieved papers, such as article title, journal title,
year of publication, authors, authors’ affiliations, authors’ keywords, the number of citations,
and references. Scopus database is chosen for this study primarily because of its extensive
coverage of peer-reviewed journal articles and conference proceedings, particularly in the
fields relevant to social network anonymization, such as computer science and engineering.
While databases like Web of Science (WoS) also offer valuable resources, Scopus covers
a larger number of journals and has a wider inclusion of interdisciplinary research [120],
making it more suitable for capturing the broad landscape of social network anonymization
research. Additionally, Scopus provides comprehensive citation data, which is essential for
conducting detailed bibliometric analyses. Although it may not capture every type of publi-
cation (such as preprints or some conference papers), its robust and reliable dataset has been
widely used in previous bibliometric studies across various fields [3, 5, 154, 155]. Therefore,
using Scopus allows this study to offer a well-rounded analysis of the core research trends
and developments in the social network anonymization domain.

The search query “social network anonymization” and related searches, such as “online
social network anonymization,” “graph anonymization,” “social network privacy preserva-
tion,” “graph privacy preservation,” and “social graph anonymization,” were employed to
extract all relevant articles in this area of research.
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From the collected articles, we found that 315 papers were published in the field of social
network anonymization over the past 16 years (2007–2022). The information displayed in
Fig. 11 suggests a consistent rise in the quantity of research papers published in this domain
from 2007 to 2019, reflecting a growing interest from researchers. However, from 2020 to
2022, the number of publications declined in the field of social network anonymization.

These papers have been published in 193 different journals and conferences. Some of
these publication venues, specifically those with a higher volume of published papers, are
ranked and visually represented in Fig. 12.

Furthermore, Fig. 13 provides a graphical representation of the number of articles pub-
lished by each country, limiting the scope to those countries that have produced at least five
articles. The top contributors are China, the USA, India, Spain, and Iran. China stands as
the leading publisher, contributing 33% of the total articles sourced for the current research
study. Following China, the USA has produced 22%, India has published 10%, Spain has
contributed 7%, and Iran accounts for 5% of the total published articles. Several factors
contribute to the higher productivity of countries like China, the USA, and India in the field

Fig. 11 Number of papers per year

Fig. 12 Top-ranked publication venues for the social network anonymization field
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Fig. 13 The Countries with most
publication in social network
anonymization field

of social network anonymization. These countries invest significantly in research and devel-
opment, particularly in data privacy, artificial intelligence, and information security. China
and the USA, for instance, benefit from strong academic institutions, robust funding, and
active tech industries, which lead to higher publication output. Similarly, India’s focus on
technological research and its vast academic network have contributed to its presence in this
field.

In the current study, the research period was segmented into four consecutive subperiods:
2007–2010, 2011–2014, 2015–2018, and 2019–2022. Also, the number of publications in
each subperiod is demonstrated in Fig. 14. An R-squared value of 0.57 indicates that the
regression model explains 57% of the variation in the number of publications. This means
that there are other factors that affect the number of publications besides the time period
alone. The remaining 43% of the variation may be due to other factors, such as changes in
the research landscape, funding availability, or other external factors.

With respect to the data preprocessing stage, it is worth mentioning that the following
processes were performed to improve the quality and clarity of the keywords in the dataset,
making it more suitable for analysis:

• Removing duplicates: Duplicate keywords were removed to reduce the noise in the dataset.

Fig. 14 Number of papers in each subperiod and the fitted regression line
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• Stemming:Words were reduced to their root form to group different variations of the same
word.

• Lemmatization: Words were converted to their base form to capture their core meaning.
• Removing special characters: Special characters were removed to improve the readability
of the dataset.

• Missing values: For papers lacking specific authors’ keywords, indexed keywords supplied
by the Elsevier Scopus API (Elsevier 2022) were used as substitutes.

• Misspelled words correction: Some papers contained misspelled keywords, like “anon-
imisation.” To address this problem, we developed Python scripts to identify keywords
with the most similar spelling and replace the incorrect ones. Thus, the incorrectly spelled
keyword “anonymisation” was replaced with the correct term, “anonymization.”

Following the applicationof the above-mentionedpreprocessing steps, the dataset’s overall
attributes are as follows: The total count of keywords in the dataset amounts was determined
to be 1547, out of which only 361 keywords are unique. Therefore, each paper contains an
average of 4.91 keywords.

Additionally, the most frequently used keyword in the dataset appeared 244 times, while
the least frequent ones appeared only once. These statistics provide a general idea about
the distribution of keywords in the dataset and help to understand the characteristics of the
research in the field of social network anonymization. The informationwill be used to identify
the dominant themes and topics in the field and gain insights into the areas that have received
more attention from researchers.

3.2 Authors’ keywords network visualization

The frequency informationmentioned earlierwas utilized in constructing a keyword-keyword
network using the VOSviewer software. This network represents keywords as nodes and
establishes edges based on the frequency of co-occurrence between pairs of keywords. By
examining this network, it becomes possible to identify relationships between keywords and
gain a comprehensive understanding of their connections.Moreover, the network incorporates
clusters of keywords that depend on the strength of their relationship [4, 171]. Additionally,
the frequency information aids in ranking the keywords according to their popularity, offering
valuable insights into the most relevant topics within the field of social network anonymiza-
tion.

Following the construction of the keyword-keyword network, an analysis was conducted
to unveil concealed patterns and relationships. This analysis involved the presentation of
network diagrams, density visualizations in the form of heatmaps, and overlay visualization.
By utilizing the VOSviewer tool, it was possible to identify themost important and influential
keywords, examine the relationships between keywords, determine the time period during
which each keyword was utilized, and comprehend the overall structure of the keyword-
keyword network.

In the following figures, the co-occurrence mapping of the keywords for the four defined
subperiods is depicted.

In the network in Fig. 15 for the 2007–2010 subperiod, “Social Network,” “Privacy Preser-
vation,” and “Anonymization” are influential keywords that are positioned near the centerwith
larger nodes. This implies that these keywords have persistently been significant keywords in
the field of social network anonymization. The “Structural Properties,” “K-anonymity,” “Gen-
eralization Approach,” and “Social Network Analysis (SNA)” keywords are closely related
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Fig. 15 Co-occurrence mapping of 2007–2010 authors’ keywords

to the mentioned influential keywords, demonstrating the co-occurrence of these keywords
in the social network anonymization field.

Furthermore, in the 2011–2014 network illustrated in Fig. 16, “Social Network,” “Privacy
Preservation,” “Anonymization,” and “K-anonymity” emerge as prominent keywords. Again,
these keywords are situated close to the center with larger nodes, indicating their significant
influence. It is worth mentioning that “Data Publishing,” “Clustering Algorithms,” “Struc-
tural Properties,” “Utility,” and “L-diversity” keywords have a strong association with the

Fig. 16 Co-occurrence mapping of 2011–2014 authors’ keywords
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Fig. 17 Co-occurrence mapping of 2015–2018 authors’ keywords

aforementioned influential keywords. This illustrates their co-occurrence and interrelation in
the field of social network anonymization.

In the 2015–2018 network shown in Fig. 17, once again, “Social Network,” “Privacy
Preservation,” “Anonymization,” and “K-anonymity” stand out as influential keywords.
Moreover, a number of keywords, such as “Utility,” “Data Publishing,” “Clustering Algo-
rithms,” “GeneralizationApproach,” “Differential Privacy,” “GraphModificationApproach,”
“Background Knowledge,” “Machine Learning,” “Uncertain Graphs,” and “L-diversity”
exhibit a strong connection with the influential nodes. This illustrates that the co-occurrence
of these keywords was of considerable interest to researchers during the 2014–2018 subpe-
riod.

In the network of the last subperiod 2019–2022 in Fig. 18, keywords “Social Network,”
“Privacy Preservation,” “Anonymization,” “K-anonymity,” “ClusteringAlgorithms,” “Gener-
alizationApproach,” “Differential Privacy,” “Utility,” “Data Publishing,” and “GraphTheory”
are influential nodes. Additionally, keywords “Graph Modification Approach,” “Structural
Properties,” “Information Loss,” “Genetic Algorithm (GA),” “Randomization Approach,”
“Perturbation Techniques,” “Background Knowledge,” “K-degree,” “Graph Matching Tech-
nique,” “Uncertain Graphs,” “Optimization,” “Fuzzy Set Theory,” and “Artificial Neural
Network (ANN)” demonstrate a strong link with the influential nodes mentioned earlier,
indicating their interrelation in the field of social network anonymization.

The co-occurrence mapping of all the authors’ keywords used in the 2007–2022 period is
provided in Fig. 19.

As shown in this figure, keywords “Social Network,” “Privacy Preservation,”
“Anonymization,” “K-anonymity,” “Data Publishing,” “ClusteringAlgorithms,” “Generaliza-
tionApproach,” “Differential Privacy,” “GraphModificationApproach,” “UncertainGraphs,”
“Information Loss,” “Structural Properties,” “Randomization Approach,” “L-diversity,”
“Graph Theory,” “Background Knowledge,” “Social Network Analysis (SNA),” “K-degree,”
“MachineLearning,” and “PerturbationTechniques” are among themost influential keywords
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Fig. 18 Co-occurrence mapping of 2019–2022 authors’ keywords

Fig. 19 Co-occurrence mapping of 2007–2022 authors’ keywords

used by researchers in the social network anonymization field. Moreover, the overlay visual-
ization provides key insights into the period of usage for particular keywords by researchers
in the specified field. For instance, the most recent keywords utilized by researchers include
“Graph matching Technique,” “Artificial Neural Network (ANN),” “Optimization,” “Particle
Swarm Optimization Algorithm (PSO),” “Cuckoo Optimization Algorithm (COA),” “Firefly
Algorithm (FA),” “Hierarchical Clustering,” “Blowfish Privacy,” and “Assortativity.”
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3.3 Statistical measures and network analysis

In the following section, statistical analyses and network analysis, including the frequency
analysis of the keywords, their relative growth, the T-score values, and weighted degree/node
strength, are provided on the research dataset during the successive subperiods.

3.3.1 Most significant keywords

This section outlines the statistical and network analysis techniques employed to analyze the
authors’ keywords. Specifically, the study leverages growth analysis, T-score, and weighted
node strength metrics to evaluate the significance of frequently occurring keywords across
four distinct subperiods. Growth analysis identifies the expansion of research topics by
measuring changes in keyword frequency, while T-score analysis evaluates the statistical
significance of keywords based on their frequency, mean, and standard deviation. Addition-
ally, weighted node strength assesses the importance of a keyword by summing the weights
of its network connections. These methods provide insights into the evolution and relevance
of key topics in the research area.

We report these metrics not only to assess the impact and importance of the keywords
thus far but also to predict which keywords are more likely to become future trends. To this
end, a combined importance score was calculated, which integrates the normalized values of
growth, T-score, and weighted node strength. In this study, equal weights were assigned to
these metrics to ensure balanced importance across all measures. The detailed formulas for
each metric are provided in Appendix A for further reference.

Table 1 presents the distribution of each frequent keyword in the 2007–2022 period, and
Fig. 20 illustrates the frequency distribution of the commonly used keywords over the four
determined subperiods. This figure provides a more insightful representation of the growth
of the unique keywords presented in Table 1. Specifically, a large portion of the bar plots
for each keyword pertains to the most recent subperiods, indicating that they are currently
experiencing increased usage and positive growth.

Furthermore, Table 2 presents the growth, T-score,weighted node strength, and importance
factor associatedwith the frequent keywords.Notably, the growth,T-score, andweighted node
strength values for each keyword hold more significance compared to their frequency alone.
This is because our goal is to assess the impact and relevance of keywords and topics up to
the present time as well as to predict which ones are more likely to become future trends. It
is noteworthy that all the frequent keywords listed in Table 1 exhibit statistically significant
and positive growth, while none indicate a statistically significant decline according to the
data presented in Table 2.

The keywords with the highest relative significant growth rate, T-score, andweighted node
strength in Table 2 are “Social Network,” “Privacy Preservation,” “Anonymization,” “K-
anonymity,” “Data Publishing,” “Utility,” “Clustering Algorithms,” “Differential Privacy,”
and “Generalization Approach.” Therefore, these keywords are considered pertinent to the
social network anonymization field. Furthermore, given their high relative importance factor,
it is more likely that we will encounter them in future works within this domain.

Additionally, some keywords did not exhibit noticeable growth or high weighted node
strength compared to the ones previously mentioned. However, their corresponding T-score
significance values suggest that they still represent important topics. These keywords, as
shown in Table 2, include “Structural Properties,” “L-diversity,” “Information Loss,” “Graph
Modification Approach,” “Randomization Approach,” “Social Network Analysis (SNA),”
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Fig. 20 Analysis of frequency distribution of frequent keywords across four subperiods

“Perturbation Techniques,” “Graph Matching Techniques,” “Neighborhood Attack,” “Com-
munity Detection Algorithms,” “Uncertain Graphs,” “Machine Learning,” and “Genetic
Algorithm (GA).”

3.4 Co-word analysis

In this section,wedescribe the co-word analysis [15],which builds upon the earlier co-citation
analysis method [151, 152]. Unlike citation-based methodologies, the co-word analysis
allows us to explore the relationships and connections between keywords, as well as iden-
tify patterns among them within the research context. In other words, the co-word analysis
explores the frequency with which pairs of keywords appear simultaneously in the literature,
enabling the identification of relationships between clusters of keywords or themes [37, 87]
and tracking their developmental trends [36, 88]. The analysis of keyword co-occurrence
patterns can reveal the intellectual structure of a particular research field and the connections
among its various themes. This method allows for a deeper understanding of the relation-
ships between different topics within the field being studied (Ronda-Pupo&Guerras-Martin,
2012). Over the years, the co-word analysis method has been enhanced and refined by incor-
porating innovative techniques, such as co-word clustering [14], social network analysis [40],
and strategic diagrams [157]. Of particular interest is the strategic diagram, which utilizes
measures of density and centrality tomap the dynamics of themes and topicswithin a research
field. The strategic diagram serves as a valuable tool in visualizing and analyzing the interplay
and evolution of various themes, providing valuable insights into the intellectual landscape
of the research field.

The SciMAT software, developed by [33], was used to perform co-word analysis using
an algorithm to identify themes across the four different subperiods. The software creates
networks of keywords, and edges represent the co-occurrence of keywordpairs in the analyzed
documents.

The edge’s weight indicates the importance of the relationship in the entire set of docu-
ments related to the research field being studied. The results of the analysis are then used to
create strategic diagrams that show how thematic areas evolved throughout each subperiod.
The SciMAT software follows three main stages:

• Extract clusters of keywords for each subperiod.
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• Investigate the evolution of the extracted clusters over time, with the aim of identifying
the primary themes of the research field, their origins, and the connections among them.

• Analyze the performance of the identified themes within each subperiod using quantitative
measures such as the number of documents, average citations, and h-index.

Each stage is further explained in the following subsections.

3.4.1 Process of detecting themes

In this section, we discuss the SciMAT software that was applied to analyze the keywords
from papers related to social network anonymization and detect the themes. To evaluate
the effectiveness and quality of the identified themes and thematic areas, a quantitative and
impact analysis was conducted for each subperiod. This analysis involved examining the
quantity of documents linked to each theme, encompassing both core documents and sec-
ondary documents. Core documents are defined as those that contain at least two keywords
appearing within the network of a particular theme, whereas secondary documents are those
that have only one keyword associated with the theme’s network. It is important to note that
both core and secondary documents can potentially belong to multiple thematic networks
[32]. Additionally, the quantity of documents, citations, average citation counts, and h-index
value of each identified theme were tracked to evaluate their quality and impact.

In the following subsections, the themes are depicted visually. Then, the evolution of the
themes is discussed in relation to their performance measures.

3.4.2 Visualization of social network anonymization themes

To explore themes related to the social network anonymization field in different time periods,
two types of strategic diagrams are illustrated using the SciMAT software. These diagrams
show the spheres’ sizes, with the first diagram representing the number of citations received
and the second one representing the number of core documents published for each theme
(Appendix B displays the core documents relating to each theme within each subperiod). It
is worth mentioning that, based on their placement within the strategic diagram, there are
four distinct types of themes [13, 14, 36, 37, 61]:

• The themes related tomotors located in the upper-right quadrant of the strategic diagramare
highly central and dense, indicating their significance for the organization and development
of the research field. In other words, these themes are well established and fundamental to
the field.

• The upper-left quadrant of the strategic diagram contains the specialized and peripheral
themes, which have high density, indicating their advanced development. However, their
low centrality implies that these themes have little significance or importance for the
research field.

• Themes that are either emerging or disappearing are located in the lower-left quadrant of
the strategic diagram. These themes exhibit low density and centrality, suggesting that they
are underdeveloped and not very significant for the research field.

• The lower-right quadrant of the strategic diagram contains basic, transversal, and general
themes that are significant for the research field but are not yet well developed.

The strategic diagrams and their related tables with quantitative measures for each sub-
period are subsequently presented.
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During the first subperiod, from 2007 to 2010, a total of 26 documents was extracted and
analyzed. The strategic diagrams are presented in Fig. 21.

Table 3 provides the quantitative measures related to the extracted themes.
During the 2007–2010 subperiod, the strategic map indicates that the “Relational Data”

and “Structural Attacks” themes were emerging as key areas of focus, while the “Gener-
alization Approach” appeared as an underdeveloped theme that could either grow or fade
in importance. Note that the “Structural Attacks” and “Relational Data” are highly central
because they address the fundamental challenges in protecting user data within social net-
works, making them widely applicable and connected to various aspects of privacy research.
The relationships between these motor and specialized themes reveal shifting research
priorities. For instance, “Structural Attacks” laid the groundwork for more sophisticated
anonymization methods in later periods, as researchers increasingly focused on addressing
vulnerabilities in social networks. The interplay between themes, such as “Relational Data”

Fig. 21 The strategic diagrams designed for the initial subperiod of 2007–2010 utilizing two parameters for
analysis: a Number of citations received by these documents and b Total count of core documents

Table 3 The metrics used to evaluate the performance of the themes during the subperiod of 2007–2010

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Relational data 4 3 133 33.25

Re-identification
attacks

8 6 705 88.12

K-anonymity 13 8 1,113 85.62

Degree sequence 6 5 917 152.83

Structural attacks 4 3 617 154.25

Anonymization 11 9 1,191 108.27

Generalization
approach

2 2 247 123.5
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and “Re-identification Attacks,” also highlights how early research centered on key privacy
risks, setting the stage for the development of more complex privacy-preserving techniques
as the field matured.

In the following paragraphs, we provide a detailed explanation of each theme during the
2007–2010 subperiod based on the obtained strategic map and the quantitative measures:

The “Structural Attacks” and “Relational Data” themes are classified as motor themes due
to their central role in addressing key privacy challenges in social network anonymization.
“Structural Attacks” focus on exploiting the inherent connections and patterns within social
networks to compromise privacy, such as identifying users through structural vulnerabilities.
With 4 core documents, an h-index of 3, and a high total citation count of 617, this theme
had a substantial impact, reflecting the urgency of addressing these risks. Similarly, “Rela-
tional Data” involves protecting the relationships between users, which are often targeted in
privacy breaches. With 4 core documents, an h-index of 3, and 133 total citations, this theme
also played an important role, though slightly less prominent. Together, these themes were
foundational in shaping research on safeguarding user connections and preventing privacy
breaches in social networks.

The “Degree Sequence” and “Re-identification Attacks” themes are categorized as spe-
cialized and peripheral due to their higher density but lower centrality, indicating that they are
highly developed in their specific subfields but remain somewhat isolated from the broader
research landscape. Both themes are well developed, with substantial citation counts and
h-index values, reflecting a deep focus within specific areas. However, their low centrality
suggests that they were not yet widely integrated into the overall research conversation. Nev-
ertheless, their high average citation counts, 152.83 for “Degree Sequence” and 88.12 for
“Re-identification Attacks,” demonstrate that these themes had a noticeable impact within
specialized areas of the field.

The “Generalization Approach” emerges as an underdeveloped theme with low centrality
and density. With only 2 core documents and an h-index of 2, this theme exhibits limited
significance during the 2007–2010 subperiod. However, its relatively high average citation
count (123.5) indicates that although this area did not gain widespread attention during
this time, the documents it produced had some influence in the field. This suggests that
the generalization approach might be an emerging theme, showing potential for growth in
subsequent periods.

The themes of “Anonymization” and “K-anonymity” are considered basic, transversal,
and general, appearing in the lower-right quadrant of the strategic diagram. These themes are
marked by high core document counts, strong h-index values, and substantial total citations,
which reflect their broad applicability and importance to the research field. Their positioning,
however, indicates that while these themes were crucial, they were still in the process of
maturing. Their central placement suggests that both “Anonymization” and “K-anonymity”
are poised to continue influencing the direction of the field and have the potential to further
develop into key research areas in the long term.

Figure 22 depicts the strategic diagram of the second subperiod of 2011–2014.
Also, the quantitative measures related to the extracted themes are provided in Table 4.
During the 2011–2014 subperiod, the strategic map indicates that the “Social Network”

and “Facebook” themes were emerging as key areas of focus, while the “Weighted Maxi-
mumCommonSubgraph (WMCS)” and “CombinatorialGraph” appeared as underdeveloped
themes that could either grow or fade in importance. The “Social Network” and “Facebook”
themes maintained high centrality because they represent the core domain of anonymization
research, making them essential references for nearly all studies in this field. Their rele-
vance to the majority of anonymization studies explains why they dominate the research

123



58 N. Yazdanjue et al.

Fig. 22 The strategic diagrams designed for the initial sub period of 2011–2014 utilizing two parameters for
analysis: a Number of citations received by these documents and b Total count of core documents

landscape. The relationships between these themes reflect the evolving priorities within the
field. For example, the focus on the “Social Network” theme demonstrates how researchers
were addressing the increasingly complex privacy risks associated with large-scale social
platforms. The prominence of “Facebook” underscores the importance of specific platforms
in driving research during this period, particularly as it was often used as a dataset for testing
anonymization techniques. Additionally, the interplay between “Facebook” and themes like
the “Randomization Approach” reveals a shift toward using real-world datasets to explore
more advanced, technical methodologies for privacy preservation, thereby laying the ground-
work for future advancements in anonymization strategies.

The next paragraphs present a thorough analysis of each theme from the 2011–2014
subperiod, guided by the strategic map and quantitative data:

“Social Network,” “Facebook,” “Fuzzy Set Theory,” “Cluster Coefficient,” “Encryption,”
and “Weighted Network” are considered motor themes because they are highly central and
dense. The “Social Network” theme is the most prominent theme with the highest core doc-
ument count (90) and h-index (20), which indicates its central role in shaping the social
network anonymization research landscape. “Facebook” is another motor theme, high-
lighting the importance of using this social network as the experimental dataset in social
network anonymization research. “Fuzzy Set Theory,” “Cluster Coefficient,” “Encryption,”
and “Weighted Network” have lower core document counts and citations compared to “So-
cial Network” and “Facebook,” but their placement in the upper-right quadrant indicates their
importance in the research field during this period.

“Weighted Maximum Common Subgraph (WMCS),” “K-Means,” “Combinatorial
Graph,” “Graph Reconstruction Attack,” and “Neighborhood Information” are considered
as specialized and peripheral themes. These themes have higher density but lower central-
ity, suggesting they are specialized but somewhat isolated from the main research focus.
“Weighted Maximum Common Subgraph (WMCS)” and “Combinatorial Graph” are well
developed,with strong h-index values and average citations per document, indicating a deeper
focus in specific subfields. However, their low centrality implies that, during this subperiod,
theywere not widely integrated into the broader research landscape. Their low citation counts
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Table 4 The metrics used to evaluate the performance of the themes during the subperiod of 2011–2014

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Facebook 5 5 228 45.6

Fuzzy set theory 3 3 38 12.67

Social network 90 20 1464 16.27

Cluster coefficient 5 3 57 11.4

Randomization
approach

6 5 178 29.67

Relational data 6 4 250 41.67

Weighted network 8 3 81 10.12

Privacy breach 8 5 110 13.75

Np-hard 4 3 77 19.25

Encryption 2 1 4 2

Graph data 3 3 98 32.67

Subgraph 2 2 45 22.5

Tabular data 2 1 1 0.5

Weighted
maximum
common
subgraph
(WMCS)

1 1 1 1

K-means 1 1 3 3

Neighborhood
information

1 1 33 33

Combinatorial
graph

1 1 7 7

Graph
reconstruction
attack

1 1 2 2

Hypergraph
clustering

1 1 13 13

Dynamic network 1 1 3 3

Semi-supervised
clustering
algorithms

1 1 1 1

Supervised
machine learning
algorithms

1 1 3 3

T-closeness 1 1 1 1

Artificial
intelligence (AI)

1 1 4 4

123



60 N. Yazdanjue et al.

(1 and 7, respectively) suggest that, while specialized, these themes had a relatively limited
impact in the field.

“T-closeness,” “Supervised Machine Learning Algorithms,” “Semi-supervised Cluster-
ing Algorithms,” “Hypergraph Clustering,” “Dynamic Network,” and “Artificial Intelligence
(AI)” are emerging or disappearing themes. These themes, located in the lower-left quadrant,
are characterized by low centrality and density, indicating that they were either emerging or
disappearing during this subperiod. Most of these themes have only one core document with
low citation counts, signifying limited influence and visibility at the time. However, some of
these themes, such as “Dynamic Network” and “Artificial Intelligence (AI),” may represent
promising areas that could gain more traction in future periods.

“Tabular Data,” “Randomization Approach,” “NP-hard,” “Privacy Breach,” and “Rela-
tional Data” are classified as basic and transversal themes, as they have high centrality but
lower density. These themes are essential for advancing anonymization methods in social
networks. “Relational Data” and “Privacy Breach” focus on safeguarding structured and
relational datasets, with an average of 41.67 and 13.75 citations per document, respectively.
Also, placing the “NP-hard” and “Randomization Approach” themes in the lower-right quad-
rant suggests their potential to grow in importance and influence the in the future development
of social network anonymization techniques.

Moreover, it is worth nothing that themes on the border lines, i.e., “Graph Data” and
“Subgraph,” have mixed characteristics, suggesting they might be transitioning between
different levels of significance and development within the field. Hence, with respect to
the quantitative values of both “Graph Data” and “Subgraph” themes from Table 4, they
can be considered motor themes because they are fundamental and crucial themes for the
development of the social network anonymization field.

Figure 23 illustrates the strategicmapof the extracted themes for the 2015–2018 subperiod.
In addition, the quantitative measures related to the themes of this subperiod are shown

in Table 5.
During the 2015–2018 subperiod, the strategic map indicates that the “Privacy Preserva-

tion” and “Artificial Intelligence (AI)” themes were emerging as key areas of focus, while
the “Optimization” and “AdversarialMachine Learning” themes appeared as underdeveloped

Fig. 23 The strategic diagrams designed for the initial sub period of 2015–2018 utilizing two parameters for
analysis: a Number of citations received by these documents and b Total count of core documents
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Table 5 The metrics used to evaluate the performance of the themes during the subperiod of 2015–2018

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Random network 4 2 23 5.75

Perturbation
techniques

5 2 52 10.4

Privacy
preservation

105 13 790 7.52

Degree sequence 4 3 24 6

Privacy breach 7 2 10 1.43

Generalization
approach

7 5 56 8

Artificial
intelligence (AI)

4 4 32 8

Privacy attack
model

6 3 20 3.33

Graph
modification
approach

10 4 104 10.4

Information loss 12 4 83 6.92

L-diversity 4 2 14 3.5

Re-identification
attacks

6 3 30 5

Differential
privacy

7 4 31 4.43

Optimization 3 3 28 9.33

Weighted
maximum
common
subgraph
(WMCS)

2 2 8 4

Cryptography 2 2 17 8.5

Random
perturbation

2 1 4 2

Inference
algorithm

3 2 8 2.67

Directed graph 2 2 36 18

Level cut
heuristic-based
clustering
algorithm

1 1 2 2

Adversarial
machine learning

1 1 1 1

Mobile social
network

2 1 8 4
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Table 5 (continued)

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Decision support
systems (DSS)

2 0 0 0

Graph operations 1 1 7 7

Synthetic graph
generation

1 1 9 9

Mutual friend
attack

1 1 8 8

Network cohesion 1 1 4 4

PageRank
algorithm

1 1 10 10

Uncertain graphs 2 2 32 16

Graph partitioning 1 1 1 1

Big data 1 1 1 1

themes that could either grow or fade in importance. “Privacy Preservation” and “Artificial
Intelligence (AI)” dominate because they address widespread privacy concerns related to
large-scale platforms and the integration of AI, which are applicable across a broad range
of privacy research. The relationships between these themes reflect the evolving priorities
within the field. For example, the focus on the “Privacy Preservation” theme demonstrates
how researchers were increasingly addressing the privacy challenges posed by large-scale
data-sharing platforms. The prominence of “Artificial Intelligence (AI)” underscores the
growing integration of machine learning techniques into privacy research during this period,
particularly as AI methods were used for both identifying privacy risks and developing
anonymization strategies. Additionally, the interplay between “Artificial Intelligence (AI),”
“Perturbation Techniques,” and “Differential Privacy” provided new ways to anonymize data
without significantly compromising its utility. By integrating these cutting-edge method-
ologies with established privacy-preserving techniques, researchers were laying a strong
foundation for more robust and scalable anonymization solutions. These solutions would
become essential as the size and complexity of social networks and data-sharing platforms
continued to grow in subsequent years, requiring evenmore advancedmethods to ensure user
privacy.

The next paragraphs offer a detailed analysis of each theme from the 2015–2018 subperiod,
informed by the strategic map and relevant quantitative data:

“Privacy Preservation,” “Artificial Intelligence (AI),” “Perturbation Techniques,” “L-
diversity,” “Differential Privacy,” “Cryptography,” “Degree Sequence,” and “Random Net-
work” are placed in the upper-right quadrant and are consideredmotor themes due to their high
centrality and density, indicating their crucial role in shaping the social network anonymiza-
tion research landscape. “Privacy Preservation” is the dominant theme, with the highest core
document count (105) and an h-index of 13, reflecting its central role in the field during
this period. “Artificial Intelligence (AI)” also emerged as a key motor theme, highlighting
the increasing reliance on AI techniques in privacy research. Themes such as “Perturba-
tion Techniques,” “L-diversity,” “Differential Privacy,” “Cryptography,” “Degree Sequence,”
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and “Random Network” have lower core document counts and citations compared to “Pri-
vacy Preservation” and “Artificial Intelligence (AI),” but their placement in the upper-right
quadrant indicates their importance to the research community during this period.

“Optimization,” “Adversarial Machine Learning,” “Level Cut Heuristic-based Clustering
Algorithm,” “Weighted Maximum Common Subgraph (WMCS),” “PageRank Algorithm,”
“Network Cohesion,” “Mutual Friend Attack,” and “Synthetic Graph Generation” are situ-
ated in the upper-left quadrant and are considered specialized and peripheral themes that are
advanced but less significant in this subperiod. This suggests that while they are well devel-
oped in specific subfields, they remain somewhat isolated from the main research focus.
For example, “Optimization” has 3 core documents with an average of 9.33 citations per
document, indicating advanced development. However, “Adversarial Machine Learning,”
“Level Cut Heuristic-based Clustering Algorithm,” “Weighted Maximum Common Sub-
graph (WMCS),” “PageRank Algorithm,” “Network Cohesion,” “Mutual Friend Attack,”
and “Synthetic Graph Generation” exhibit advanced development but had limited overall
impact during this subperiod, as evidenced by their lower core document counts and citation
numbers.

“Graph Operations,” “Decision Support Systems (DSS),” “Generalization Approach,”
“Directed Graph,” “Uncertain Graphs,” “Big Data,” and “Graph Partitioning” themes are
located in the lower-left quadrant and are characterized by low centrality and density, indi-
cating that they were either emerging or disappearing during this subperiod. Most of these
themes have only one or two core documents with low citation counts, signifying limited
influence and visibility at the time. However, some of these themes, such as “Uncertain
Graphs” and “Directed Graph,” might be underdeveloped and represent promising areas that
could gain more traction in future periods.

The lower-right quadrant contains the themes “Random Perturbations,” “GraphModifica-
tion Approach,” “Information Loss,” “Re-identification Attacks,” “Privacy Breach,” “Mobile
Social Network,” “Privacy Attack Model,” and “Inference Algorithm” which are classified
as basic and transversal, as they have high centrality but lower density. These themes play
a crucial role in advancing anonymization methods in social networks but are still in the
process of development. For example, “Random Perturbations” has 2 core documents, an
h-index of 2, and an average of 2 citations per document, indicating early-stage research
that has yet to gain significant traction. In contrast, “Graph Modification Approach,” with
10 core documents, an h-index of 4, and an average of 10.4 citations per document, repre-
sents ongoing efforts to tackle privacy challenges through modifications of graph structures,
showing more consistent impact. Similarly, “Information Loss,” with 12 core documents and
an average of 6.92 citations per document, along with “Re-identification Attacks,” with 6
core documents and an average of 5 citations per document, provide foundational insights
into the trade-offs and consequences of different anonymization techniques. While “Privacy
Breach,” with 7 core documents, an h-index of 2, and an average of 1.43 citations per docu-
ment, has had limited impact during this subperiod, it remains an essential concern for future
research. Besides, “Mobile Social Network,” “Privacy Attack Model,” and “Inference Algo-
rithm” exhibit varying core document counts, h-index values, and citation counts. Despite
their current moderate influence, their high centrality and low density suggest that they have
the potential to grow in importance as research continues to evolve. The placement of these
themes in the lower-right quadrant indicates that they will likely play a foundational role in
shaping the future development of social network anonymization techniques.

Moreover, the strategic diagram of the last subperiod, 2019–2022, is depicted in Fig. 24.
In addition, the quantitative measures of the themes in the last subperiod are provided

in Table 6. Since this is the final subperiod, the average number of citations is significantly

123



64 N. Yazdanjue et al.

Fig. 24 The strategic diagrams designed for the initial sub period of 2019–2022 utilizing two parameters for
analysis: a Number of citations received by these documents and b Total count of core documents

lower than the previous subperiods. This is primarily due to the relationship between this
factor and the number of papers. In the last subperiods, the citation count decreases due to
the limited number of documents in the field.

During the 2019–2022 subperiod, the strategic map highlights “Privacy Preservation,”
“Artificial Neural Network (ANN),” and “Graph Matching Technique” as emerging key
areas of focus, reflecting the growing sophistication in social network anonymization. The
continued prominence of “Privacy Preservation” underscores the ongoing challenge of safe-
guarding user data in complex social networks, where risks are evolving alongside the
expansion of data-sharing platforms. The emergence of “Artificial Neural Network (ANN)”
points to the increasing integration of machine learning techniques in privacy research. AI-
driven approaches such as ANN are being applied to identify vulnerabilities and enhance
anonymization strategies, enabling more proactive, scalable methods for handling large
datasets. Similarly, the “Graph Matching Technique” demonstrates the focus on compar-
ing graph structures to prevent privacy breaches, a critical task in social networks where
relationships between users must be carefully managed to protect sensitive data. Meanwhile,
specialized themes such as “Collusion,” “Matrix Algebra,” and “Linkage Attack” remain
peripheral, reflecting niche areas of research with specific applications. These themes, while
important in certain contexts, have yet to gain broader traction in the field. For instance,
“Collusion” addresses multi-attacker scenarios, which, though relevant, are less central
to mainstream anonymization strategies. The relationships between motor and specialized
themes reveal a clear trend; for example, foundational themes such as “Privacy Preservation”
continue to anchor the field, while emerging technicalmethods, includingAI and graph-based
approaches, are becoming increasingly vital. The inclusion of real-world datasets and opti-
mization techniques, including “Directed Graph” and “Genetic Algorithm (GA),” points to a
growing emphasis on practical, scalable solutions for anonymization in complex networks.

In the next paragraphs, we present a detailed analysis of each theme from the 2019–2022
subperiod, using the strategic map and associated quantitative data:

“Privacy Preservation,” “Background knowledge,” “Artificial Neural Network (ANN),”
“Graph Matching Technique,” “Cluster Analysis,” “Singular Value Decomposition (SVD),”
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Table 6 The metrics used to evaluate the performance of the themes during the subperiod of 2015–2018

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Singular value
decomposition
(SVD)

3 1 2 0.67

Privacy
preservation

88 9 329 3.74

Artificial neural
network
(ANN)

3 1 1 0.33

Graph matching
technique

3 1 2 0.67

Matrix algebra 3 2 9 3

Perturbation
techniques

7 2 9 1.29

Cluster analysis 4 2 9 2.25

Social network
analysis (SNA)

3 2 16 5.33

Structured data 3 1 2 0.67

Background
knowledge

5 2 7 1.4

Real-world
datasets

6 3 16 2.6

Directed graph 5 3 35 7

Genetic
algorithm (GA)

2 2 12 6

Collusion 1 0 0 0

Power law 2 1 2 1

Synthetic graph
generation

2 1 1 0.5

Firefly algorithm
(FA)

1 1 35 35

F-factors 1 1 2 2

M-privacy 1 1 1 1

Linkage attack 1 0 0 0

Uncertain graphs 2 2 10 5

K-degree 2 1 13 6.5

Noise node 1 1 7 7

Link privacy 1 1 3 3

Dynamic
network

1 1 3 3

Sensitive
weighted edges

1 0 0 0

123



66 N. Yazdanjue et al.

Table 6 (continued)

Theme name Core documents
count

Core documents
h-index

Core documents
citations

Core documents
average citations

Attribute graph 1 1 13 13

Supervised
machine
learning
algorithms

1 1 2 2

“Structured Data,” and “Social Network Analysis (SNA)” are classified as motor themes
due to their high centrality and density, reflecting their importance in driving research
within the social network anonymization field. “Privacy Preservation” is the most signif-
icant theme, with 88 core documents and 329 citations, underscoring its crucial role in
shaping privacy-preserving techniques. This theme focuses on protecting the personal infor-
mation and sensitive relationships of social network users, remaining central to the research
landscape. While “Artificial Neural Network (ANN),” “Graph Matching Technique,” and
“Singular Value Decomposition (SVD)” had lower core document counts, their placement in
the upper-right quadrant indicates that they are becoming essential in refining data protection
methodologies in social networks. Thesemethods, alongwith “Background knowledge,” play
a key role in creating privacy-preserving techniques that address the complex relationships
in social network datasets.

“Collusion,” “Matrix Algebra,” “Linkage Attack,” “M-privacy,” “F-factors,” and “Firefly
Algorithm (FA)” themes are positioned in the upper-left quadrant, indicating higher density
but lower centrality, which suggests that while they are specialized and well developed,
they remain peripheral to the broader field. For example, “Firefly Algorithm (FA)” is an
optimization technique applied in specific cases of social network anonymization, but it
is not yet widely integrated into the core research landscape. Similarly, “M-privacy” and
“Linkage Attack” represent privacy models and attack scenarios that are important in niche
areas but do not yet hold widespread relevance across all privacy preservation contexts. These
themes are crucial in their respective subfields but have not significantly influenced the overall
direction of social network anonymization research.

The “Sensitive Weighted Edges,” “Dynamic Network,” “Link Privacy,” “Noise Node,”
“Attribute Graph,” “K-degree,” “Uncertain Graphs,” and “Supervised Machine Learning
Algorithms” themes, located in the lower-left quadrant, are characterized by low central-
ity and density, indicating that they may be either emerging research directions or fading
interests within the field. For instance, themes like “Link Privacy,” “Noise Node,” “Uncertain
Graphs,” and “Dynamic Network” may represent emerging topics that could gain more trac-
tion as researchers continue to explore innovative methods in social network anonymization.
These themes hold the potential for introducing novel privacy-preserving approaches. Con-
versely, themes like “Attribute Graph,” “K-degree,” and “SensitiveWeighted Edges” could be
considered disappearing if their relevance has decreased due to advances in more prominent
themes or emerging methodologies.

The “Genetic Algorithm (GA),” “Directed Graph,” “Real-world Datasets,” “Perturbation
Techniques,” “Power Law,” and “Synthetic Graph Generation” themes are situated in the
lower-right quadrant, indicating high centrality but lower density, which suggests that while
they are broadly impactful across the research field, they are not yet fully developed. These
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themes are essential building blocks that can be applied across a range of privacy preservation
problems in social networks. For example, “Perturbation Techniques,” with 7 core documents
and an average of 1.29 citations per document, reflects general methods used to anonymize
graph data by introducing noise. These techniques can be applied to a wide array of social
network privacy preservation scenarios. Similarly, “DirectedGraph” and “Genetic Algorithm
(GA)” are fundamental concepts that can be applied in various contexts, playing a key role
in shaping future research developments.

Based on the conducted analyses of this section, it is worth noting that the basic and
motor themes in the social network anonymization domain achieve the highest citation scores
and impacts. By recognizing these basic themes, researchers can better comprehend the
foundational concepts, principles, and building blocks that support this research area. This
understanding aids in establishing a robust foundation, which is essential for grasping more
advanced and specialized topics. Moreover, basic themes frequently act as a launchpad for
new research, allowing researchers to spot potential research gaps and opportunities for
further investigation, innovation, and cooperation.Additionally, being familiarwith themotor
themes offers valuable insights into the field’s primary challenges and prospects, assisting
researchers in developing new research questions and hypotheses.

3.4.3 Evolution of social network anonymization themes

After examining how the number of common keywords changes throughout various subperi-
ods. Subsequently, we investigated the development of thematic areas to track the progression
of themes.

As depicted in Fig. 25, there is a variation in the constancy of keywords across each subpe-
riod. Although several keywords consistently appear, some newly appear or fade away within
each subperiod. In addition, specific keywords like “T-closeness” exhibit uniqueness by
being exclusive to particular subperiods. Despite this, a number of keywords are consistently
present across all the analyzed subperiods, such as “Social Network,” “Privacy Preserva-
tion,” “Anonymization,” “K-anonymity,” “Generalization Approach,” “Differential Privacy,”
“GraphModification Approach,” “Randomization Approach,” and “Clustering Algorithms.”

It is worth noting that, in overlapping map, the inclusion similarity index refers to the
degree of overlap or similarity in the set of keywords between two subperiods, with a higher
value indicating a greater degree of similarity. Taking this into consideration and based on the
information presented in Fig. 25, the number of shared keywords between the (2007–2010)
and (2011–2014) subperiods is 49. This indicates that these two subperiods share some
common research topics or themes in the social anonymization field. Also, the inclusion
similarity index of 0.7 between the (2007–2010) and (2011–2014) subperiods suggests a
relatively high degree of overlap/similarity in the set of shared keywords. This implies a

70 156 202 190
49 (0.7) 93 (0.6) 92 (0.48)

(2007-2010) (2011-2014) (2015-2018) (2019-2022)

Fig. 25 Overlap mapping: the proportion of keywords that are shared between consecutive subperiods, both
incoming and outgoing
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certain level of continuity or similarity in research themes or topics between these two
subperiods.

Furthermore, the number of shared keywords increases between the (2011–2014) and
(2015–2018) subperiods, which suggests that there is more overlap in research topics or
themes between these two subperiods. However, the inclusion similarity index between the
(2011–2014) and (2015–2018) subperiods decreases to 0.6, indicating a lower degree of
overlap or similarity in the set of shared keywords between these two subperiods. This
signifies a decreasing level of continuity or similarity in research themes or topics between
these two subperiods.

Interestingly, the number of shared keywords between the (2015–2018) and (2019–2022)
subperiods is slightly lower at 92, which may indicate a slight decrease in the level of
overlap or commonality in research topics between these two subperiods. In addition, the
inclusion similarity index between the (2015–2018) and (2019–2022) subperiods decreases
even further to 0.48, which suggests a reduction in the degree of overlap or similarity in the
set of shared keywords between these two subperiods. This shows a further decrease in the
level of continuity or similarity in research themes or topics between these two subperiods.

Overall, the shared keywords and inclusion similarity index values between the subperiods
suggest a decreasing level of continuity or similarity in research themes or topics in the social
anonymization field. This reduction between the subperiods may indicate a shift in research
focus or divergence in scientific disciplines within the social anonymization field, which
could have implications for interdisciplinary collaboration and knowledge transfer within
this field.

In the ensuing subsections, we present a comprehensive analysis of the development of
themes within the realm of social network anonymization by utilizing the evolution map and
alluvial diagrams.

Evolution map SciMAT’s evolution map analysis was used to examine the evolution of
themes in the social network anonymization field over time. This map illustrates the primary
topics and themes within the field and how they have transformed or progressed across
different periods. The creation of this evolution map relies on the analysis of co-occurring
networks of keywords, enabling us to identify the most pertinent research topics and their
relationships. Therefore, through employing this map, we gained a better understanding of
the field’s development, identified emerging topics or research gaps, and explored potential
future research directions.

Figure 26 illustrates the evolution of themes in the social network anonymization field. In
this evolution map:

• A solid line indicates that either both themes have the same name or one of the themes
shares a keyword with the other.

• A dashed line signifies that the themes share keywords that are not identical to the names
of the themes.

• The width of the link between themes is directly proportional to the inclusion similarity
index.

• The size of the spheres corresponds to the number of published core documents for each
theme,meaning that a larger sphere indicates a higher number of published core documents.

This evolution map illustrates that during each subperiod, some newly emerged keywords
represent new research topics or unexplored areas of study in the social network anonymiza-
tion field. These keywordsmay indicate the introduction of newmethods or techniques, novel
research areas, or the participation of new authors in the field. For example, in the subperiod
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Fig. 26 The evolution map of the social network anonymization field
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spanning 2011–2014, ten newly emerged keywords include “Artificial Intelligence (AI),”
“T-closeness,” “Supervised Machine Learning Algorithms,” “Semi-supervised Clustering
Algorithm,” “Combinatorial Graph,” “Neighborhood Information,” “K-means,” “Weighted
Maximum Common Subgraph (WMCS),” “Encryption,” and “Facebook.”

The appearance of “Artificial Intelligence (AI),” “Supervised Machine Learning Algo-
rithms,” and “Semi-supervised Clustering Algorithm” as newly emerged keywords suggest
that researchers are starting to explore the application of AI and machine learning techniques
to address challenges of social network privacy. These algorithms could be used to identify
patterns in social network data that reveal sensitive information, such as location data or
personal relationships, and then obfuscate that information to protect individual privacy.

One newly emerged keyword, “T-closeness,” is an anonymizationmodel for relational data
that aims to protect the privacy of social network users by ensuring that the distribution of
data values in the anonymized dataset is similar to the distribution in the original dataset. This
model has superiority over the two well-known K-anonymity and L-diversity anonymization
models because it can dealwith various types of attacks, such as homogeneity and background
knowledge.

Another newly emerged keyword, “Combinatorial Graph” refers to a graph structure that
can be used to model complex relationships between nodes in a social network. This keyword
highlights the importance of using mathematical and computational tools to understand and
solve the social network anonymization problem.

Moreover, the “Weighted Maximum Common Subgraph (WMCS)” is a graph matching
algorithm that can be used to identify the largest subgraph that is common to two or more
graphs. This algorithm is used in social network anonymization to identify and preserve sig-
nificant structures (those with high total weights) when applying anonymization techniques.

“Neighborhood Information” is a newly emerged keyword that refers to the study of the
relationships between the nodes and their neighbors in a social network. This information
can be used to identify patterns in social network data and understand the structure of social
networks. In the context of social network anonymization, the researchers can use this infor-
mation to develop new anonymizationmethods that consider the relationships between nodes
in a social network.

Also, “K-means” is a clustering algorithm that groups data points together based on their
similarity. In the context of social network anonymization, K-means can be used to group
nodes together based on their similarity (e.g., attributes or connections) to protect individual
privacy.

Besides, “Encryption” is employed as a privacy protection mechanism for social network
data to limit unauthorized access and keep users’ information secure. However, since using
encryption alone is insufficient, it must be paired with anonymization techniques to guarantee
complete anonymity.

“Facebook” is a newly emerged keyword that likely refers to the growing interest in using
this platform to study ways of social network anonymization to protect users’ privacy.

Furthermore, in the 2015–2018 subperiod, the newly emerged keywords contain “Big
Data,” “Mutual FriendAttack,” “GraphOperations,” “Mobile SocialNetwork,” and “Directed
Graph.”

“Big Data” refers to the huge and complex sets of information that are generated by
users in social networks and various electronic devices like smartphones, wearable tech, or
home automation systems. These large datasets create significant challenges when it comes
to keeping personal information private and anonymous.
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In this subperiod, “Mutual Friend Attack” emerged, which is a type of attack that aims
to re-identify social network users by exploiting information about their mutual friends or
connections.

“GraphOperations” refers to the various computational andmathematical techniques used
to analyze and manipulate social network graphs, such as algorithms for graph clustering,
graph contraction, graph aggregation, graph pruning, and graph obfuscation.

The emergence of the “Directed Graph” in this subperiod shows a trend in studying
the social network anonymization methods on this type of graph where relationships or
interactions have a directional nature.

In the final subperiod, from 2019 to 2022, “Linkage Attack” emerged as a new theme. This
novel keyword suggests that researchers are increasingly concentrating on addressing this
type of attack in social network anonymization studies. During a linkage attack, an attacker
could exploit the structural properties or patterns present in the anonymized network data,
linking them to known properties or patterns in external data sources to re-identify a target.

It is worth noting that in different subperiods of the evolution map, there are some connec-
tions between clusters or individual nodes that are interesting to discuss and help understand
the relationships and interactions among various research topics or themes over time.

The “Graph Modification Approach” was first introduced during the 2007–2010 period
as a node of the “Re-identification Attacks” theme. The edge weight between these two
keywords (representing the strength of the relationship between those keywords, calculated
based on their co-occurrence in the articles) in the theme suggests that there is a significant
overlap in the research conducted on these topics. Therefore, these two keywords have a
significant tendency to appear together, indicating that graph modification approaches are
frequently studied and used as away to prevent re-identification attacks in the context of social
network anonymization. This can help researchers understand the importance of developing
robust graph modification techniques to enhance privacy protection in social networks. The
strong relationship between these two keywords also highlights the ongoing challenge of
balancing the need for privacy with the utility of the data as re-identification attacks continue
to evolve and becomemore sophisticated. As a result, researchers working in this area should
pay close attention to advances in both graph modification techniques and re-identification
attack strategies to ensure that they are aware of the latest developments and can adapt their
methods accordingly.

Furthermore, in the 2011–2014 subperiod, the “Graph Modification Approach” keyword
appeared in the “NP-hard” theme. The edge weight between these keywords indicates a rel-
atively low strength of association between them within the social network anonymization
field. This means that although these terms are related, they may not frequently co-occur
in the published papers, or their relationship is not as strong as other keyword pairs in the
domain. In 2015–2018, the “Graph Modification Approach” keyword gained prominence
within the social anonymization field, leading to the formation of a new theme centered
around it with the same label. The edge weight between the “Graph Modification Approach”
and “EdgeAddition/Deletion” keywords suggests that the combination of graphmodification
approaches and edge addition/deletion techniques is a central theme in the field of social net-
work anonymization. Researchers in this area focused on developing and improving methods
that involve altering the structure of social network graphs, particularly by adding or remov-
ing edges between nodes, to protect user privacy while preserving the utility of the data
for further analysis. Finally, in 2019–2022, the “Graph Modification Approach” keyword is
placed in the “Privacy Preservation” theme, which reveals a growing interest in using this
approach to protect privacy in social networks. The strong co-occurrence of this keywordwith
the “Structural Properties” and “Anonymization” keywords is also interesting. This strong
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co-occurrence suggests that the “Graph Modification Approach” is a promising technique
for privacy preservation and social network anonymization, particularly in the context of
preserving structural properties while maintaining data usefulness.

The evolution map of the social network anonymization field shows that in 2007–2010,
“Differential Privacy” was placed in the degree sequence theme, which is a mathematical
property of networks. This suggests that the concept of differential privacy is linked to math-
ematical approaches to social network anonymization by limiting the risk of re-identification.

Furthermore, the keyword “Differential Privacy” has strong connections to other key-
words, such as “Synthetic Graph Generation,” “Privacy Preserving Data Mining (PPDM),”
“Input Graph,” and “Power Law.” The strong connection between “Differential Privacy” and
these other keywords in the evolution map suggests that researchers in the social network
anonymization field during the 2007–2010 period were actively exploring the use of differ-
ential privacy techniques to create synthetic graphs, develop privacy-preserving data mining
algorithms, and analyze the structural properties of input graphs (like degree sequences and
power law distributions) without compromising privacy.

During the 2011–2014 subperiod, the evolution map of the social network anonymiza-
tion field shows the “Differential Privacy” keyword as a part of the “Cluster Coefficient”
cluster. This placement, along with its strong association to keywords like “Divide and Con-
quer Algorithm,” “Laplace Noise,” “Random Network,” “Cluster Coefficient,” and “Graph
Mining,” emphasizes the concentration of research and the interconnections among these
keywords during that period. The prominent link between “Differential Privacy” and other
keywords mentioned in the evolution map indicates that researchers in the social network
anonymization domain were concentrating on incorporating differential privacy into graph
mining activities while investigating the connection between privacy and structural charac-
teristics like cluster coefficients. For instance, the scientists developed divide-and-conquer
algorithms for effective graph analysis on random networks and employed Laplace noise to
ensure privacy while analyzing the mentioned networks.

During the 2015–2018 period of the evolution map, the “Differential Privacy” keyword
emerged as a theme. This signifies the increasing prominence of differential privacy as a
central research topic in the mentioned subperiod. The keyword also exhibits strong connec-
tions to other keywords, such as “Topological Information,” “PersistentHomology,” “Laplace
Noise,” “Matrix Algebra,” “Random Matrix,” “Correlation Matrix,” “Personalization,” “So-
cial Recommendations,” and “Shortest Path,” which highlights the interdisciplinary nature
of research during this period. The strong connections between “Differential Privacy” and
the above-mentioned keywords suggest that researchers were working on various aspects of
differential privacy in social networks. Such methods include applying differential privacy to
protect topological information, exploring advanced mathematical techniques like persistent
homology, using matrix algebra and random matrices to analyze network properties, and
incorporating privacy-preserving techniques into personalized social recommendations and
shortest path algorithms.

In the 2019–2022 subperiod, the “Differential Privacy” keyword is placed in the “Privacy
Preservation” theme, indicating the maturation of differential privacy as a well-established
technique in the context of privacy preservation in social networks. Its strong connection to
various other keywords, such as “Privacy Preservation,” “Structural Privacy,” “Social Net-
work,” and “Anonymization,” underscores the continued relevance and focus on these topics
during this period. The strong connections between “Differential Privacy” and these key-
words in this subperiod suggest that researchers in the social network anonymization field
were focusing on integrating differential privacy with other privacy preservation techniques
to achieve better structural privacy in social networks. This includes exploring new methods
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and techniques based on differential privacy for anonymizing social networks, as well as
studying the trade-offs between privacy and utility in various anonymization approaches.

Based on the provided evolution map and during the 2007–2010 subperiod, the “Gen-
eralization Approach” keyword is placed in its own theme. This indicates that during this
time, generalization approaches were a distinct and significant research focus within the
field. However, based on the strategy map diagram of the mentioned subperiod, the “Gen-
eralization Approach” theme had limited importance and connectivity with other research
themes, suggesting that it might have been underdeveloped or overlooked in comparison to
other themes during that time.The strong connection between “GeneralizationApproach” and
other keywords, such as “Eigenvector Centrality,” “Split Algorithms,” and “Decision Support
Systems (DSS),” highlights the relationships and interdisciplinary nature of research during
this period. The strong connection between “Generalization Approach” and the mentioned
keywords in the evolution map suggests that researchers in the social network anonymization
field were exploring the use of generalization approaches to anonymize social network data
while considering network properties like eigenvector centrality. They also developed and
applied various split algorithms, such as union-split algorithms, to improve the efficiency
of generalization processes, specifically in the context of graph partitioning and distributed
privacy-preserving techniques. Besides, the strong relationship between the “Generalization
Approach” and “Decision Support Systems (DSS)” demonstrates that researchers conducted
some studies to investigate how they can use the generalization approaches to ensure privacy
preservation in decision support systems.

In the 2011–2014 subperiod, the “GeneralizationApproach” keyword is placed in the “NP-
hard” theme. This placement indicates that during this period, the research focus related
to generalization approaches in social network anonymization was strongly connected to
NP-hard problems and optimization challenges. The connections to the “NP-hard,” “Opti-
mization,” and “Information Loss” keywords highlight the relationships between these topics
during this period. The connections between “Generalization Approach” and the keywords
mentioned in this subperiod suggest that researchers in the social network anonymization
field were focusing on the challenges associated with solving NP-hard problems related to
generalization approaches. They were also exploring optimization techniques to minimize
information loss while preserving privacy and dealing with the computational complexities
of these problems.

In the 2015–2018 subperiod, the “GeneralizationApproach” keyword is once again placed
in the “Generalization Approach” theme, suggesting that this research theme remained rele-
vant and active during this period. The “Generalization Approach” keyword is also connected
to various other keywords, including “K-means,” “Node Degree,” and “Suppression.” The
connection to “K-means” indicates that researchers explored the use of clustering algorithms,
like K-means, for generalization approaches in social network anonymization. The connec-
tion to “Node Degree” suggests that researchers may have been focusing on preserving the
degree distribution of nodes in the network while generalizing it for privacy protection. The
connection to “Suppression” implies that researchers might have been exploring the use of
suppression techniques to protect the users’ attribute privacy by suppressing their sensitive
data in the network.

During the 2019–2022 subperiod in the evolution map of the social network anonymiza-
tion field, the “GeneralizationApproach” keyword is placed in the “Genetic Algorithm (GA)”
theme. This indicates that during this period, researchers explored the use of genetic algo-
rithms to improve the efficiency and effectiveness of generalization approaches in social
network anonymization. The “Generalization Approach” keyword is also connected to other
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keywords, including “Particle Swarm Optimization Algorithm (PSO)” and “Hybrid Algo-
rithms.” The connection to the “Particle SwarmOptimizationAlgorithm (PSO)” suggests that
researchers used swarm intelligence-based optimization techniques to improve generaliza-
tion approaches in social network anonymization. The connection to “Hybrid Algorithms”
indicates that researchers combined genetic algorithms and other optimization techniques
(e.g., PSO) to create more powerful and flexible algorithms for social network anonymiza-
tion. As a result, the use of genetic algorithms, swarm intelligence, and hybrid algorithms
highlight the interdisciplinary nature of research in this field and the importance of leveraging
techniques from diverse fields to tackle complex problems.

While the “Uncertain Graphs” keyword was not present in the evolution map of the
2007–2010 subperiod, it does appear the 2011–2014 subperiod for the first time and is
placed in the “Randomization Approach” theme. This indicates that during this period, the
researchers tried to explore new ways of addressing the challenges associated with applying
an uncertain graph approach in social network anonymization.

In the 2015–2018 subperiod, the “UncertainGraphs” keyword is presented as a theme.This
indicates that during this period, researchers investigated the challenges and opportunities
associated with using uncertain graphs as an approach to anonymize the social network and
focused on this topic as a distinct and important research theme. Additionally, the “Uncertain
Graphs” keyword has a strong connection to the “Maximizing Variance” keyword. Variance
maximization involves maximizing the variance of the uncertain graph by selecting or per-
turbing its edges or weights. This can help to improve the accuracy of analyses performed
on the graph while preserving privacy.

During the 2019–2022 subperiod, the “Uncertain Graphs” keyword is once again placed
in the “Uncertain Graphs” theme. This suggests that during this period, researchers continued
to focus on uncertain graphs as an important and distinct research theme in social network
anonymization. The “Uncertain Graphs” keyword is also connected to the “Node Charac-
teristics” and “Triadic Closure” keywords in the theme. The focus on node characteristics
and triadic closures highlights the importance of understanding the structural properties and
dynamics of social networks to propose novel uncertain graph approaches for anonymizing
social networks effectively.

Furthermore, based on the proposed evolution map of the social network anonymization
field, we aim to identify connections between clusters or individual nodes across different
subperiods. This can help researchers to understand the relationships and interactions among
different research topics and themes over time.

As shown in the evolution map, the “K-anonymity” theme emerged for the first time
in the 2007–2010 subperiod. This means that the researchers tried to apply the previously
defined anonymization models used for relational and structured datasets to the graph data,
which is unstructured data. They proposed various social network anonymization models to
deal with the structural attacks based on the K-anonymity model along with different graph
structural properties, such as degree sequence, graph isomorphism, graph automorphism, and
centrality criterion. Subsequently, between 2011 and 2014, researchers focused on defeating
the shortcomings of K-anonymity-based models in combating re-identification and neigh-
borhood attacks. They introduced the “L-diversity” anonymization model to social network
anonymization, which led to the development of various models. Furthermore, during this
time, researchers also started to propose social network anonymization models based on the
“T-closeness” anonymization model to tackle the limitations of L-diversity-based models.

The proposed evolution map highlights a significant connection pattern involving “Gen-
eralization Approach,” “NP-hard,” “Optimization,” “Heuristics,” and “Meta-heuristics.”
Figure 26 demonstrates a link between the “Generalization Approach” theme in the

123



A comprehensive bibliometric analysis on social network… 75

2007–2010 subperiod and the “NP-hard” theme in the 2011–2014 subperiod. The “NP-
hard” theme encompasses keywords like “Optimization,” “Generalization Approach,” and
“Information Loss,” and there is a robust relationship among these keywords within this
cluster. That is, in this subperiod, the researchers’ focus shifted to tackling NP-hard prob-
lems related to generalization approaches during that time. This connection suggests that as
researchers explored generalization approaches in the earlier subperiod, they discovered that
some problems in the field were NP-hard, which means they are computationally difficult to
solve in an efficient manner. An example of this is identifying the optimal node clusters in the
generalization approach that result in minimal information loss. Consequently, the research
emphasis transitioned to discovering optimization methods, heuristics, and meta-heuristics
to tackle these intricate issues more effectively.

In the following subperiod of the evolution map, 2015–2018, the “NP-hard” keyword
is associated with the “Re-identification Attacks” theme. This association emphasizes the
intricate nature of some re-identification problems and underscores the necessity of creating
robust and efficient anonymization methods to counter these attacks. The evolution map
illustrates the importance of comprehending the computational obstacles inherent in re-
identification attacks and the unceasing efforts within the anonymization discipline to address
these challenges. Besides, in this subperiod, the keyword “Optimization” arises as a distinct
theme in the context of social network anonymization. This theme demonstrates the growing
importance of optimization techniques in addressing privacy and anonymization challenges
in social networks. Within the optimization theme, several related keywords are connected,
such as “Genetic Algorithm (GA),” “Heuristics,” and “Combinatorial Optimization.” These
keywords represent different optimizationmethodologies that have been employed in the field
to improve anonymization techniques. Additionally, these optimization-related keywords
have external connections with other relevant keywords from other themes. For instance,
“Clustering Algorithms,” “Graph Modification Approach,” and “K-anonymity” are linked
to the optimization theme. These external links signify the interdisciplinary nature of social
network anonymization research and reveal that optimization techniques are being integrated
with other approaches to enhance privacy protection. The emergence of the “Optimization”
theme, along with its connections to other keywords and themes, highlights the increasing
role of optimization techniques in the field of social network anonymization. This trend
highlights the ongoing efforts to develop more effective and efficient methods for protecting
users’ privacy in social networks by leveraging various optimization strategies.

In the last subperiod, the “Optimization” keyword appears within the “Artificial Neural
Network (ANN)” theme, signifying the increasing use of optimization techniques in the
context of ANNs for social network anonymization. The keyword has connections with
keywords like “Cuckoo Optimization Algorithm (COA),” “Graph Neural Network (GNN),”
“Backpropagation Algorithm,” and “High Degree Nodes,” illustrating the diverse optimiza-
tion approaches being integrated with neural networks to address privacy challenges in social
networks.

Besides, in this subperiod, the emergence of “Genetic Algorithm (GA)” as a theme,
along with its connections to related keywords like “Particle Swarm Optimization Algorithm
(PSO),” “Hybrid Algorithms,” “Generalization Approach,” and “Edge Addition/Deletion,”
highlights the growing importance of optimization techniques in social network anonymiza-
tion field. The diverse connections between GA and these keywords demonstrate the ongoing
efforts to develop more effective privacy-preserving methods by integrating GAwith various
meta-heuristics, generalization techniques, and graph modification approaches to address
privacy challenges in social networks.
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Also, the placement of “Combinatorial Optimization” within the “Synthetic Graph Gen-
eration” theme, along with its external connections to “Differential Privacy” and “Machine
Learning” keywords, illustrates the diverse applications of combinatorial optimization in
the field of social network anonymization. Emphasizing its relevance in generating syn-
thetic graphs that maintain user privacy, combinatorial optimization techniques are applied
in conjunction with differential privacy mechanisms and machine learning-based approaches
to develop more effective privacy-preserving solutions. These interdisciplinary connections
highlight the ongoing efforts to enhance privacy protection in social networks by integrating
combinatorial optimization with various techniques and methodologies.

The emergence of the “Firefly Algorithm (FA)” as a theme in social network anonymiza-
tion is notable in this subperiod.As ameta-heuristic algorithm, it has the potential for complex
optimization problems. The “Firefly Algorithm (FA)” theme is connected to other important
concepts, such as “Fuzzy Clustering” and “Identity Disclosure.” The connection between
“Fuzzy Clustering” and the “Firefly Algorithm (FA)” theme implies that the algorithm was
applied in optimizing fuzzy clustering techniques to enhance the effectiveness of social net-
work anonymization. Also, the connection between “Identity Disclosure” and the “Firefly
Algorithm (FA)” theme suggests that the algorithm was used to mitigate the risk of iden-
tity disclosure by optimizing anonymization techniques that balance data utility and privacy
preservation. Additionally, it has external links with relevant keywords, including “Optimiza-
tion,” “K-anonymity,” “Information Loss,” and “Clustering Algorithms.” These connections
highlight its relevance in privacy preservation and optimizing social network anonymization
techniques.

In the current subperiod, the “Neighborhood Attraction Firefly Algorithm (NAFA)” key-
word is associated with the “F-factors” theme in social network anonymization research.
This algorithm, which belongs to the meta-heuristic optimization category, is utilized to
optimize privacy-preserving techniques within the field. Moreover, external connections to
other keywords, such as “Graph Modification Approach,” “Structural Properties,” “Utility,”
and “Anonymization,” suggest potential applications of the NAFA algorithm in enhancing
privacy through graph modification, maintaining the structural properties of social networks
during anonymization, optimizing the balance between privacy protection and data utility,
and improving the overall anonymization process. Taken together, these connections high-
light the importance of the NAFA algorithm in optimizing social network anonymization
techniques and protecting user privacy.

Another intriguing pattern in the provided evolution map is the “Artificial Intelligence
(AI)” keyword,whichfirst emerged as a themewithin the subperiodof 2011–2014.This theme
exhibits a connection to the “Machine Learning” keyword, indicating a strong relationship
between these two concepts. Additionally, the “Artificial Intelligence (AI)” theme displays
external connections to other themes in the field. Specifically, there are links to the keywords
“Anonymization,” “K-anonymity,” and “ClusteringAlgorithms,” suggestingpotential areas of
intersection between these keywords. This pattern provides valuable insight into the evolving
trends and themeswithin the field, highlighting the emergence ofAI as a central concept in the
2011–2014 subperiod. The connections between “Artificial Intelligence (AI)” and “Machine
Learning,” as well as other key themes, suggest potential avenues for further exploration and
research in the field.

In the subsequent subperiod, 2015–2018, the “Artificial Intelligence (AI)” keyword has
already established itself as a prominent theme. Notably, this keyword exhibits connections to
several other keywords, including “Adaptive RandomWalk,” “SupervisedMachine Learning
Algorithms,” “Friendship Attack,” and “DBSCAN Algorithm.” These connections suggest
potential overlap and intersection between different subthemes within the field. Specifically,
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the link to “Adaptive Random Walk” highlights its potential utility as an AI-based approach
in the context of social network anonymization. The connection to “Supervised Machine
Learning Algorithms” points to the ongoing importance of machine learning in developing
AI-based privacy-preserving methods. Additionally, the links to “Friendship Attack” and
“DBSCANAlgorithm” suggest potential research areas related to privacy and security in the
context of social networks.

Moreover, the “Machine Learning” keyword is placed within the “Adversarial Machine
Learning” theme, reflecting the growing importance of security and privacy in developing
machine learning algorithms for social network anonymization. This keyword exhibits con-
nections to several other keywords, including “Privacy Preservation,” “Supervised Machine
Learning,” and “Social Relationships.” The links between “MachineLearning” and these key-
words provide valuable insights into the ongoing trends and themes within the field of social
network anonymization. They highlight the importance of protecting social network users’
privacy through anonymization techniques that utilize machine learning algorithms. Addi-
tionally, it is crucial to keep user data private when analyzing social networks using machine
learning algorithms. The connections also emphasize the importance of supervised learning
algorithms in developing machine learning algorithms for social network anonymization.

In the next subperiod, 2019–2022, the “Artificial Intelligence (AI)” keyword is placed
within the “Structured Data” theme. This placement suggests a shift toward using AI tech-
niques to analyze andmanage structured data in the context of social network anonymization.
Within this theme, the “Artificial Intelligence (AI)” keyword has connections to several other
keywords, including “Assortativity,” “SequentialClustering,” and “NodeDegree.”These con-
nections suggest potential research areas related to the use of AI techniques for identifying
patterns and structures within social network data. Furthermore, the “Artificial Intelligence
(AI)” keyword has external connections to several other themes in the field, including “Hierar-
chicalClustering,” “K-degree,” “InformationLoss,” “Anonymization,” “Differential Privacy,”
and “ClusteringAlgorithms.”These connections suggest that there is growing interest in using
AI techniques for addressing issues related to privacy and security in the context of social
network anonymization, as well as developing new clustering and anonymization algorithms.

Moreover, the term “Machine Learning” is positioned within the “Matrix Algebra”
theme. This keyword is associated with concepts like “Adaptive Random Walk,” “Genera-
tive Adversarial Network (GAN),” “Feature Learning,” “Random Projection Algorithm,” and
“Random Perturbation” within the specified theme. Additionally, it has external connections
to “Differential Privacy,” “Structural Properties,” “SyntheticGraphGeneration,” “GraphGen-
eration Model,” and “Randomization Approach.” The connection among machine learning
techniques and matrix algebra, adaptive randomwalks, GANs, feature learning, random pro-
jection algorithms, and Random Perturbation shows that the researchers used them together
to protect user privacy while preserving the overall graph structure. These techniques have
external connections to concepts like differential privacy, structural properties, synthetic
graph generation, graph generation models, and randomization approaches, which together
contribute to creating synthetic social network graphs that maintain privacy and data utility
for analysis.

In the current subperiod, the “Adversarial Machine Learning” keyword is placed within
the “Singular Value Decomposition (SVD)” theme. It connects to “Structural Attacks,”
“Matrix Decomposition,” and “Markov Clustering (MCL)” keywords within this theme.
The mentioned connections can be interpreted as follows. In the context of social network
anonymization, understanding structural attacks helps researchers develop strategies to coun-
teract them using adversarial machine learning approaches, thereby strengthening the privacy
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of the anonymized network. In adversarial machine learning for social network anonymiza-
tion, matrix decomposition techniques like SVD can be employed to process and analyze
complex graph data while mitigating the impact of adversarial perturbations. Besides, in the
context of adversarial machine learning, MCL can help develop robust privacy-preserving
methods that can withstand attacks aimed at exploiting community structures in social net-
works.

Additionally, the “Adversarial Machine Learning” links externally to keywords, such as
“Graph Modification Approach,” “Differential Privacy,” “Clustering Algorithms,” “Graph
Isomorphism,” “Fuzzy Set Theory,” and “Neuro Fuzzy.” These connections demonstrate the
key role of adversarial machine learning in protecting user privacy and maintaining data
utility for analysis in social network anonymization.

It is noteworthy that the term “Supervised Machine Learning” emerged as a distinct
theme during the 2019–2022 subperiod. This concept is intrinsically linked to the “Health
Information” keyword, highlighting its applicability in the privacy-preserving analysis of
health-related social networks. Furthermore, it exhibits external connections with keywords
like “Clustering Algorithms,” “Artificial Neural Network (ANN),” “Anonymization,” “K-
anonymity,” “Graph Neural Network (GAN),” and “Backpropagation Algorithm.” These
connections demonstrate the interdisciplinary nature of supervised machine learning in
addressing the challenges of privacy preservation and data utility within social network
anonymization. In other words, these external connections highlight the versatility of super-
vised machine learning and its ability to contribute to various aspects of social network
anonymization, ranging from privacy preservation and data utility to advanced modeling and
optimization.

Alluvial diagram In this subsection, an alluvial diagram is presented to show the flow or
transition of keywords between different categories. In the context of this study on social
network anonymization, the alluvial diagram demonstrates how the authors’ keywords have
changedover timeandhow they relate to eachother. Thediagramconsists of a series of vertical
bars or columns, each representing one of the four subperiods that was defined previously.
The columns are connected by horizontal lines, and the width of the lines represents the
number of keywords that are shared between adjacent subperiods. The PageRank score of
each keyword is calculated in each block, demonstrating the importance of nodes (keywords)
within the network. (All the keywords in each module, along with their PageRank scores, are
presented in Appendix C.) By analyzing the PageRank scores of the keywords within each
block, we gained insight into the most influential themes and concepts in the social network
anonymization field, as well as an understanding the relationships and connections between
these themes. It is worth noting that by analyzing the alluvial diagram in Fig. 27, insight into
the evolution of the focus of research on social network anonymization over time is gained.
It helps us understand which keywords have remained consistently popular throughout all
four subperiods that have become less common over time and which have emerged as new
focus areas in more recent years. Also, it is helpful in the way that how different keywords
are related to each other and how they cluster together into more prominent themes or topics.

From the depicted alluvial diagram, some of the most prominent keywords of the social
network anonymization field, along with their PageRank scores, are presented in Table 7. In
the following paragraphs, these keywords are analyzed regarding their positions and relations
in the alluvial diagram.

FromFig. 27, it is clear that the keyword “Social Network” consistently remains inmodule
1 throughout all four subperiods, though with fluctuations in its PageRank score. In the
2007–2010 subperiod, it had a PageRank score of 0.00206 in 1 out of 14 modules, indicating
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Fig. 27 The alluvial diagram of the social network anonymization field

relevance but limited influence. By 2011–2014, the score rose significantly to 0.0201 in 1
out of 30 modules, reflecting its increasing importance due to the growing awareness of
social network privacy concerns related to the rapid growth of platforms, such as Facebook
and Twitter, during the period. In the 2015–2018 subperiod, the score slightly declined to
0.0152 in 1 out of 39 modules, likely due to the emergence of newer privacy concerns such
as machine learning. In the final subperiod, 2019–2022, the PageRank further dropped to
0.0137 in 1 out of 34 modules, signaling ongoing relevance but decreasing prominence.
Throughout all subperiods, “Social Network” consistently appears in module 1, illustrating
its sustained importance in the social network anonymization field, with a notable rise in
influence during the second subperiod followed by a gradual decline. Nevertheless, it remains
the base of the field and serves as a central theme in social network anonymization research.
This demonstrates that while new techniques emerge, the foundational concept of social
networks continues to anchor much of the work in this domain.

Furthermore, the alluvial diagram shows that the keyword “Privacy Preservation” con-
sistently remained in module 1 across all four subperiods, with slight fluctuations in its
PageRank score. In the 2007–2010 subperiod, it had a PageRank score of 0.0121 in 1 out
of 14 modules, indicating significant influence as privacy concerns became central in social
network research. By 2011–2014, its PageRank increased to 0.0191 in 1 out of 30 modules,
reflecting the growing focus on safeguarding user data in response to evolving threats such as
re-identification attacks and structural vulnerabilities in social networks. In the 2015–2018
subperiod, the score slightly decreased to 0.0147 in 1 out of 39 modules, signaling its contin-
ued relevance but reduced centrality, possibly due to the diversification of privacy research
toward more specialized techniques, such as Differential Privacy and Graph Modification.
In the final subperiod, 2019–2022, the PageRank marginally increased to 0.0152 in 1 out
of 34 modules, suggesting renewed interest as privacy concerns grew more complex with
the rise of decentralized platforms and AI-driven attacks. Overall, “Privacy Preservation”
consistently remained in module 1 throughout all subperiods, underscoring its pivotal role in
social network anonymization research despite minor fluctuations in its prominence.
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Besides, the keyword “Anonymization” consistently appears in module 1 throughout the
four subperiods, though its PageRank score gradually declines over time. In the 2007–2010
subperiod, it had a PageRank score of 0.0307 in 1 out of 14 modules, indicating its significant
influence and centrality in the field during the early stages of social network anonymization
research. This reflects the field’s initial focus on foundational anonymization techniques,
which were pivotal as privacy concerns began to rise with the increased usage of social
networks. By 2011–2014, the PageRank score decreased to 0.0150 in 1 out of 30 modules,
likely due to the shift toward more specific methods like L-diversity and Differential Privacy,
which addressed particular challenges in anonymization leading to a more granular focus
on specialized solutions rather than the broader, overarching concept of anonymization. In
the 2015–2018 subperiod, the keyword remained in module 1 out of 39 modules, though
its PageRank further dropped to 0.0112, indicating a continued reduction in prominence as
research diversified into more specialized privacy solutions. By the 2019–2022 subperiod,
the PageRank score declined slightly to 0.0109 in 1 out of 34 modules, reflecting the growing
complexity of privacy issues, such as AI-driven attacks and synthetic data risks. Despite this
steady decline in influence, the keyword “Anonymization” remains consistently present in
module 1, highlighting its lasting relevance and connection to key concepts in social network
anonymization research.

Moreover, the alluvial diagram shows that the keyword “K-anonymity” consistently
appeared in module 1 throughout the four subperiods, though its PageRank score steadily
declined. In the 2007–2010 subperiod, “K-anonymity” was in module 1 out of 14 modules
with a PageRank score of 0.0197, reflecting its significant influence as a primary method for
ensuring data privacy during the early stages of social network anonymization research. By
2011–2014, the PageRank score dropped to 0.0101 in 1 out of 30 modules, as newer tech-
niques, such as L-diversity, began to address privacy challenges that K-anonymity could not,
such as vulnerability to homogeneity and background knowledge attacks. In the 2015–2018
subperiod, its score further decreased to 0.00802 in 1 out of 39 modules, indicating a
reduced role but still serving as a baseline comparison for more advanced techniques. In
the 2019–2022 subperiod, K-anonymity remained in module 1 with a slightly lower score
of 0.00616 in 1 out of 34 modules, maintaining its relevance despite its declining influence.
Overall, “K-anonymity” continues to be a foundational concept in the field of social network
anonymization, recognized for its historical significance, though more advanced techniques
have taken precedence.

It is worth mentioning that, the keyword “Clustering Algorithms” shows significant shifts
in both module placement and PageRank score across the four subperiods, reflecting its
evolving role in social network anonymization research. In the 2007–2010 subperiod, it was
in module 2 out of 14 modules with a PageRank score of 0.0, indicating minimal influence
and relevance at this early stage. Its low score suggests that the technique had yet to gain
traction or establish strong connections with the primary themes of that period, likely because
more fundamental approaches to social network anonymization were still being explored. In
the 2011–2014 subperiod, the keyword remained in module 2 but saw a notable increase in
its PageRank score to 0.00987, signaling its growing importance and influence within the
field. This rise suggests that clustering algorithms had begun to gain recognition as valuable
tools for anonymization, likely due to their ability to group similar nodes and reduce the
granularity of network data, thereby helping to protect privacy. By 2015–2018, “Clustering
Algorithms” transitioned to module 1 out of 39 modules, though its PageRank score slightly
declined to 0.00689, reflecting its alignment with more central research themes, despite the
slight reduction in influence. In the 2019–2022 subperiod, the keyword stayed in module
1 but with a marginally lower PageRank score of 0.00608, suggesting that while newer
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methods emerged, “Clustering Algorithms” remained relevant. The consistent presence of
this keyword across subperiods demonstrates its lasting utility, especially in approaches that
focus on grouping datawhile preserving privacy. Overall, “ClusteringAlgorithms” has grown
from a peripheral to a central technique, maintaining its significance in the evolving research
landscape despite minor fluctuations in prominence.

Also, the keyword “Differential Privacy” demonstrates significant shifts in both module
placement and PageRank score across the four subperiods, reflecting its evolving role and
growing relevance in social network anonymization research. In the 2007–2010 subperiod,
it was positioned in module 3 out of 14 modules with a PageRank score of 0.0, indicating
that it had not yet emerged as a prominent concept, as foundational approaches dominated
the field. By the 2011–2014 subperiod, “Differential Privacy” moved to module 5 out of
30 modules, with a notable rise in its PageRank score to 0.00979, signaling its growing
recognition as an important tool for protecting privacy, particularly as researchers began to
adopt more mathematically rigorous solutions in response to increasing privacy concerns.
In the 2015–2018 subperiod, “Differential Privacy” shifted to module 24 out of 39 modules,
with a slightly lower PageRank score of 0.00607. This decline in score and change in module
placement reflect a thematic shift, possibly due to the integration of differential privacy with
other advanced methods, such as machine learning and AI, which began to dominate the
research landscape. In the 2019–2022 subperiod, “Differential Privacy” returned to module
1 out of 34 modules, with an increased PageRank score of 0.00719, highlighting its renewed
prominence as a central concept in response to emerging data privacy challenges. This final
shift suggests that differential privacy had become part of a more central cluster of keywords,
reflecting its growing importance in the evolving research landscape. Overall, “Differential
Privacy” has transitioned from a peripheral concept to a central pillar in social network
anonymization, showcasing its enduring relevance and adaptability in addressing the field’s
increasingly complex privacy concerns.

Further, the keyword “Generalization Approach” has experienced notable shifts in both
module placement and PageRank score across the four subperiods, reflecting changes in its
relevance within the social network anonymization field. In the 2007–2010 subperiod, it was
positioned in module 2 out of 14 modules with a PageRank score of 0.0166, indicating that
generalization was a relatively important approach during the early stages of research. Its
prominent role at this time stemmed from the widespread use of k-anonymity methods. In the
2011–2014 subperiod, the keyword remained inmodule 2 out of 30modules, but its PageRank
score dropped to 0.00830, suggesting a decline in influence as newer, more robust methods,
such as differential privacy, began to take center stage, though generalization continued to be
relevant. By the 2015–2018 subperiod, the keyword moved to module 21 out of 39 modules,
with a further decrease in PageRank to 0.00401, signaling a continued decline in centrality.
The generalization approach had become more peripheral, possibly due to its limitations,
such as reduced data utility and vulnerability to sophisticated attacks, such as background
knowledge attacks. In the 2019–2022 subperiod, “Generalization Approach” reappeared in
module 1 out of 34 modules, with a slightly increased PageRank score of 0.00436, indicating
a modest resurgence in relevance, though it did not regain its earlier prominence. Its place-
ment in module 1 suggests that it remains connected to certain research clusters, possibly in
combination with other modern techniques. In summary, the “Generalization Approach” has
seen a decline in influence over time, with decreasing PageRank scores and module shifts
reflecting its reduced prominence. However, the slight increase in the final subperiod suggests
a renewed, albeit modest, interest in the approach, potentially through integration with more
advanced anonymization methods.
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The alluvial diagram also shows that the keyword “L-diversity” emerged and underwent
changes in both module placement and PageRank score across the four subperiods. In the
2011–2014 subperiod, it first appeared in module 20 out of 30 modules with a PageRank
score of 0.00526, indicating its relevance but not as a central concept. This period marked
the initial rise of L-diversity as an improvement over K-anonymity, particularly in addressing
backgroundknowledge attacks by ensuringdiversitywithin sensitive attributes in anonymized
groups. In the 2015–2018 subperiod, “L-diversity” shifted to module 14 out of 39 modules
with a slightly higher PageRank score of 0.00579, reflecting a modest increase in influence
as its applications were further explored. However, its limitations, particularly with complex
privacy risks, became more apparent during this time, leading to a focus on more advanced
methods. By the 2019–2022 subperiod, the keyword moved to module 11 out of 34 modules,
with a slightly lower PageRank score of 0.00503, signaling continued relevance but declining
prominence. This decline was likely driven by the growing adoption of t-closeness, which
offered stronger protection against background knowledge attacks by ensuring that sensitive
attribute distributions in anonymized groups resembled the overall data distribution. Overall,
while “L-diversity” has remained relevant throughout the subperiods, its influence has grad-
ually declined, particularly as more robust alternatives like t-closeness emerged to address
its limitations.

With respect to the “Graph Modification Approach,” it is apparent that across the four
subperiods, the module placement and PageRank score of this keyword underwent consider-
able changes. The keyword “GraphModification Approach” experienced minimal influence,
as reflected by its placement in module 3 out of 14 modules with a PageRank score of 0.0
during the 2007–2010 subperiod. At this early stage, the approach had not gained much
traction in social network anonymization. However, by the 2011–2014 subperiod, the key-
word moved to module 10 out of 30 modules, with its PageRank score rising to 0.00516,
signaling growing interest as researchers began recognizing its potential in handling privacy
threats like re-identification attacks. In the 2015–2018 subperiod, the keyword remained in
module 10 out of 39 modules, with a slight PageRank increase to 0.00532, indicating sus-
tained relevance, especially as more advanced variations, such as Constrained Perturbation
and noise addition were developed. By the 2019–2022 subperiod, the keyword transitioned
to module 1 out of 34 modules, with its PageRank climbing to 0.00714, placing it at the
center of research due to its flexibility and effectiveness in balancing privacy and utility in
large-scale, dynamic networks. Overall, the “Graph Modification Approach” evolved from a
peripheral concept to a central role in addressing modern privacy challenges, as reflected in
its increasing prominence across the subperiods.

Additionally, the alluvial diagram shows that the keyword “Randomization Approach”
experienced significant shifts in both module placement and PageRank score across the four
subperiods. In the 2007–2010 subperiod, it was positioned in module 7 out of 14 modules,
with a PageRank score of 0.00410, indicating moderate influence. While not a dominant
theme, it remained relevant as an early privacy-preserving technique. In the 2011–2014 sub-
period, the keyword moved to module 8 out of 30 modules, with an increased PageRank
score of 0.00750, reflecting its growing importance as randomization gained attention for
anonymizing social networks with relatively simple techniques that preserved data utility.
By the 2015–2018 subperiod, “Randomization Approach” shifted to module 3 out of 39
modules, though its PageRank score slightly decreased to 0.00569. This shift to a more
central cluster of keywords indicates that while the method remained relevant, its influence
began to decline with the emergence of more sophisticated techniques, such as differen-
tial privacy, which offered stronger protection against re-identification attacks. Despite this,
randomization continued to be valued for its simplicity and ease of implementation. In the
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2019–2022 subperiod, the keyword transitioned to module 18 out of 32 modules, with a
further reduced PageRank score of 0.00449. This decline reflects the decreasing prominence
of randomization-based techniques as more robust anonymization methods gained traction.
Themove to a lower-rankedmodule suggests that randomization, while still useful in specific
scenarios, has become less central due to its limitations, such as vulnerability to sophisticated
attacks and weaker privacy guarantees. Overall, the “Randomization Approach” experienced
fluctuations in relevance, peaking in the early 2010s before gradually declining as the field
advanced. Nonetheless, it remains a topic of interest due to its simplicity and effectiveness
in certain cases.

In addition, the alluvial diagram illustrates that the “K-degree” keyword experienced sig-
nificant changes in both module placement and PageRank score over the four subperiods.
In the 2007–2010 subperiod, “K-degree” had not yet emerged, indicating its absence as a
prominent theme in the social network anonymization domain. However, in the 2011–2014
subperiod, the keyword surfaced in module 11 out of 30 modules, with a PageRank score
of 0.00442. This suggests that “K-degree” became relevant as researchers began focusing
on node degree methods for anonymization, although it had not yet gained substantial influ-
ence given its lower-ranked placement. During the 2015–2018 subperiod, the “K-degree”
keyword transitioned to module 15 out of 39 modules, with a slightly higher PageRank score
of 0.00478. This indicates growing attention to K-degree approaches, likely due to their
simplicity and computational efficiency for anonymizing social networks. In the 2019–2022
subperiod, the keyword moved to module 7 out of 32 modules, reflecting a higher-ranked
position, but with a reduced PageRank score of 0.00310. This decline in influence may stem
from the recognition of the limitations of K-degree-based anonymization, such as its chal-
lenges in handling larger, more complex networks and its vulnerability to advanced attacks,
such as inference or structural attacks. Overall, while the “K-degree” keyword has remained
a relevant topic since its emergence, its influence has fluctuated due to its relative simplic-
ity and limitations compared to more advanced techniques that offer better scalability and
protection.

Furthermore, the alluvial diagram reveals that the keyword “Perturbation Techniques” first
emerged in the 2011–2014 subperiod, showing shifts in module placement and PageRank
score across the four subperiods. Initially, it was located in module 7 out of 30 with a
PageRank score of 0.0102, indicating that it became an influential theme within its cluster
upon its introduction. Its position in a relatively high-rankedmodule highlights the immediate
relevance of perturbation techniques, as researchers focused on anonymization approaches
that protect user identities by subtly modifying graph data. In the 2015–2018 subperiod,
“Perturbation Techniques” shifted to module 8 out of 39, with a decreased PageRank score
of 0.00666. This slight decline suggests a minor reduction in its prominence, possibly due
to the emergence of alternative methods that address limitations of perturbation, such as
maintaining data utility. Despite this, its placement in a high-ranked module highlights its
ongoing relevance as a practical anonymization approach. By the 2019–2022 subperiod, the
keyword moved to module 1 out of 32, with a slightly lower PageRank score of 0.00623,
showing a thematic shift to the highest-ranked module. This move reflects the technique’s
integrationwith other influential themes, includingGraphModification, potentially indicating
broader applicability and increased acceptance as a foundational approach for safeguarding
privacy in complex networks. The “Perturbation Techniques” keyword has thus consistently
held a place of importance, adapting to meet evolving needs and anchoring itself within more
central clusters as it gained prominence across the field.

Besides, it can be understood from the alluvial diagram that the “Uncertain Graph” key-
word emerged in the 2011–2014 subperiod and has since experienced shifts in both module
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placement and PageRank score. Initially appearing in module 1 out of 30 with a low PageR-
ank score of 0.00170, “Uncertain Graph” entered the field as a relevant approach but not yet
a prominent theme. This early presence suggests that researchers were beginning to explore
the potential of uncertain graph structures to address privacy concerns in social networks,
although its influence remained limited. In the 2015–2018 subperiod, the keyword moved
to module 21 out of 39 modules, with an increased PageRank score of 0.00361, indicat-
ing a rise in importance. This shift reflects a growing interest in using uncertain graphs for
privacy-preserving purposes, particularly as the complexity of social network data increased,
requiring approaches that could manage ambiguities in relationships while protecting sen-
sitive information. However, its placement in a lower-ranked module suggests that, despite
gaining traction, it had not become a dominant theme. By the 2019–2022 subperiod, “Uncer-
tain Graph” transitioned to module 28 out of 32 modules, with a marginally lower PageRank
score of 0.00325.This decline inmodule placement and a slight decrease inPageRank indicate
a reduction in prominence, likely due to the rise ofmore versatilemethods like differential pri-
vacy, which offer stronger theoretical guarantees for similar privacy challenges. Nonetheless,
“Uncertain Graph” has maintained consistent relevance, highlighting its niche application in
scenarios where traditional deterministic models are insufficient, and underscoring its value
in handling uncertainties in anonymized social networks.

Also, as illustrated in the alluvial diagram, the “Machine Learning” keyword first appeared
in the 2011–2014 subperiod, positioned in module 30 out of 30 with a low PageRank
score of 0.00143. This initial placement at the lowest-ranked module and with a modest
PageRank score suggests that, although relevant, machine learning had not yet become a
central theme within social network anonymization during this period. Its limited influence
likely reflects early-stage research exploring machine learning applications in the domain
without established methodologies or widespread adoption. By the 2015–2018 subperiod,
“Machine Learning” transitioned to module 13 out of 39, with its PageRank score increasing
to 0.00568. This movement to a mid-ranked module with a higher PageRank score indicates
that machine learning had gained greater significance, driven by its potential to enhance
traditional anonymization techniques. Researchers were likely leveraging machine learn-
ing’s pattern recognition capabilities to improve privacy-preserving methods, particularly in
addressing complex data structures and identifying sensitive information more effectively.
In the 2019–2022 subperiod, “Machine Learning” advanced to module 5 out of 32 with
a further increased PageRank score of 0.00797, placing it in a more prominent and cen-
tral cluster of keywords. This rise in module rank and PageRank reflects machine learning’s
growing integration into social network anonymization, as it became a critical component for
adapting privacy techniques to handle large-scale, high-dimensional social network data. The
keyword’s trajectory highlights a clear shift from exploratory research to a recognized foun-
dational tool, underlining machine learning’s transformative impact on the field by enabling
adaptive, data-driven privacy solutions.

Regarding the “Genetic Algorithm (GA)” keyword, the alluvial diagram indicates that
it emerged in the social network anonymization field during the 2011–2014 subperiod,
appearing in module 1 out of 30 with a PageRank score of 0.00382. This initial place-
ment reflects GA’s early relevance, particularly as a meta-heuristic optimization algorithm
applied to Clustering approaches to achieve k-anonymity by identifying the most optimal
clusters for balancing privacy and data utility. GA’s adaptability made it an effective tool
for navigating the trade-offs inherent in anonymization, which contributed to its prominence
during this period. By the 2015–2018 subperiod, GA transitioned to module 6 out of 39, with
a slightly increased PageRank score of 0.00485. This rise suggests GA’s continuing impor-
tance in optimizing k-anonymity solutions, although its position in a mid-ranked module
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points to increasing research diversification and the emergence of other methodologies. In
the 2019–2022 subperiod, GA moved to module 27 out of 32, with a decreased PageRank
score of 0.00307, reflecting a decline in prominence. This shift likely corresponds with the
rise of newer meta-heuristic methods, such as particle swarm optimization (PSO) and firefly
algorithm (FA), which offered comparable optimization capabilities while potentially being
more efficient or better suited to complex network structures. GA’s trajectory from initial
relevance to diminished influence illustrates the field’s evolution as researchers increasingly
turned toward algorithms that address dynamic and large-scale privacy challenges.

Furthermore, the alluvial diagramhighlights that the “Artificial Intelligence (AI)” keyword
first emerged in the social network anonymization field during the 2011–2014 subperiod. Ini-
tially positioned in module 30 out of 30, with a PageRank score of 0.00249, AI’s presence
was minimal, indicating its early, exploratory stage within this field. This limited influence
reflects the broader research landscape of the time, where AI applications in social network
anonymization were still largely unexplored. In the 2015–2018 subperiod, AI experienced
significant growth, advancing to module 1 out of 39 with an increased PageRank score of
0.00691. This sharp rise in both ranking and score suggests that AI had quickly transitioned
into a foundational concept, likely driven by the increasing adoption of machine learning for
privacy tasks such as pattern recognition and data anonymization. As AI techniques became
more robust, their ability to adaptively anonymize social networks while preserving data
utility made them a valuable asset, transforming AI into a central theme in the field. In the
2019–2022 subperiod, AI shifted to module 7 out of 32 with a PageRank score of 0.00538,
indicating a minor decline in prominence. This slight decrease may be attributed to the emer-
gence of more specialized AI-driven methods and newer privacy-preserving technologies
that addressed specific anonymization challenges. While AI’s centrality in module place-
ment declined, its continued relevance demonstrates its adaptability and enduring impact on
the field. AI remains an indispensable component of social network anonymization research,
underscoring the field’s progression toward more sophisticated, AI-integrated solutions to
meet evolving privacy needs.

Additionally, the alluvial diagram illustrates that “Optimization” gained prominence in
the social network anonymization field beginning in the 2011–2014 subperiod, where it
was positioned in module 6 out of 30 modules with a PageRank score of 0.00683. This
suggests that optimization techniques became relevant during this time, especially the meta-
heuristic optimization algorithms for refining anonymization methods. These optimization
techniques improved clustering-based anonymization by finding the most suitable clusters to
meet privacy standards, such as k-anonymity, while balancing data utility. In the 2015–2018
subperiod, “Optimization” remained in module 6 out of 39 modules with a slightly reduced
PageRank score of 0.00602.Despite theminor drop, its placement in a similar-rankingmodule
reflects the ongoing relevance of optimization in supporting scalable and effective anonymiza-
tion. In the 2019–2022 subperiod, “Optimization” rose to module 3 out of 32 modules, with
its PageRank score increasing to 0.00864, reflecting its peak importance in the field. This
increase suggests that optimization became central in tackling the challenges of anonymizing
large-scale networks. Researchers in this period likely explored novel and advanced meta-
heuristic algorithms to improve the efficiency and adaptability of anonymization methods.
Overall, the “Optimization” keyword has progressed from an emerging technique to a core
theme, consistently used as meta-heuristic optimization algorithms, to refine privacy-utility
balances in social network anonymization approaches.
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3.5 Social network anonymization approaches

In this section, we present a new taxonomy for social network anonymization approaches.
This classification is derived from our review of prior surveys discussed in the related work
section, combined with the provided bibliometric analyses.

Reviewing the conducted surveys in the social network anonymization fieldwas incredibly
beneficial in proposing a new taxonomy. It helped us understand the existing taxonomies
and their strengths and weaknesses. Besides, the previous surveys helped us understand the
evolution of the field and the trends that have shaped it.

Furthermore, the analyses of the authors’ keywords have revealed significant insights into
the current trends and key focus areas in the field of social network anonymization. These
analyses allowed us to identify the patterns, relationships, and clusters among keywords in the
context of the existing literature and research in social network anonymization. Additionally,
they provided an understanding of the evolving landscape of various themes, identifying if
they are emerging or disappearing, specialized or peripheral, as well as whether they are
motor themes or fundamental (basic) themes within this domain.

After interpreting the provided findings, the identified patterns and trends have indeed
facilitated our understanding of the prevailing strategies and methodologies within the field.
This has effectively allowed us to discern the main approaches utilized in social network
anonymization. Hence, in the current study, a taxonomy for social network anonymization
is presented. The proposed classification scheme incorporates the discovered trends, central
areas of focus, and themes, thereby offering an updated and more comprehension of the field.

In order to accomplish this, we primarily focused on the keywords and themes specifically
associatedwith certain approaches employed in the domain of social network anonymization.
Based on the outcomes gleaned from our investigations, we identified the following key
techniques in this domain: “Graph Modification Approach,” “Generalization Approach,”
“Differential Privacy,” “UncertainGraphs,” and “Cryptography.” These keywords and themes
serve as the cornerstones of this field. Additionally, our review of existing surveys revealed
that numerous studies have combined these methods, leading to the development of hybrid
strategies. Consequently, we have included an additional category labeled “Hybrid” to the
classification scheme, which is illustrated in Fig. 28.

As depicted in Fig. 28, the primary approaches for social network anonymization com-
prise “Graph Modification,” “Generalization/Clustering,” “Differential Privacy,” “Uncertain
Graphs,” “Cryptography,” and “Hybrid.” We will delve into each of these approaches, along
with their respective subcategories, in the subsequent paragraphs.

3.5.1 Graphmodification

This approach involves altering the structure of the social network graph to obscure the iden-
tities, relationships, attributes, or all for individuals while preserving the overall network
structure. This can be done through various techniques like edge modification (addition,
deletion or altering links), node modification (addition, deletion or altering nodes), or a com-
bination of both [19, 21]. Graph Modification remains a central approach to social network
anonymization because it allows for controlled distortion of the data that balances privacy
with usability. Graph modification can handle various privacy challenges in both small and
large networks. For instance, edge and node modifications directly tackle the risks posed by
attackers seeking to exploit structural vulnerabilities in social graphs. These modifications
make it more difficult for adversaries to accurately identify individuals or uncover relation-
ships while still enabling meaningful analysis of the anonymized network. Additionally,
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Fig. 28 Social network anonymization approaches

its flexibility allows it to be applied across different types of networks, such as directed,
undirected, weighted, or unweighted graphs.

Based on the keyword and theme analyses conducted so far, the “Graph Modification”
approach canbe categorized into four subcategories, including “RandomPerturbation,” “Con-
strained Perturbation,” “Noise Addition,” and “Hybrid.” It is worth mentioning that while
techniques like random walk-based anonymization fall under this category, they have not
been widely adopted due to scalability issues and their limited focus on specific privacy
attacks. This method initially gained attention for its ability to introduce random move-
ments through the graph, altering paths and making it difficult for attackers to follow specific
connections between nodes. However, over time, the method’s limitations became appar-
ent. This anonymization method is computationally expensive, particularly when applied to
large-scale, dynamic networks, which has made it less favorable compared to more adaptable
techniques. Additionally, it is primarily effective against inference attacks, which are only
one of many types of privacy risks in social networks. Consequently, random walk-based
anonymization has not become a central or enduring method in the field, as it cannot effec-
tively address the broader spectrum of privacy threats that other GraphModificationmethods,
such as Random Perturbation or Constrained Perturbation, can handle.

The “RandomPerturbation” inherently comes from randomization and introduces random
modification into the social network data and structure. This could be achieved by employ-
ing randommodification using the mentioned edge modification, node modification, or both.
There are several papers in the literature that developed social network anonymization meth-
ods based on the “Random Perturbation” method [18, 38, 53, 54, 60, 83, 85, 101, 108, 111,
113, 137, 145, 189, 197, 198, 208].

“Constrained Perturbation” is another variant of the “Graph Modification” approach in
social network anonymization, where changes to the graph’s structure are restricted by certain
rules or constraints. During Constrained Perturbation, modifications such like adding, delet-
ing, or changing edges or nodes are performed, but these changes must adhere to predefined
constraints to maintain certain structural properties of the original network. After examining
the keywords and themes, we identified that various well-established data anonymization
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models, specifically “K-anonymity,” “L-diversity,” “T-closeness,” and even hybrid models,
are widely used in the field of social network anonymization [2, 7, 8],Bhattacharya & Mani,
2015, [12, 20, 22–25, 28–31, 41, 44, 45, 56, 57, 62, 66, 69, 72, 76–78, 82, 90–92, 94–96,
99, 100, 103, 104, 106, 109, 110, 112, 114, 118, 121, 125–127, 129–134, 138–141, 149,
150, 156, 160, 162, 163, 168–170],Wang, Shih, et al., 2013, [173–175],S.-L. [177, 178],Y.
[178],W. [179–181, 183, 186, 190–194],Zhang, Li, et al., 2021, [199–202, 205, 209, 213].
These models are often employed alongside graph modification techniques. Given the inher-
ent constraints these methods have in achieving anonymization, it is justifiable to classify
these studies under the “Constrained Perturbation” subcategory.

“Noise Addition” is another class of the “Graph Modification” approach to anonymize
social networks. The “Noise Addition” and “Random Perturbation” methods do have simi-
larities, specifically in the context of graph modification for social network anonymization;
however, they might differ in the extent of modifications made and the type of randomness
introduced. The “Noise Addition”method focuses on introducing a sufficient level of random
noise to protect privacy. There is only one study in the literature that specifically used this
method to add “noise” or randomness to the data using addition, deletion, or modifying edges
or nodes in the graph. In this paper, the authors proposed a privacy-preserving method called
seamless privacy for the preservation of the users’ privacy and their sensitive information by
adding noise to the output graph [39].

Moreover, various research works in the field have devised methods for anonymizing
social networks by integrating the previously mentioned techniques. For instance, some
researchers merged the “Random Perturbation” and “Constrained Perturbation” strategies to
create innovative methods for anonymizing social networks [49, 55, 97, 98, 122, 167, 188,
207].

3.5.2 Generalization/clustering

The generalization approach, also recognized as the clustering-based method, works by
grouping nodes and edges into clusters, called super-node and super-edge, respectively. Each
of these clusters is then anonymized, which publishes collective information regarding the
structural properties of its constituent nodes. This method, as outlined by Hay et al., effec-
tively conceals detailed information about individual entities within the network [58, 59].

One of the key reasons for the persistent use of this method in the social network
anonymization field is its adaptability and scalability, particularly in large, complex social
networks. Clustering methods strike a balance between anonymizing individual nodes and
maintaining the overall structural integrity of the network, ensuring that the anonymized net-
work still reflects meaningful patterns for analysis. This is particularly valuable in research
and practical applications wheremaintaining utility while anonymizing data is critical.More-
over, clustering-basedmethods can be customized depending on the network’s size, structure,
and sensitivity of the data involved. By grouping nodes, this approach helps to mitigate risks
associated with re-identification attacks while allowing researchers to analyze network prop-
erties at a higher level of abstraction. This adaptability has made clustering methods central
in social network anonymization research, as they can be applied across a range of social
networks, from small-scale community networks to large-scale global networks.

From the insights derived through our analyses, we classified the “Generaliza-
tion/Clustering” studies [6, 9, 16], Gangarde, Pawar, et al., 2021, [46–48, 58, 63, 64, 71,
74, 75, 86, 102, 116, 117, 119, 125, 136, 144, 146–148, 158, 159, 161, 164, 172, 187, 204]
within the social network anonymization literature into five categories. This categorization is
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based on the type of algorithms these studies have developed to cluster the nodes. The five cat-
egories include: “Greedy Algorithms,” “Fuzzy-based Algorithms,” “Heuristic Algorithms,”
“Meta-heuristic Algorithms,” and “Hybrid Algorithms.”

3.5.3 Differential privacy

As mentioned earlier, Differential Privacy, introduced by Dwork in 2006, is a rigorous math-
ematical framework for preserving privacy in data analysis and a key approach to social
network anonymization. This approach concentrates on the process through which data are
released rather than the raw data itself. This is accomplished by introducing a precise amount
of randomness into the data publishing process. The central aim of differential privacy is to
facilitate the sharing of valuable statistical data insights without compromising the privacy
of the individuals within the dataset.

The findings of this study reveal that differential privacy has steadily emerged as a lead-
ing approach in social network anonymization since its introduction. A key factor behind its
growing prominence is its adaptability to large-scale, dynamic networks, where user relation-
ships are constantly shifting. While traditional anonymization techniques often struggle to
keep pace with the evolving structure of social networks, differential privacy’s mathematical
framework offers reliable privacy protection, regardless of network growth or complexity.
Moreover, differential privacy’s ability towithstand linkage attacks,where adversaries exploit
external data to re-identify users, sets it apart. By introducing carefully calibrated noise to
the data, it ensures that individual identities and relationships remain secure, even in the
presence of external datasets. This robust defense against re-identification is a crucial rea-
son why differential privacy has become increasingly favored in the field of social network
anonymization.

Furthermore, based on the analyses of the keywords and themes, we found that the studies
related to the “Differential Privacy” approach can be categorized into “Global Differential
Privacy” and “Local Differential Privacy” methods.

The “Global Differential Privacy” adds noise at the time of data queries on the entire
dataset [26, 27, 50, 68, 89, 93, 105, 211, 212]. The curator of the social network has access
to the original unaltered graph (nodes and edges). When information is requested from this
network (like the total number of nodes, average number of connections per user, or other
aggregate statistics), noise is added to the result to maintain privacy. This approach allows for
more accurate results since noise is optimized across the whole dataset. However, because
the original network is unaltered, there may be a higher potential risk to privacy, particularly
if the curator is compromised.

On the other hand, “Local Differential Privacy” adds noise to each individual data point
(such as individual nodes or edges) before it is added to the database [51, 52, 67, 73, 165,
206]. This means that the curator never sees the raw data of any individual node or edge.
This approach provides more robust privacy protection as it ensures that the information
about any specific individual is obfuscated. However, because noise is added to each data
point independently, this method may lead to less accurate aggregate statistics or network
analyses.

3.5.4 Uncertain graphs

Our analysis results reveal “Uncertain Graphs” as another approachwithin the realm of social
network anonymization. This approach refers to the technique of introducing uncertainty
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into the structure of the social network graph to protect user privacy. In a certain graph, the
existence of each edge is known with certainty. However, in an uncertain graph, each edge
is assigned a probability that indicates the likelihood of its existence. This uncertainty can
help to anonymize the data by obscuring the exact relationships between individuals. In other
words, the probabilities could be generated to obfuscate the true relationships and make it
more difficult for an adversary to re-identify individuals or infer sensitive information.

We identified some studies conducted using the “Uncertain Graphs” approach in the
social network anonymization field [11, 123, 124, 166, 182, 184, 185]. One of the core
reasons for the increasing adoption of uncertain graphs is that their probabilistic nature
significantly complicates inference and re-identification attacks. By introducing uncertainty,
this approach provides an additional layer of privacy protection, which makes it difficult
for attackers to accurately map out relationships in the network. Additionally, uncertain
graphs are particularly well suited to social networks where relationships may not be strictly
binary or static, often, the strength or likelihood of connections between users fluctuates. The
uncertain graph model can capture this fluidity, making it more reflective of real-world social
interactions. This flexibility allows the technique tomask the variability in relationshipswhile
still preserving the network’s overall structure for analysis.

3.5.5 Cryptography

Another keyword or theme that is detected as an approach in the field of social network
anonymization is “Cryptography.” This approach plays an essential role in preserving pri-
vacy and securitywithin social networks, including anonymization.Drawing from the insights
gathered through our analyses, we highlight several cryptography-oriented techniques com-
monly employed for anonymizing social networks:

(1) Homomorphic Encryption is a cryptographic technique that enables computations on
encrypted data, yielding results as if the operationswere performed on the original, unen-
crypted data. This method has significant implications for anonymizing social networks
(P. [89, 93, 214]. It can enhance user data privacy by allowing calculations on encrypted
data, thereby safeguarding users’ personal information. Homomorphic encryption also
facilitates secure data sharing within the network, allowing sensitive information to
remain encrypted even in-use, that is, accessible only to authorized entities. Further-
more, it enhances user privacy when interacting with third-party applications on the
network by enabling these services to compute encrypted data, preventing them from
accessing raw, unencrypted user information.

(2) Secure Multi-Party Computation (SMPC) is a cryptographic protocol used in social
network anonymization [195, 196]. It enables multiple parties to collectively com-
pute functions on their private inputs without revealing the inputs to each other,
preserving individual data privacy. SMPC has various applications in social networks,
including privacy-preserving data analysis, collaborative filtering for personalized rec-
ommendations, secure integration of anonymized data from multiple sources, and
privacy-preserving analysis of social graph structures. These applications allow for
data analysis, recommendations, data linkage, and network analysis while maintain-
ing privacy and confidentiality. As a result, the SMPC protocols employ cryptographic
techniques to ensure secure computations and simultaneously preserve individual pri-
vacy.
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(3) Attribute-Based Encryption (ABE) is another cryptographic scheme that enables precise
access control based on attributes, benefiting social network anonymization by enhanc-
ing privacy and access control for sensitive data [84]. ABE enables data encryption and
decryption based on attributes instead of specific identities. Users and data are associated
with attributes like roles or affiliations, and encryption policies are defined accordingly.
Only users possessing the required attributes can decrypt and access the data. ABE
encryption in social networks offers several applications. Selective Data Access allows
users with specific attributes or roles to decrypt and access relevant information, ensur-
ing that sensitive data are viewed only by authorized individuals. Privacy-Preserving
Sharing enables the secure sharing of sensitive information within a social network by
encrypting data based on attributes and restricting decryption and access to users with
matching attributes. Anonymous Attribute-Based Access supports controlled data shar-
ing while maintaining user anonymity, ensuring privacy, and granting access based on
attributes.

3.5.6 Hybrid

Furthermore, our analyses revealed that numerous studies in the field of social net-
work anonymization have employed a combination of the aforementioned approaches. For
instance, some of the authors combined the “Uncertain Graphs” and “Differential Privacy”
approaches to preserve the privacy of users in a social network [65]. Other authors used
the “Differential Privacy” approach along with “Generalization/Clustering” to ensure user
privacy in social networks [68]. In another study, the authors tried to use the “Differen-
tial Privacy” and “Graph Modification” approaches to propose an efficient social network
anonymization model [143]. Besides, “Differential Privacy” and “Cryptography” were com-
bined in another study to achieve a privacy-preserving social network publishing scheme
[203].

4 Future research trends in social network anonymization

Based on the conducted analyses in the current study, we identified some of the most impor-
tant research trends in the social network anonymization field. These trends are not only of
academic interest but also have significant practical implications for researchers and practi-
tioners. Researchers can use these trends to guide their future work, exploring new methods
and enhancing existing ones. For practitioners, particularly those involved in data privacy and
security, these trends offer opportunities to adopt advanced techniques that ensure compli-
ancewith regulatory standards, protect user privacy, andmaintain the utility of social network
data for analytical purposes.

(1) The advent of AI and machine learning models in developing new and innovative
anonymization approaches has opened up a new frontier in data privacy for social net-
works. For instance, suppose there is a social network that encompasses a vast user
base with diverse demographic attributes. In such a scenario, traditional anonymization
methods, which are based on K-anonymity or L-diversity, might struggle to maintain
effective privacy protections due to the diversity and volume of data. AI and machine
learning models, however, can efficiently manage such diversity and scale by recog-
nizing patterns and dynamically anonymizing user data to uphold user privacy. These
AI-driven approaches can provide a more efficient and scalable solution compared to
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traditional methods, especially when handling high-dimensional datasets with numer-
ous attributes associated with each user. It is worth noting that deep generative models,
such as GANs and Variational Autoencoders (VAE), can be beneficial in social net-
work anonymization. These models can be used to create synthetic representations of
original social network data. This synthesized data, which mimics the original data’s
structure and relationships without revealing individual identities, can be used for anal-
ysis or research without privacy concerns. Additionally, these deep learning models can
be applied to alter the network structure subtly, making it difficult to identify individ-
ual nodes (users) while preserving the overall graph’s structure. GANs, for instance,
can generate synthetic nodes and edges that obscure the original identities but maintain
the global network structure. Besides, AI and machine learning have a unique advan-
tage. They can learn and improve over time. They can adapt to new privacy challenges,
which is particularly important as social networks and privacy threats continue to evolve.
For instance, if a new form of privacy violation emerges, these models can be quickly
trained to recognize and counteract it. It is worth noting that practitioners can imple-
ment AI-driven methods for real-time data privacy protection, especially in industries
such as healthcare, finance, or social media, where rapid and accurate anonymization is
necessary to handle vast amounts of user data.

(2) In today’s world of interconnected digital networks, there is an urgent need for the
development of new and novel social network anonymization approaches, especially
those based on innovative meta-heuristic algorithms. As the complexity and diversity of
online interactions increase, traditional anonymization techniquesmight not be sufficient
to maintain privacy and security. Meta-heuristic algorithms, such as Genetic Algorithm
(GA), Particle Swarm Optimization Algorithm (PSO), and Firefly Algorithm (FA), due
to their inherent flexibility and adaptability, can offer a potential solution. They can be
designed to automatically adapt to the changing topologies of dynamic social networks,
effectively anonymizing data in real-time and ensuring that users’ identities and personal
information remain protected, regardless of how the network evolves. Furthermore, the
utilization of meta-heuristic algorithms in anonymization processes can significantly
enhance the efficiency and accuracy of privacy-preserving techniques. These algorithms
are designed to optimize solutions for complex problems and can help in determining the
most effectiveways to anonymize datawithout losing the underlying structure and utility
of the data. This could directly benefit organizations managing large datasets by offering
scalable, efficient solutions. Practitioners will also be able to apply these advanced
techniques to enhance the effectiveness of anonymization methods while preserving
data utility for business and research purposes.

(3) As dynamic social networks continually evolve, they become more complex and inter-
connected, heightening theneed for advanced social network anonymization approaches.
These approaches are crucial in preserving users’ anonymity in an ever-changing envi-
ronment and mitigating risks related to cybercrimes. Besides, they should preserve the
users’ data privacy and ensure the ethical use of AI and machine learning in analyzing
dynamic social network data, preventing misuse. Hence, for researchers, this opens up a
field of exploration for developing adaptivemodels that can anonymize networks in real-
time, providing relevant, up-to-date privacy protections. Practitioners will also benefit
from these advanced techniques as they can better safeguard user data in ever-changing
environments and tackle real-time privacy risks.

(4) Developing new and novel social network anonymization approaches using hybridmeth-
ods, such as combining Differential Privacy with Graph Modification and integrating
Uncertain Graphs with Differential Privacy, is becoming increasingly vital. Hybrid
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approaches have the potential to offer superior privacy protection by harnessing the
strengths of different techniques. For example, Differential Privacy provides a mathe-
matical guarantee of privacy by adding a carefully calculated amount of noise to the
data.When combinedwithGraphModification, which alters the structure of the network
to obscure individual identities, it can create a multi-layered approach that enhances
overall privacy while still maintaining the utility of the data. Similarly, combining
Uncertain Graphs and Differential Privacy could offer another powerful hybrid solution.
Uncertain Graphs capture the inherent uncertainty in social relationships, thereby pro-
viding an additional layer of anonymization. When coupled with Differential Privacy’s
mathematical safeguards, this hybrid approach can result in a more comprehensive
anonymization strategy, providing robust protection against both current and emerg-
ing de-anonymization techniques. For practitioners, these hybrid approaches can offer
enhanced flexibility, allowing organizations to meet the specific privacy needs of differ-
ent use cases, such as anonymizing datasets for research while maintaining user trust
and compliance with data protection regulations.

(5) Developing social network anonymization approaches based on hyper-heuristics is vital
due to their adaptability, efficiency, and flexibility. These high-level problem-solving
frameworks can work dynamically within graph theory or clustering algorithms to
offer solutions that not only preserve user privacy but also retain information loss at
a minimum. Their ability to handle large-scale, high-dimensional data can outperform
traditionalmethods, enhancing the quality of anonymization.Moreover, hyper-heuristics
can be customized to various types of social networks and anonymization models, pro-
viding a universally applicable tool for data privacy. It is worth mentioning that these
techniques could be used by practitioners working with large-scale, complex datasets
to tailor privacy solutions to different types of social networks, maintaining privacy
without sacrificing data utility.

(6) Developing strong privacy-enhancing techniques to provide resilience against AI-
powered attacks and tools is an emerging and very hot research area. As AI becomes
increasingly sophisticated in identifying patterns and re-identifying individuals within
anonymized datasets, privacy mechanisms must evolve accordingly. Large Language
Models (LLMs), in particular, could pose a potential threat as the attackers are able to
use them to analyze anonymized social network data and extract sensitive information
that was meant to be hidden. Future research could explore the development of social
network anonymization techniques that can counteract AI-powered adversarial attacks,
including those leveraging LLMs, ensuring that user data remains private even in the
face of rapidly advancing technological threats.

(7) The development of privacy-preserving approaches that can incorporate user prefer-
ences is an important avenue for future research. In this context, users would have the
ability to specify which aspects of their data are most sensitive and require stronger pri-
vacy protections. For instance, users could determine how their attributes (e.g., location,
relationships, or activity history) should be handled, ensuring that more stringent pri-
vacy mechanisms are applied to these specific elements. Such a system would empower
users by giving them more control over their personal information and aligning pri-
vacy preservation with individual concerns. This personalized anonymization approach
would also enhance user trust and satisfaction, as it provides transparency in how data
is anonymized and processed in social network environments. Additionally, integrating
user preferences into anonymization methods could lead to more efficient data handling,
where stronger privacy mechanisms are focused on the most critical areas while main-
taining overall data utility. For instance, clustering algorithms or graph modification
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techniques can be adapted to focus stronger protections on selected areas while main-
taining data utility. Thesemethods could be implemented by the practitioners to enhance
transparency and trust with users. Offering privacy control options could improve user
satisfaction and ensure compliance with emerging data protection laws.

(8) As decentralized social platforms, such as blockchain-based social networks, gain
traction, traditional anonymization methods may fall short in addressing the unique
challenges posed by these platforms. Future research could explore how existing
anonymization techniques, such as Differential Privacy and Graph Modification, might
be adapted or combined to decentralized environments. These networks are inherently
different due to their distributed nature, lack of a central authority, and peer-to-peer
architecture. Therefore, it is crucial to develop new anonymization techniques that can
preserve privacywhilemaintaining the integrity of the decentralized data-sharingmodel.
Additionally, approaches, such as SMPC and Homomorphic Encryption, could be fur-
ther explored to ensure privacy in decentralized networks, particularly when multiple
parties are involved in data processing without central control. Practitioners working
on decentralized platforms will benefit from such techniques to maintain user privacy
without compromising the integrity of decentralized, peer-to-peer networks.

(9) Recently, synthetic data-generation methods have posed a new threat to online social
network users’ privacy by creating data that closely resembles real user data. These
generated datasets can be used to infer sensitive information or mimic user behavior
in ways that compromise privacy. Therefore, developing privacy-preserving approaches
that provide resilience against the risks posed by synthetic data-generation methods is
becoming increasingly critical. Future research could explore how to detect andmitigate
these threats by enhancing existing anonymization techniques, such as Graph Modifi-
cation, Randomization, Differential Privacy, and Uncertain Graphs, or by devising new
strategies specifically aimed at countering synthetic data risks.

5 Conclusion

In the era of big data, social network anonymization has become increasingly critical, as the
vast amount of personal information shared across digital platforms demands robust privacy
safeguards. This study contributes to this essential field by conducting a comprehensive
bibliometric analysis of research published from2007 to 2022, offering a systematic overview
of its evolution.Wecollected and preprocessed data fromScopus using theElsevierDeveloper
Portal, carefully analyzing publications to identify core themes, frequent keywords, and
prominent research trajectories. Using VOSviewer, we created network visualizations of
keywords to reveal the field’s most central terms, followed by statistical and network analyses
integrating growth, T-score, and weighted node strength to quantify keyword importance.
Afterward, through a co-word analysis conducted in SciMAT, we identified and tracked the
development of prominent themes, allowing us to explore the thematic shifts over timewithin
social network anonymization. Based on these findings, we proposed a novel taxonomy of
anonymization approaches, mapping both established and emerging techniques.

Future research directions can focus on developing several key areas within social net-
work anonymization. Researchers could expand AI-driven and machine learning-based
approaches, such as deep generative models, to create scalable, adaptive anonymization
solutions capable of handling diverse, high-dimensional datasets. Additionally, exploring
novel meta-heuristic algorithms, beyond traditional ones like Genetic Algorithms (GA) and
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Particle Swarm Optimization (PSO), could provide a dynamic tool to balance privacy and
utility in complex, large-scale networks. Integrating techniques, such as Differential Pri-
vacy with Graph Modification, may also lead to significant advancements, combining the
strengths of differentmethods formore comprehensive privacy protection.Another promising
avenue involves hyper-heuristic approaches that adapt to context-sensitive privacy require-
ments, along with developing resilience-enhancing strategies against AI-powered adversarial
attacks, particularly those using Large Language Models (LLMs). Furthermore, researchers
could investigate personalized anonymization methods, allowing users to specify privacy
preferences for certain attributes, and could innovate new strategies suited to decentralized
networks, including blockchain-based platforms. Finally, in light of privacy threats posed by
synthetic data-generation methods, creating anonymization techniques capable of counter-
acting these new risks would be valuable.

While our study primarily utilizes Scopus data, future work could expand upon this by
incorporating additional sources, including conference papers and preprints, for a more com-
prehensive analysis. Ultimately, we hope that this work will serve as a catalyst for academics
and practitioners to foster further advancements in social network anonymization and address
the ever-growing complexity of online privacy.
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