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ABSTRACT

This study explores how user gender, agent gender, and control over agent aesthetics affect expe-
riences in a VR phishing awareness training application. As digital agents become more common
in immersive training, understanding their design impact is critical. Participants were assigned to
one of three conditions: (1) full customization of the agent’s appearance, (2) selection from pre-
made agents, or (3) no choice. We measured outcomes including phishing awareness (immediate
and retained), mental effort, enjoyment, presence, and relatedness. Results showed no significant
effects of user gender or choice condition on awareness, mental effort, or presence. However,
female participants reported greater relatedness with their agent at a three-month follow-up, sug-
gesting potential long-term engagement benefits. Aesthetic control did not significantly influence
learning or awareness retention, underscoring the importance of content quality over personaliza-
tion. These findings contribute to research on gender dynamics and customization in immersive
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learning environments.

Virtual Reality (VR) has emerged as a potential medium for
training across various domains, enabling individuals to
practice skills and apply knowledge in a safe, controlled
environment (Radianti et al., 2020). This immersive nature
of VR, combined with its ability to provide immediate feed-
back, makes it an ideal platform for various training needs,
particularly in fields where hands-on experience is crucial
(Johnston et al., 2018). Recent studies show positive impacts
of VR on learning and training outcomes in both educa-
tional (Merchant et al., 2014) and professional training set-
tings (Renganayagalu et al., 2021).

A key component of immersive VR training environ-
ments is the integration of embodied agents (Kyrlitsias &
Michael-Grigoriou, 2022). These digital entities can assume
various roles—such as mentors and guides adding depth to
the user experiences. The presence of these agents in VR
not only enriches the interaction but also plays a significant
role in the social aspects of training. By providing immedi-
ate feedback and guidance, these agents can simulate social
contexts, which are crucial for developing complex skills
(Grivokostopoulou et al.,, 2020; Petersen et al., 2021). The
design and aesthetics of these agents are pivotal, influencing
learners’ cognitive and affective engagement. Recent research
show that users desire agents to be more relatable (Zargham
et al., 2023). The extent of customization and realism in
agents’ appearance and behavior potential to impact users’
sense of presence, motivation, and cognitive load, thereby

affecting training outcomes in VR (K. Kim et al., 2018;
Petersen et al., 2021).

Additionally, user gender plays a complex role in interac-
tions within VR training environments. Studies suggest that
gender congruence between learners and agents could
potentially benefit the learning process by affecting social
presence, spatial presence, and learner satisfaction
(Makransky et al., 2019; Shang et al., 2020). However, litera-
ture on this topic shows mixed results, pointing to a need
for further research (Moreno & Flowerday, 2006; Weidner
et al., 2023).

This study uses phishing awareness training as the con-
text due to the evolving nature of cyber threats requiring
training programs that not only convey information but also
instill practical skills and a deep understanding of cyber
risks. Traditional training methods often fall short in engag-
ing participants and embedding long-lasting phishing aware-
ness. VR-based training offers an engaging alternative. It can
enable learners to experience the consequences of security
breaches and practice response strategies in a risk-free envi-
ronment, thus enhancing both the retention and application
of phishing awareness principles (Khan, 2018; Schlecht,
2018).

This study aims to explore the relationship between
digital agent customization, user gender, agent gender, and
their impact on phishing awareness training within a VR
context. It seeks to understand how varying levels of control

CONTACT Sonam Adinolf @ adinolfd@qut.edu.au @ School of Computer Science, Faculty of Science, Queensland University of Technology, Brisbane, QLD,

Australia 4001
© 2025 The Author(s). Published with license by Taylor & Francis Group, LLC.

This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License (http://creativecommons.org/licenses/by-nc-nd/
4.0/), which permits non-commercial re-use, distribution, and reproduction in any medium, provided the original work is properly cited, and is not altered, transformed, or built upon in
any way. The terms on which this article has been published allow the posting of the Accepted Manuscript in a repository by the author(s) or with their consent.


http://crossmark.crossref.org/dialog/?doi=10.1080/10447318.2025.2498481&domain=pdf&date_stamp=2025-05-20
http://orcid.org/0009-0007-8131-5731
http://orcid.org/0000-0002-1672-5941
http://orcid.org/0000-0003-1867-9536
http://orcid.org/0000-0001-8434-9741
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://www.tandfonline.com
https://doi.org/10.1080/10447318.2025.2498481

2 . S. ADINOLF ET AL.

over an agent’s aesthetic features and the gender pairing
between the user and the agent influence key aspects of the
learning experience—namely, mental effort, sense of pres-
ence, enjoyment, and the sense of relatedness. The latter,
rooted in the psychological need for connection and belong-
ing, is crucial in learning contexts as it can significantly
influence motivation and engagement, thereby impacting
learning efficacy (Ryan & Deci, 2000). Employing a custom
designed VR-based phishing training application, this
research adopts a nested control design to examine the
effects of agent customization and gender pairing, aiming to
contribute to the development of more effective agents and
learning experiences in VR training applications.

1. Background
1.1. VR and its affordances for learning and training

VR has been a subject of extensive research for over three
decades, exploring its potential to simulate experiences that
either mirror real-life or present entirely new realities
(Radianti et al., 2020; Slater & Sanchez-Vives, 2016). VR
enables learners and trainees to grasp spatial relationships
and concepts more intuitively, offering them learning experi-
ences that are contextual, situated, and rich with meaning
(Merchant et al., 2014; Radianti et al., 2020).

Central to the VR experience is the sense of presence, a
psychological state where users feel genuinely “in” the vir-
tual environment despite knowing otherwise (Bowman &
McMahan, 2007; Slater, 2009). Research has linked a high
sense of presence to improved emotional responses, enjoy-
ment, and even learning outcomes within VR settings
(Chirico & Gaggioli, 2019; Grassini et al., 2020; Servotte
et al, 2020; Tang et al, 2022; Tussyadiah et al, 2018).
However, a systematic literature review spanning 24 years
found that while the sense of presence is crucial for VR
experiences in education, the outcomes of its association
with learning are not uniformly agreed upon in the litera-
ture (Krassmann et al., 2019). They highlighted the need for
a deeper understanding of how sense of presence can be
leveraged for learning purposes in VR.

VR’s immersive capabilities, alongside VR’s ability to
evoke a strong sense of presence and place, underpins its
suitability for experiential and constructivist learning meth-
ods (Johnston et al., 2018). However, there are conflicting
findings regarding the relationship between the enjoyment
of VR experiences and knowledge gain, with some research
showing no relationship (Makransky et al., 2021) and others
indicating a positive relationship (Huang et al., 2022). This
highlights the need for further research into the relationship
between enjoyment and training outcomes.

Co-presence, or social presence, extends the concept of
presence to include the feeling of being with others in the
virtual space (Biocca et al., 2003; Bulu, 2012). This sense of
shared experience, facilitated by VR’s ability to replicate
social cues, is crucial for creating engaging and interactive
learning environments. It fosters a sense of social connec-
tion, or sense of relatedness, which is vital for education and

can be significantly enhanced by the presence of virtual
agents designed to interact with users in meaningful ways.

1.2. Agents for education and training

Pedagogical agents, whether embedded in multimedia learn-
ing environments, intelligent tutoring systems, or educa-
tional video games, have shown a modest but significant
impact on educational outcomes (Craig et al., 2015; Graesser
& McNamara, 2010; Kinzer et al.,, 2012; Schroeder et al.,
2013; Sikstrom et al., 2022; Wang et al., 2018). By simulating
social interactions, agents can provide customizable and
scalable training opportunities (Okita et al, 2013;
Othlinghaus-Wulhorst & Hoppe, 2020). For instance, role-
playing, a training technique for developing interpersonal
skills and increasing student satisfaction (Sherman et al,
2020), faces scalability challenges that agents could poten-
tially address (Nikendei et al., 2005; 2007; Sogunro, 2004).
The effectiveness of these agents is influenced by a multi-
tude of factors, including their design, voice, and behavior,
which can affect user engagement and learning processes
(Heidig & Clarebout, 2011; Hoorn, 2015; Veletsianos, 2007).

The concept of customizing agents has been suggested as
a promising way to foster social connections with these
digital entities. Baylor highlighted the potential of agent cus-
tomization to serve as effective social models (Baylor, 2009).
This aligns with findings from various studies, indicating
that customizing avatars or player characters in virtual envi-
ronments can have a positive impact on outcomes like
motivation and learning (Lim & Reeves, 2009; Lin et al,
2017; Tirkay & Kinzer, 2016). For instance, Herrera and
Bailenson’s study in a VR context showed that choosing an
avatar’s skin color can enhance prosocial behavior towards
social issues like homelessness (Herrera & Bailenson, 2021).

Moreover, the choice in customizing on-screen agents
has been shown to influence user perceptions significantly.
Xiao et al. found that users who chose their agents rated
them more favorably in terms of likability, trust, and effect-
iveness, suggesting that the act of choosing can enhance
user engagement and motivation (Xiao et al, 2007).
Similarly, Wald et al. demonstrated that customizing chat-
bots led to increased perceptions of trust and anthropo-
morphism, indicating that personalized agents are perceived
as more competent (Wald et al., 2021).

However, studies focusing on the choice of pedagogical
agents have yielded mixed results, especially concerning cog-
nitive and affective outcomes. These inconsistencies may be
attributed to differences in learning contexts, learner charac-
teristics, and technological design among the studies. For
example, Kim and Wei found no significant impact of
choosing among four agents in a math tutorial interface on
learning outcomes (Kim & Wei, 2011), while Kinzer et al.
observed that the choice of a virtual mentor in a math game
led to improved game engagement (Kinzer et al, 2012).
Furthermore, Behrend and Thompson noted that giving par-
ticipants control over their pedagogical agent’s appearance,
personality, and feedback behavior in web-based training



enhanced learning outcomes when multiple choices were
provided (Behrend & Thompson, 2012).

While much of the existing research has focused on ava-
tar customization or interface design, there is a gap in the
literature concerning agent and avatar customization in VR
settings. Weidner et al’s review highlighted this lack of
investigation and called for further research in this area
(Weidner et al., 2023). Notably, the impact of choice as a
way to provide users sense of agency in VR contexts
remains unexplored, and the optimal number of choices to
offer is still an open question. The phenomenon of choice
overload, well-documented in other domains like shopping
(Iyengar & Lepper, 2000), has only recently begun to be
explored in virtual environments, with preliminary data sug-
gesting that its threshold may be significantly higher in these
settings (Adinolf et al., 2020b).

1.2.1. Effect of gender when interacting with agents in VR
The impact of gender on interactions with virtual agents in
VR settings has produced mixed results in the literature,
with studies reporting both significant and negligible effects
on user experiences and educational outcomes.

Makransky et al. (2019) reported gender-specific prefer-
ences and performance in a VR setting, where girls per-
formed better with a young female scientist agent, and boys
with a futuristic robotic agent. Boys also reported more
social presence with the female agent, a difference not
observed among female participants. Contrasting this, a
study on non player characters (NPCs) showed that partici-
pants of both genders found opposite-gender agents more
convincing as mentors (Rogers et al.,, 2018). In a VR train-
ing context, male participants reported finding female agents
more attractive while there were no differences on perform-
ances outcomes across the gender groups (Shang et al,
2020). In medical and therapeutic VR applications, partici-
pants generally preferred female agents due to their percep-
tion that female agents were more helpful and professional,
thus enhancing user’s comfort (Alsharbi & Richards, 2017;
Feij6o-Garcia et al., 2021; Mostajeran et al., 2019), and in an
educational VR context, a female agent was reported to elicit
more rapport from students than a male agent (Novick
et al., 2019). Gender-based preferences were also evident in
avatar customization within MMOs, where female players
derived more enjoyment from this feature than male players,
affecting their game interest (Turkay & Adinolf, 2010).

Conversely, Moreno and Flowerday (2006) found that the
choice of pedagogical agent was not influenced by the user’s
gender. Shang’s research (Shang et al., 2020) in a VR training
context also found no significant performances but found a
preference towards female agent though this study included a
small sample size. Despite the noted preferences for female
agents in certain contexts, a study by Novick and colleagues
(2019) found that having a same-gender agent did not signifi-
cantly affect rapport, and agent gender had no significant
effect on recall. Additionally, research on MMOs showed that
customization affected both male and female players’ engage-
ment similarly (Turkay, 2013).
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These contrasting findings highlight the complexity of
gender dynamics in VR interactions with agents. While
some studies suggest gender influences preferences and out-
comes, others report no significant gender-based effects.
This inconsistency underlines the need for further explor-
ation in this area to better understand how gender interplays
with virtual agent design and user experiences in VR set-
tings. Consequently, a recent review study (Weidner et al,
2023) encouraged further research on the impact of gender
on user experiences with agents.

1.3. Phishing user training as the case study for the
application

The focus on phishing for the training activity in this study is
driven by multiple factors. Firstly, cybersecurity is critically
important in our increasingly digital world, underscored by
the escalating economic impact and frequency of cybercrime.
The FBI's 2021 Internet Crime Report highlighted a signifi-
cant increase in losses due to cybercrime, amounting to $6.9
billion, which is about $2 billion more than in 2020
(Threatpost, 2021). Phishing remains one of the most preva-
lent and successful social engineering tactics, relying on
deception to manipulate individuals into revealing sensitive
information or granting unauthorized access to systems.
Despite advancements in security technologies, human sus-
ceptibility continues to be a primary factor in phishing
attacks, highlighting the necessity of improved user education
and awareness training (Khan, 2018; Vishwanath et al., 2018).

Secondly, phishing awareness is a fundamental compo-
nent of cybersecurity training. Phishing attacks exploit
human vulnerabilities through social engineering tactics,
making user awareness and education a critical line of
defense (Aldawood & Skinner, 2019; Pattinson et al., 2012).
Studies show that awareness training significantly reduces
phishing susceptibility by enhancing users’ ability to recog-
nize deceptive emails and malicious links (Caputo et al,
2014; Jampen et al, 2020; Reinheimer et al, 2020).
However, the effectiveness of different training methodolo-
gies in fostering phishing awareness remains an area of
active research (Hillman et al., 2023).

The universal relevance of cybersecurity knowledge, given
the widespread use of networked computers, makes it an
ideal topic for training that could benefit a broad audience.
Improving phishing awareness through innovative training
methods could mitigate the frequency and severity of cyber
attacks, providing economic advantages and enhancing
digital safety for individuals and organizations (Chen et al.,
2023). Traditional Computer-Based Training (CBT) is the
most common form of cybersecurity training (Abawajy,
2014), yet it has several drawbacks, including monotony and
lack of engagement, which can lead to decreased motivation
and feelings of isolation among learners (Cone et al., 2007).
In response to these limitations, there’s a growing interest in
leveraging immersive technologies like Augmented Reality
(AR) and VR for cybersecurity awareness training. The
unique capabilities of AR and VR, such as interactive
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feedback and the ability to simulate scenarios in a realistic
controlled environment, offer promising advantages over
conventional CBT (Alqahtani & Kavakli-Thorne, 2020;
Kroll, 2019; Schlecht, 2018).

Although VR has been widely explored for training, its
specific application in phishing awareness remains limited.
The immersive nature of VR provides a unique opportunity
to enhance user engagement and realism, potentially improv-
ing training outcomes by simulating real-world phishing
attacks in an interactive environment (Veneruso et al., 2020).
Some studies have examined VR for security-related training,
such as social engineering awareness and password security,
but the literature specifically addressing phishing training in
VR is scarce (Chandrashekar et al., 2023; Rana & Chicone,
2023). Existing evidence from non-VR studies suggests that
interactive and experiential learning approaches, such as
gamification and role-playing, improve engagement and
retention of cybersecurity knowledge, indicating a strong
potential for VR-based phishing awareness training to be
effective (Moumouh et al., 2023; Salameh & Loh, 2022)

Individual differences in phishing susceptibility signifi-
cantly influence training effectiveness, with gender emerging
as a notable factor. Research presents mixed findings: some
studies indicate that men report higher phishing awareness,
while women engage more with interactive learning tools,
potentially enhancing their retention of cybersecurity con-
cepts (McGill & Thompson, 2021; Pratama et al, 2023).
Women tend to perceive higher phishing risks but often
report lower confidence in detecting phishing attempts,
whereas men express greater confidence—even when their
actual detection ability does not always align with this confi-
dence (Kavvadias & Kotsilieris, 2025; Sun et al., 2016).
Differences in information processing styles may also con-
tribute to phishing vulnerability, with men focusing more
on message credibility and women being more influenced by
urgency cues (Lee et al., 2023). These variations suggest that
gender-responsive training approaches could enhance train-
ing outcomes (Pratama et al., 2023). While these dynamics
have been studied in traditional digital contexts, little
research has examined whether they persist in immersive
VR-based training. Given VR’s potential for engagement
and embodied learning, this study explores how gender
influences phishing awareness, training effectiveness, and
knowledge retention within a gamified VR cybersecurity
training environment.

Given the limitations of traditional CBT and the advantages
of VR training, this study examines the effectiveness of a gami-
fied, agent-based VR application for phishing awareness.

2. Current study

Based on the literature presented above, this study examines
how different levels of control over a digital agent’s aesthetic
features affect phishing awareness retention in a VR-based
training environment. Training effectiveness was measured
through participants’ self-reported phishing awareness

immediately after the training and three months later, assess-
ing changes in their ability to recognize phishing indicators.

In this study, we consider phishing awareness, mental
effort, and enjoyment as key aspects of the training experi-
ence. Phishing awareness refers to participants’ self-reported
ability to recognize phishing indicators before and after the
training. Enjoyment reflects participants’ subjective engage-
ment with the training, measured using the Intrinsic
Motivation Inventory (IMI) (see the Methods section for
details). Lastly, iven the multi-sensory experiences of VR
environments, it is necessary to measure mental effort and
its impact on user experiences (Huang et al, 2020; Sari
et al, 2024) to understand the cognitive demands imposed
on users while engaging with VR-based training. Mental
effort provides insight into the cognitive load experienced
by participants, which can influence engagement. Higher
mental effort may indicate increased difficulty in processing
training content, while lower mental effort may suggest
greater ease of comprehension and interaction with the VR
environment (Paas et al., 1994). More specifically, the study
addresses the following aims.

Aim 1) To understand how the interaction between user
gender and agent gender affects training experiences and
social connection with the agent in the VR experience. The
following research questions were asked for this aim.

RQ1la: Are users’ mental effort and awareness of phishing
affected by the interaction between user gender and agent
gender?

RQ1b: Are users’ sense of presence, enjoyment, and sense of
relatedness impacted by the interaction between user gender
and agent gender?

Aim 2) To examine whether the VR intervention had any
influence on participants’ awareness of phishing which was
the context for the VR training.

RQ2: Does participants’ reported awareness of phishing vary
from immediate (t1) to long-term (t2) assessments?

Aim 3) To understand how different levels of control
over agents’ aesthetic features affect learner experiences with
a training task in a gamified VR based phishing training
application. Learner experience is measured in terms of 1)
reported awareness of phishing, 2) mental effort, 3) enjoy-
ment. Of these, first was measured both immediately after
the experience and based on recollection three months later.
The latter two were only measured immediately after the
experience. Thus, the associated research questions are:

RQ3a: To what extent does varying the level of control over
agents’ aesthetic features impact users’ reported awareness of
phishing ?

1. The immediate (t1) effects after the training experience
2. The long-term (t2) effects, change from immediate to
three months later



RQ3b: To what extent does varying the level of control over
agents’ aesthetics features affect users’ mental effort, enjoy-
ment, sense of presence and sense of relatedness in a VR
based phishing awareness training application as measured
immediately after the experience?

Given the inconsistent findings on the relationships
found between sense of presence and training experience
measures in prior research (Krassmann et al., 2019; Servotte
et al.,, 2020), the following research question is asked:

RQ4: What is the relationship between sense of presence in
the VR training and key training experience measures of 1)
self-reported awareness phishing awereness, 2) mental effort
and 3) enjoyment?

3. Methods

In order to achieve the aims listed above, we employed a
between-subjects design with nested conditions. Participants
were randomly assigned to one of four conditions based on
their level of control over agent aesthetics: (1) Choice, (2)
Customization, (3a) No-choice: Gender-matched, and (3b)
No-choice: Gender-mismatched (see Figure 1). Aim 1 is
addressed by the nested co-choice groups; since one group
involves gender match, and the other involves gender mis-
match. The gender of the embodied agent is determined by
their voice: male voice is assigned male gender and female
voice assigned female gender. This design allows us to inves-
tigate any interactions between participant’s gender and that
of the agent. Aim 2 is achieved by the repeated measures
design, and Aim 3 is addressed by the three different levels
of control over the agent’s aesthetics -high levels of control
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in the customization condition, moderate levels in the
choice condition, and none in the no-choice conditions.

3.1. Procedure

This study took place in two stages: 1) Experiencing the VR
training, with pre-and-post surveys; 2) A three-month fol-
low-up survey (see Figure 2 for the study outline).

Upon arrival at the study site, each participant was pro-
vided with study information and an informed consent
form, as approved by the university’s Ethics Review Board.
After participants’ granted consent, they were requested to
complete a brief pre-survey lasting approximately 2 to 3 min
using Qualtrics survey tool. Participants were randomized
into treatment groups and were given an ID number using a
randomization script in Qualtrics. Subsequently, participants
were equipped with a VR headset and handheld controllers,
and the application commenced. They immediately entered
the ID number in the VR experiences as their “employee
training ID number” as it aligned with the narrative of the
VR training. This allowed us to match log data from the VR
experience with the survey data for participants. After a
brief training of the controls, the researcher refrained from
offering any unsolicited comments or instructions to the
participants during the VR training experience, unless expli-
citly requested for assistance. Following the experience, par-
ticipants were administered a post-survey, which took
around 10 to 15min to complete.

Three months after completing the post-survey, partici-
pants were invited to complete a follow-up survey via email.
Non-respondents received up to four reminder emails. A
total of 61 participants (53.5% of the original sample)

Random Assignment to Treatment Groups

Customization
(full control)

Choice
(pre-selected)

No choice

Agent matches reported
participant gender

Agent opposite to reported
participant gender

Figure 1. Schematic overview of the nested study design.

Pre-survey VR experience

Randomized into one
of four groups

* Demographics
* VR experience

3-month follow-up

Post survey

*Phishing awareness

*Mental effort

*Enjoyment (IMI)

*Sense of connection &
Ease of controls (PENS)

*Phishing awareness
*Sense of connection

Figure 2. Figure showing the flow of the experiment, including outputs at each step.
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Figure 3. A screenshot of the agent customization interface (on the left). The different customizable attributes are listed along the side, with the options for the
currently selected attribute in the center and the current state of the robot agent on the right. Customization group is given 10 attributes, with 12 choices in each.
On the right, the agents given to the participants in the choice condition. The two female-voiced agents are on the far right, and the two male-voiced agents on
the left. The aesthetics of the agents are cartoon-like and aimed to avoid gender stereotypes.

responded to the follow-up, with response rates varying
across experimental conditions.

3.1.1. Different treatment groups

The following tables and figures show the numerical differ-
ences between the treatment groups (Table 2). Figure 3
shows the customization interface and the pre-constructed
agents. When assigning agents in the no choice conditions,
the gender of the robot was determined by which voice it
was given - male or female. The voice lines were recorded
by a male and a female human.

- Customization: Participants could customize their agent
using the aesthetic choices presented in the application.
They could assign male or female voice which determined
the gender of the robot agent for the purpose of the
analysis.

- Choice: Participants could choose an agent out of four
pre-constructed ones. Two of these agents had male
recorded voice and two had female recorded voice (see
Figure 3 for details).

- No choice, gender matched: Male identified participants
were assigned a male voiced agent from the choice group
with grey metallic surface (M2), and female identified partic-
ipants were assigned a female voiced aged from the group
(F1) (see Figure 3 for details).

- No choice, gender mismatched: Male identified partici-
pants were assigned a female voiced agent (F1) - the same
one that was assigned to female identified participants in the
previous group; and female identified participants were
assigned a male voiced agent (M2) that was assigned to
male identified participants in the previous group.

3.2. Materials

The pre-survey consisted of demographic, i.e., age, gender
(What gender do you identify with?), country of origin, and
VR experience questions. Both the immediate survey and
the follow up surveys contained predominantly quantitative
scales as detailed below.

3.2.1. Sense of connection and intuitive controls - player
experience need satisfaction questionnaire (PENS)

To measure the level of control over agents’ aesthetics fea-
tures on players’ social connection with the agent, sense of
relatedness items from the PENS questionnaire (Ryan et al,,
2006) were utilised due to its common use in similar studies
(Karaosmanoglu et al.,, 2023; Vella et al., 2015). PENS has a
five point scale (1- Not at all; 5-To a great extent). The sub-
scale showed good internal consistency (Cronbach’s alpha =
0.786). Intuitive Controls subscale of PENS was used to
measure users’ experiences with the VR controls for the pur-
pose of the equality of the groups (e.g., “When I wanted to
do something in the game, it was easy to remember the cor-
responding control.”) The subscale showed good internal
consistency (Cronbach’s alpha = 0.810).

3.2.2. Mental effort scale

Mental effort was measured using a single item self-rating
scale developed by Paas et al. (1994) which is used widely to
evaluate users’ mental effort in multimedia instructions
(Tabbers et al.,, 2004). The numerical values and labels
assigned to the categories ranged from “1=very, very low
mental effort” to “9 =very, very high mental effort.”

3.2.3. Presence questionnaire

We measure the “sense of presence” using the revised ver-
sion (UQO Cyberpsychology Laboratory, 2004) of Witmer
and Signer’s presence questionnaire (Witmer & Singer,
1998) which is the most commonly used presence scale in
prior work (Hein et al.,, 2018). The questionnaire consists of
24 jtems on a 7 point Likert scale which cover a range of
aspects of presence, including realism, possibility to act, pos-
sibility to examine, sound and haptics. Haptics related items
(n=2) were removed as the experience did not involve hap-
tics and those about controllers (n=2) were removed as
PENS scale was used to evaluate users’ experiences with the
controllers. The remaining 20 items were aggregated into a
single measure. The scale showed good internal consistency
(Cronbach’s alpha = 0.806).



3.2.4. Enjoyment

The Intrinsic Motivation Inventory (IMI) is a multidimen-
sional instrument designed to gauge participants’ subjective
experiences related to a target activity, particularly their
intrinsic motivation (Ryan, 1982). For this study, we only
utilized the enjoyment sub-scale as it was one of the key
outcomes we were interested in. It consists of seven items,
each rated on a 7-point Likert scale (1 =not true at all to
7=‘very true’). allowing for a nuanced assessment of the
participant’s enjoyment levels. The subscale showed good
internal consistency (Cronbach’s alpha = 0.902).

3.2.5. Phishing awareness

We wused the phishing awareness scale developed by
Vishwanath’s (2011) to measure user’s day-to-day attention
to phishing awareness practices and interest in cybersecurity.
This measure was used in both immediately after the experi-
ence and in three-month follow-up survey. The items start
with “when you receive an email, how much attention do
you give to...” They provide sub scales to measure atten-
tion including the sender (e.g., “sender’s email address”),
attention grammar (e.g., “typographical errors”) and urgency
(e.g., “warnings”) with three items in each. The items had
10-point Likert scale. These nine items were averaged to cre-
ate a single measure for analysis. Internal consistency of the
scale is 0.777 for the post-survey and 0.814 for the follow-up
survey.

In addition, participants were asked whether they recog-
nized any phishing email in the last three months (Yes or
No) and whether they were victims of a phishing email
(Yes, No, Maybe). These two questions were asked both in
the post-survey and in the three months follow up.

3.2.6. Manipulation check

We conducted a manipulation check to measure partici-
pants’ sense of control using the following 5-point Likert
scale (1 =Not at all to 5=A lot) item: “How much control
did you feel you had over your robot assistant’s

Table 1. Different treatment groups showing different levels of control over
aesthetic features. Customization group is given 10 attributes, with 12 choices
in each.

No-Choice

Gender match

Customization Choice

Voice (1 male/1 female) Gender mismatch
Body color

Hair

Hair color

Eyes

Top clothes

Bottom clothes

Hat

Facial-features Mustache

4 agents

Female voice

Male voice
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appearance?.” This was asked after the other measures to
avoid priming the participants.

3.3. Virtual reality training application

The VR training application occupies the intersections of
numerous disciplines and sub-disciplines. The first stage of
this research project consisted of a series of participatory
design workshops to obtain expert insight from the relevant
fields. This process and the outcomes are outlined in an ear-
lier publication (Adinolf et al, 2020b). The workshops
involved experts from Human Computer Interaction (HCI),
Human-Robot Interaction (HRI), VR, and Cybersecurity.
The design elements from those workshops included overall
training scenarios, individual mechanics, pitfalls to avoid
(both technical and design), and the role and form of the
agent. Once a core design was achieved, the second stage
involved a lab and online study to determine the appropriate
numbers of attributes and choices to include for the robot
agent as there was no prior study to guide these decisions
(Adinolf et al., 2020a). That study tested user reactions to a
range of pairings of customizable aesthetics for an agent and
numbers of choices. These were used to determine an
acceptable set of parameters for the customization condition.
See Table 1 for the final set of attributes used in this study.
The resulting design was a gamified VR application to
help with phishing user training, with a robotic assistant.
The robot form was chosen to avoid uncanny valley effect
humanoid agents created in previous studies (Petersen et al.,
2021). The experience takes place in a virtual mail room.
The core mechanic is mail sorting which involves the player
picking up “mail” and examining the address and message
body for irregularities before sorting it into a series of pneu-
matic tubes. The participant first looks at mail delivered in
tubes, and sorts them based upon an “address” symbol. The
participants are also given a demonstration of a “bad” mes-
sage; one with a symbol that isn’t quite correct. Any “bad”
mail should be thrown into a furnace. This mechanic aimed
to be analogous to examining the sender of an email to
determine whether it is legitimate or phishing. As the users
progress, the mail becomes slightly more complex. The
potential presence of harmful symbols highlighted in the
mail body is introduced. This is analogous to examining
links in an email to determine their safety. For example, the
user must periodically go get coffee from the robot to refill
their energy. As the game progresses, two distractor tasks
are added in, as the workshops indicated that people are
most likely to succumb to phishing attacks when distracted.
A rigorous iterative testing was conducted as VR experts
in the workshops had emphasised that bugs and glitches
could have an out-sized effect due to the immersion of VR.
Overall, 7 play-testers were employed, iterating over 15

Table 2. Gender distribution across treatment groups for main study and follow-up survey. ‘M’ indicates male and ‘F" indicates female participants.

No-Choice: No-Choice:
Customization Choice Gender Match Gender Mismatch
Main Study 22M, 7F (n=29) 23M, 5F (n=28) 20M, 10F (n=30) 17M, 10F (n=27)
Follow-up 8M,5F (n=13) IM, 3F (n=12) 11M, 9F (n=20) 8M, 8F (n=16)
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major versions of the game. The final game ran on
SteamVR, and was compatible with all major headsets.
Participants in the lab played the game using the HTC Vive
2. Those in classrooms used an Meta Quest 2 with link
cable.

3.3.1. Agent design

Based upon the workshops mentioned above, the agent was
designed as a helper and trainer. Prior work suggests that
the design of an agent needs to fit with specific narrative
roles (Rogers et al, 2018). Thus, the agent’s interactions
were aimed to be friendly and non-confrontational. So the
application begins with the robot agent welcoming the user
to their first day at “Steamcorp.” The agent then guides the
user through the tutorial.

The morphology of the agent is anthropomorphized. It
could be categorized as having android properties where it
has a complex humanoid design yet is still mechanical in
nature (Mobed et al, 2024). The agent does not have legs,
instead it rolls on a wheel. The attributes of the agent are car-
toon-like to avoid both uncanny valley and gender stereotypes
in relation to facial and body structures. Basic skeleton of the
robot agent is the same for all agents created and used in the
VR experience and aimed to be androgynous and gender
neutral to reduce gender stereotypes as suggested by prior
work (Koda et al., 2022; Nag & Yal¢in, 2020).

After the initial tutorial, the agent periodically introduces a
new activity that the user needs to keep track of. These activ-
ities are: drinking coffee served by the robot to replenish
energy meter, clearing a conveyor belt to stop boxes from pil-
ing up, and periodically cycling a vent fan to clear smoke
from the air. The coffee activity was designed to give the par-
ticipant more direct interaction with the agent. All three activ-
ities were also designed to be distractor tasks. To introduce
each new task, the robot both speaks and moves to the rele-
vant area and faces towards the user to attract their attention.
Once the user completes the goals (or the time limit of 20 min
being reached), the robot congratulates the user on their
work. They then introduce the score screen as the finale.

3.4. Participants

3.4.1. Main study
The majority of participants were recruited from a promin-

the study within laboratory or classroom settings. A minor-
ity of participants, eight, were sourced through online com-
munities catering to VR enthusiasts, and they were provided
with the necessary information and application to partake in
the study remotely.

In total, 117 people participated in the study. Among
these 82 reported they identified as male, 32 female, and
three participants reported as non-binary/third gender (see
Table 2 for gender distribution across treatment groups).
Due to the latter group having too few participants, their
data was removed from analysis. This left 114 participants
in for the data analysis. On average, participants were
25.6 years old (SD = 8.05), with below average experience in
VR (M =2.67, SD = 1.27) (see Table 3 for details). No par-
ticipants reported any simulator sickness during the study
and nobody needed to stop the study due to any simulator
sickness.

4. Data analysis

Data analysis were performed using SPSS 29 statistical ana-
lysis software. We designated an alpha level of 0.05 for sig-
nificance. We conducted a series of 2 x 2 ANOVA tests that
examined the effect of participant gender and agent gender
on outcome variables (RQla-RQ1b). We further analysed
whether having participant gender matching the agent gen-
der had any impact on outcome variables using One-Way
ANOVA tests (RQla-RQ1b). In order to do this, we com-
puted a new variable in SPSS. A repeated measures ANOVA
was conducted to examine the effects of the treatment con-
ditions on Phishing awareness over time (RQ2). We per-
formed a series of One-Way ANOVA tests to assess the
differences in outcome variables across the treatment groups
(RQ3a-RQ3b). Assumptions were checked for each analysis.
While the normality of the data assumption was violated,
ANOVA test are robust against the violation of normality
with similar group sizes (Schmider et al., 2010). Research
has shown that ANOVA maintains its Type I error rate and
statistical power under non-normality when homogeneity of
varjance is met which was the case in this study (Refinetti,
1996). To analyze RQ4, we conducted Pearson correlation
analyses to examine how participants’ reported sense of
presence in the VR training correlated with (1) phishing
awareness (measured immediately after training and in the

ent Australian university and were subsequently engaged in  three-month follow-up), (2) mental effort (assessing
Table 3. Demographics and virtual reality familiarity across treatment groups.
Variable Group N Mean SD F t
Age Customization 29 23.66 5.90 1.13 0.341
Choice 28 27.04 10.60
No Choice: Gender Match 29 24.90 5.98
No Choice: Gender Mismatch 27 26.85 8.20
VR Familiarity Customization 29 2.86 1.36 0.774 0.511
Choice 27 2.67 1.36
No Choice: Gender Match 30 2.77 1.22
No Choice: Gender Mismatch 27 237 1.15
Hours in VR Customization 28 1.15 2.21 0.347 0.792
Choice 28 0.71 1.30
No Choice: Gender Match 30 0.77 1.48
No Choice: Gender Mismatch 27 0.62 2.03




cognitive load during training), and (3) enjoyment (evaluat-
ing intrinsic motivation and engagement).

4.1. Equality of the groups

We conducted a series of One-Way ANOVA tests to assess
the equality of the groups based on the demographic infor-
mation provided by the participants and their VR.

The tests revealed no statistically significant differences
between the groups in terms of their demographics and their
experiences with VR. In addition, there were no statistically
significant differences between intuitiveness of controls
across groups (p>0.05). On average, participants reported
VR game as very intuitive (M=4.09, SD = 0.83).
Consequently, we concluded that the groups can be consid-
ered equivalent for the purposes of this study.

4.1.1. Manipulation check

A one-way ANOVA test showed that there were significant
differences between the groups on how they responded to
the manipulation check question F(3,111)=40.33, p < 0.001,
eta square = 0.52). More specifically customization group
reported having the most control (M =3.97, SD = 1.02), fol-
lowed by the choice group (M =3.46, SD = 0.84). Gender
matched (M =1.83, SD = 1.05) and gender mismatched no-
choice groups (M =1.70, SD = 0.91), on average reported
little control over the aesthetics of the agent. Therefore, it is
reasonable to conclude that the experimental manipulation
was successful.

5. Results
5.1. Impact of gender variables on learner’ experiences

In the customization group, 13 out of 21 male participants
made an agent with a male voice and eight made an agent
with a female voice; six out of seven female participants
made their agent with a female voice whereas only one
made an agent with a male voice.

In the choice group, 19 out of 22 male identified partici-
pants chose a male voiced agent and three chose the agent
with female voice. Two out of five female identified partici-
pants chose a female voiced agent and the rest chose a male
voiced agent.

When we combine the choice and customization groups,
chi-square test showed that the gender identification of the
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participants significantly influences the choice of the agent
gender (Chi-square statistic = 5.31, p=0.021).

5.1.1. Impact of gender on mental effort and phishing
awareness (RQ1a)

We found no statistically significant interaction between the
effects of participant gender and agent gender on mental
effort (F(3, 105) = 2.37, p=0.127). Simple main effects anal-
yses showed that neither participant gender nor agent gen-
der had a statistically significant effect on mental effort
(p>0.05). In addition, we found no statistical significance
of gender matching on mental effort across four groups
(F(3, 105)= 2.32, p=0.080). See Table 4.

A set of two-way ANOVA tests showed no statistically
significant interaction between the effects of participant gen-
der and agent gender on phishing awareness as measured
immediately after the experience (F(3, 105) = 0.014,
p=0.907) nor in the follow-up survey (F(3, 53) = 0.044,
p=0.834). Simple main effects analyses revealed that neither
participant nor agent gender had a statistically significant
impact on phishing awareness as measured immediately
after the experience and in the follow-up survey (p > 0.05).
We also found no significant impact of gender matching
neither on phishing awareness as measured right after the
experience (F(3, 105) = 0.381, p=0.767), nor in the follow
up survey (F(3, 53) = 0.449, p=0.719). Please see Table 4
for means and standard deviations.

5.1.2. Impact of gender on sense of presence and related-
ness with agent (RQ1b)

We found no statistically significant interaction between the
effects of participant gender and agent gender on reported
sense of presence (F(3, 105) = 0.365, p=0.547). Simple main
effects analyses revealed that neither participant nor agent
gender had a statistically significant impact on participants’
sense of presence either (p>0.05). In addition, we found
that gender matching did not have a statistically significant
effect on reported sense of presence (F(3, 105) = 0.746,
p=0.527). See Table 4 for means ans standard deviations.

A set of two-way ANOVA tests showed no statistically
significant interaction between the effects of participant gen-
der and agent gender on sense of relatedness as measured
immediately after the experience (F(3, 105) = 1.209,
p=0.274) and in the follow-up survey (F(3, 105) = 1.02,
p=0.318). Simple main effects analyses showed that agent
gender did not have a statistically significant effect on their

Table 4. Descriptive statistics on the outcome variables based on participant and agent gender.

Female Male
Female (Agent) Male (Agent) Female (Agent) Male (Agent)

Mean SD Mean SD Mean SD Mean SD
Phishing awareness—t1 7.04 1.91 7.41 0.87 7.8 1.37 7.46 1.80
Phishing awareness—t2 7.56 1.36 7.85 0.91 7.19 1.21 7.2 1.87
Mental effort 5.17 1.72 541 1.66 5.23 1.58 443 1.77
Enjoyment 548 1.04 5.23 1.02 5.53 117 5.24 1.22
Sense of presence 5.29 0.63 5.20 0.66 538 0.51 536 0.59
Sense of relatedness—t1 2.98 0.70 2.98 0.61 3.06 0.56 2.82 0.68
Sense of relatedness—t2 3.33 0.82 2.87 1.14 2.29 0.98 2.39 1.05
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sense of relatedness with the agent in neither times
(p>0.05).

Simple main effects analyses showed while participant
gender did not have a statistically significant effect on their
sense of relatedness with the agent immediately after the
experience (p>0.05), it did in the follow-up survey (F(3,
54) = 6.36, p=0.015). Participants who identified as female
(M=3.13, SD = 1.02) reported higher sense of relatedness
with the agent than male participants did (M =2.36,
SD = 1.02).

Gender matching did not have a statistically significant
effect on relatedness with the agent as measured immedi-
ately after the experience (F(3, 105) = 1.02, p=0.388). But,
it did have a statistically significant effect on follow-up sense
of relatedness scores (F(3, 54) = 3.17, p =0.032, eta-squared
= 0.15). Post-hoc anaysis showed that those who identified
as female reported significantly higher sense of relatedness
with their female robot agents compared to male identified
participants with their male robot agents. See Table 4 for
means and standard deviations.

5.3. Impact of VR phishing training on phishing
awareness (RQ2)

A paired sample t-tests were utilized to compare the imme-
diate (t1) and follow-up (t2) phishing awareness survey
responses across each specific sub-category rather than aver-
aging the metrics. This approach aimed to ascertain whether
the intervention prompted participants to scrutinize differ-
ent aspects of their emails more closely. A statistically sig-
nificant difference was noted in the category of Grammar,
with participants demonstrating increased vigilance towards
grammatical details in their emails during t2 (t = —2.52,
p=0.014, N=61) (See Table 5). An exact McNemar’s tests
were conducted to ascertain if there were any statistically
significant changes in the proportion of participants who
recognized phishing emails and those who fell victim to
phishing between the pre-survey and the follow-up survey.

Table 5. Two-Sided Paired-Samples t-test statistics comparing phishing aware-
ness (N=61).

Variable Mean SD t Two-Sided p
Sender—t1 6.87 2.17 0.23 0.823
Sender—t2 6.77 2.08

Grammar—t1 7.47 2.06 —2.52 0.014
Grammar—t2 8.04 1.86

Urgency—t1 7.49 242 —0.06 0.956
Urgency—t2 7.43 2.23

The test revealed no statistically significant changes in either
category (p > 0.05).

5.4. Impact of level of control over agent’s aesthetic
features on learner experiences

5.4.1. Impact on reported awareness of phishing (RQ3a)
We found no statistically significant main effects of levels of
control over agent’s aesthetic features on phishing awareness
as measured immediately after the experience (F(3, 110) =
0.379, p=0.768) and three months later (F(3, 56) = 0.981,
p=0.408). Descriptive statistics can be seen in Table 6.

Next we tested whether there was a change over time.
Repeated measures ANOVA test showed that there was no
statistically significant main effect of neither time (F(3, 59) =
0.290, p=0.592) nor group on reported phishing awareness
(F(3, 59) = 0.736, p=0.535). In addition, there was also no
statistically significant interaction between group and time
(F(3,59) = 1.39, p=0.254) on reported phishing awareness.

5.4.2. Impact on mental effort, enjoyment, sense of pres-
ence and relatedness (RQ3b)
One-Way ANOVA tests showed that the different levels of
control over agent’s aesthetic features did not have a statis-
tically significant impact on participants’ mental effort (F(3,
113) = 0.603, p=0.549) (see Table 6). Overall, reported
mental effort was 4.82 (SD = 1.77) out of 9 which is about
average across all participants. Among the four groups, both
customization and the gender matched no-choice group
reported below average mental effort in their VR experience.
There was also no statistically significant main effects of
group on participants’ sense of presence (F(3, 113) = 0.948,
p=0.420), enjoyment (F(3, 111) = 0.937, p=0.425) or sense
of relatedness in tI(F(3, 111) = 1.01, p=0.391) or in t2
(F(3, 111) = 1.303, p=0.282).

5.5. Relationship between sense of presence and key
training experience measures (RQ4)

We ran a set of Pearson correlation between sense of pres-
ence and training experience outcomes. We found a statis-
tically significant positive correlation between sense of
presence and enjoyment measures, as well as with reported
phishing awareness both in tl and t2. While the correlation
between presence and mental effort was negative, it did not
reach significance. Please see Table 7 for the correlation
table.

Table 6. Means and standard deviations on the outcome variables based on level of control over agent’s aesthetics.

Customization Choice Gender match Gender mismatch

M SD M SD M SD M SD
Phishing awareness—t1 733 1.43 7.52 1.57 7.23 2.06 7.06 1.36
Phishing awareness—t2 6.96 133 7.27 1.72 7.35 1.79 791 1.19
Mental effort 4.72 1.67 5.14 1.92 443 1.81 5.00 1.70
Enjoyment 5.64 0.90 5.26 1.21 5.28 1.32 5.20 1.16
Sense of presence 5.44 0.60 5.40 .56 530 0.58 5.17 0.60
Sense of relatedness—t1 3.09 0.52 2.92 .84 2.89 0.69 2.83 0.41
Sense of relatedness—t2 2.95 1.01 3.03 1.07 2.45 1.16 2.31 1.04




Table 7. Means, standard deviations, and correlations among the variables.
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Mean SD 1 2 3 4 5 6
1. Sense of Presence 5.34 0.58
2. Phishing awareness—t1 731 1.61 0.232*
3. Phishing awareness—t2 7.44 1.51 0.303* 0.605**
4. Mental effort 4.82 1.77 -0.158 0.041 0.036
5. Enjoyment 532 1.15 0.536%* 0.249%* 0.335%* 0.045
6. Sense of relatedness—t1 2.93 0.64 0.334%** 0.253** 0.159 0.115 0.442%*
7. Sense of relatedness—t2 2.64 1.10 0.022 —-0.059 —-0.038 0.123 0.112 0.347**

Note: * indicates p < 0.05; ** indicates p < 0.01.

6. Discussion

The primary objective of this study was to explore the
effects of user gender and agent characteristics, along with
the level of control users have over an embodied agent’s aes-
thetic features, on learning experiences. These effects were
measured both immediately after the VR experience and
three months later, specifically within the context of phish-
ing training. This paper posed four aims with associated
research questions. The findings are discussed below, under
headings for each aim.

6.1. Gender dynamics in VR interactions (RQ1a-RQ1b)

The first aim was to understand how the interaction
between user gender and agent gender affects learner experi-
ences and social connection with the agent in the VR train-
ing, an area that has produced mixed results in existing
literature. We found that female identified participants
selected female voiced agents compared to male participants
which aligns with prior work on avatar studies where female
player created avatars that match their gender identity
(Turkay & Adinolf, 2010). Contrary to findings by
Makransky et al. (2019), which highlighted gender-specific
performance in VR settings, our study found no significant
interaction between participant gender and agent gender as
determined by the study on mental effort, enjoyment, sense
of presence, or phishing awareness. These findings echo
those of Moreno and Flowerday (2006) and Shang et al.
(2020). However, it is important to recognize that gender
may serve as a proxy for other factors that influence VR-
based performance, such as prior gaming experience.
Gaming familiarity is more common among men and has
been shown to impact VR navigation, engagement, and per-
formance (Nenna & Gamberini, 2022). Future studies may
consider measuring gaming experience as a potential covari-
ate when investigating gender effects in VR training applica-
tions. The absence of significant findings might be also
indicative of VR’s potential to equalize learning experiences
across genders in VR training. This finding might be
because of the deliberate design of the robot agent where it
had an androgynous structure rather than a gendered one.
Thus our findings show support for predictions from prior
studies on the impact of androgynous agents for inclusive
design (Nag & Yal¢in, 2020).

The literature suggests that relatedness is a fundamental
human need that influences motivation and engagement
(Ryan & Deci, 2000), yet our findings suggest that the
impact of relatedness with the embodied agents may be

subject to a temporal factor. Although there was no immedi-
ate post-VR-experience effect, female participants reported a
higher sense of relatedness with their agents after three
months. In addition, gender matching did have a significant
delayed effect. This delayed effect of gender matching could
imply that the establishment of a social connection with an
embodied agent, while not immediately apparent, may
strengthen over time, which can be especially true for female
identified individuals. This is encouraging as prior work
showed positive association between social relatedness and
learning motivation (Miiller & Palekci¢, 2005).

One possible explanation for the delayed effects could be
the role of reflection and memory reconsolidation (Nader &
Einarsson, 2010). Over time, participants may reflect on
their experiences, which could alter their perception of
relatedness with the agent. This reflective process might
enhance their appreciation of the agent’s role and the inter-
actions, particularly when these interactions are designed to
be socially meaningful. For instance, while immediate meas-
ures of relatedness might capture initial reactions to novelty
or usability aspects of the VR experience, delayed measures
might better capture deeper educational impacts, such as the
integration of the VR training into one’s professional iden-
tity or long-term behavioral changes. This distinction under-
scores the need for longitudinal approaches in VR research
to truly understand how interactions with agents mature
and solidify into meaningful educational experiences.

6.2. Influence of VR on phishing awareness (RQ2)

This study investigated the long-term effects of VR training
on phishing awareness. Based on prior research, we antici-
pated that the effects of VR training on phishing awareness
might diminish over time. However, our findings suggest
that participants retained increased vigilance towards phish-
ing cues, particularly in grammatical errors, even after three
months.

This delayed increase in phishing awareness suggests that
VR training may have latent effects, where initial exposure
sets a foundation for subsequent reflection and knowledge
integration. In educational contexts, this indicates that the
benefits of VR training may unfold over a longer timeframe
than traditional assessments typically capture. Future
research should consider incorporating delayed testing inter-
vals to better capture the long-term retention and behavior
change effects of VR training.

The enhancement in phishing awareness aligns with the
core training mechanic, which emphasizes scrutinizing email
content for anomalies—a crucial skill for detecting phishing
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attempts. This observation is supported by research highlight-
ing the effectiveness of targeted training in boosting phishing
awareness, such as the study by Vishwanath et al. (2011). It
also adds to the discussion about the enduring impact of VR
interventions in educational settings, suggesting that immer-
sive VR environments can effectively influence behavior
change, as discussed in Krassmann et al. (2019).

Furthermore, this finding underscores the potential of
VR as a vital tool in phishing awareness training, particu-
larly in fostering critical observational skills essential for
identifying subtle phishing cues. Future studies should delve
deeper into identifying which specific elements of VR train-
ing contribute to these durable outcomes and how these ele-
ments can be optimized to enhance different facets of
phishing awareness.

It is important to acknowledge that we cannot entirely
isolate other factors that might have influenced these find-
ings. For instance, participants’ phishing awareness might
have naturally improved over time, coinciding with our fol-
low-up surveys.

6.3. Effect of control over agent’s aesthetics on training
experiences (RQ3)

Our research explored the impact of allowing users to cus-
tomize the aesthetic features of virtual agents on training
experiences and retention of phishing awareness. Contrary to
expectations, we discovered that such customization does not
significantly affect training experiences. This finding is sur-
prising given previous research that has documented positive
effects of customization on enhancing prosocial behavior and
user engagement (Cuthbert et al., 2019; Herrera & Bailenson,
2021; Wald et al., 2021; Xiao et al., 2007).

The influence of customization may depend on how it
engages users. Customization that directly affects learning
content—such as choosing problem-solving strategies or
paths—might substantially enhance motivation (Cuthbert
et al, 2019). In contrast, aesthetic customization, which
alters only the superficial features like an agent’s appearance,
appears to have minimal impact on the deeper cognitive or
affective processes.

Additionally, our data showed that phishing awareness
increased over time across all participant groups, regardless
of the level of customization. This improvement suggests
that simply engaging with VR training may yield enduring
educational benefits, indicating the critical role of immersive
content quality over aesthetic customization in VR training
environments.

This phenomenon aligns with media richness theory,
which asserts that the effectiveness of a communication
medium is rooted in its ability to convey information-rich
interactions (Maity et al., 2018). The inherent richness and
immersive capability of VR potentially may make the details
of customization less influential than the overall quality and
relevance of the content presented. Therefore, prioritizing
interaction and relevance in VR scenarios might be more
impactful than extensive customization options.

This perspective recommends that future VR training
programs to focus more on content that deeply engages
users’ learning processes before features like modifying aes-
thetic elements, which may have negligible effects on train-
ing effectiveness.

6.4. Relationship between sense of presence and key
training measures (RQ4)

The relationship between the sense of presence and key
training measures was also explored. The study found a
positive correlation between sense of presence and measures
of enjoyment, as well as reported phishing awareness imme-
diately and three months after the VR experience, and no
statistically significant correlation with mental effort was
observed. These results are in line with previous research by
Chirico and Gaggioli (2019) and Tussyadiah et al. (2018),
who highlighted the connection between presence and emo-
tional response. They underscore the importance of a strong
sense of presence as a factor for enhancing enjoyment and
potentially reinforcing learning retention, even if it does not
necessarily impact mental effort. Our results also align with
Huang et al. (2020)’s findings, which suggested that the
sense of presence could enhance involvement and enjoyment
in the learning process without directly influencing educa-
tional outcomes.

The positive correlation between sense of presence and
phishing awareness shows evidence that the immersive and
interactive aspects of VR settings improve attention to and
retention of educational content (Krassmann et al., 2019;
Tang et al.,, 2022). By simulating scenarios, VR allows learn-
ers to practice skills in a context-rich setting which is often
more impactful than traditional learning environments due
to the increased attention, relevance and application of the
knowledge gained (Krassmann et al., 2019).

Interestingly, the correlation between sense of presence
and mental effort was negative, although it did not reach
statistical significance. This trend might suggest that a stron-
ger sense of presence could potentially reduce the cognitive
load on learners by making interactions more intuitive or
natural. However, the lack of significance indicates that fur-
ther research is needed to explore this relationship. It is pos-
sible that the immersive nature of VR could either simplify
cognitive processes by providing context-rich cues or com-
plicate them due to the complexity of navigating 3D immer-
sive virtual environments (Makransky & Petersen, 2021).

6.5. Implications for future VR training environments

The findings of this study have implications for the design
of VR training environments and agent-based training appli-
cations. While customization and gender factors may not
significantly influence training outcomes, the sustained sense
of relatedness with agents reported by female participants
suggests that VR interventions could play a role in fostering
long-term interest for female identified users on the subject
matters.



Understanding that interactions with embodied VR
agents might have delayed effects has significant implica-
tions for the design of VR experiences. Designers should
consider incorporating features that support ongoing
engagement and reflection. For example, implementing
reflective prompts at the end of sessions could encourage
users to think about what they learned and how they felt
about the interactions. Additionally, follow-up sessions that
revisit the content after some time could help reinforce
learning and strengthen the sense of connection with the
virtual agent. Designers could also use adaptive algorithms
that tailor follow-up activities based on initial user
responses, thereby maintaining relevance and engagement.
These design considerations can leverage the potential for
long-term engagement and transform initial virtual interac-
tions into lasting educational relationships.

The significant correlations between sense of presence
and enjoyment, and phishing awareness imply that design-
ing VR experiences that not only foster a strong sense of
presence but also actively contribute to enjoyment and
learning efficacy is important. Ensuring high-quality, immer-
sive experiences can enhance the educational value of VR,
making it a powerful tool in areas like phishing awareness
training. Designers may focus on the elements that increase
presence, such as consistent graphics, responsive controls,
embodied interactions, physiological feedback and scenario
realism, to maximize the educational impact of VR training
programs (Cho, 2022; Riches et al., 2019; Souza et al.,, 2018).

6.6. Limitations

This study had multiple limitations which pave the way for
future research. The relatively homogeneous participant pool
with low numbers of female identified individuals points to
the need for studies with more diverse demographics to bet-
ter understand the universal applicability of VR training. In
addition, the gender of agents was solely determined based
on voice, potentially leading to a mismatch between the
researcher’s categorization and participants’ perception.
Future studies should include a broader range of gender
identities and consider participants’ perceptions of agent
gender, which could influence training effectiveness. In add-
ition, future research may explore the role of linguistic
diversity, including language background and accent varia-
tions, in VR-based training.

Another limitation of this study is the dropout rate
between the immediate post-survey and the three-month fol-
low-up, with only 61 out of 114 participants (53.5%) com-
pleting the follow-up assessment. While this retention rate is
within the expected range for longitudinal studies (Abdullah
et al, 2021), it may have affected the statistical power of
long-term phishing awareness findings. Future studies
should consider strategies to improve retention, such as
incentives or alternative follow-up methods, to strengthen
the reliability of delayed outcome measures.

The study was limited to aesthetic customization of
agents. Prior research has indicated that functional custom-
ization—allowing users to alter or control aspects of the
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agent’s behavior or role—could also significantly impact
user experiences. Expanding customization options in future
studies could yield different results, particularly in terms of
engagement and motivation. Additionally, longitudinal stud-
ies that monitor VR engagement over extended periods
could yield deeper insights into the lasting effects of VR
training on knowledge retention and skill development.

7. Conclusion

This study investigated how control over a digital agent’s
aesthetics and the interplay of user and agent gender influ-
ence learning experiences in a virtual reality (VR) environ-
ment, specifically within the context of phishing training.
Through nested-control experimental design and analysis,
the findings revealed several critical insights into the efficacy
and dynamics of VR educational interventions.

Findings shed light on the role of user and agent gender
dynamics, impact of the level of control over the aesthetics
of embodied agents, and sense of presence in shaping user
experiences in a VR training setting. The revelation that cus-
tomization does not significantly influence immediate train-
ing outcomes but may affect long-term behavior change
suggests that VR experience designers might prioritize dif-
ferent elements for different training objectives.

The study also shows evidence on the importance of
relatedness in behavior change in the long term, aligning
with the theoretical frameworks proposed by Ryan and Deci
(2000) and Biocca et al. (2003). Additionally, the results on
relatedness and sense of presence offer new insights into the
psychological impacts of VR learning environments, high-
lighting the importance of these factors in the design of
future VR training experiences, paving the way for more
inclusive and effective educational technologies. As VR tech-
nology continues to evolve, further research is needed to
understand how these social aspects of learning can be
effectively integrated into VR training programs to support
user motivation and educational engagement.
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