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Forest or trees? Evidence for global processing via an information board study
into cues utilised in phishing identification
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?Data Science Institute, University of Technology Sydney, Sydney, Australia; ®Defence Science and Technology Group, Department of Defence,
Adelaide, Australia; “Media, Creative Arts and Social Enquiry, Curtin University, Perth, Australia

ABSTRACT

We examined the patterns of cues people utilised as they attempted to classify emails as legitimate
or phishing via a novel approach - an information board study. In this paradigm, participants had
to click on email elements to examine them, revealing which cues are utilised in the decision-
making process as well as viewing duration. An online email classification task (87 Ps) was
presented, including a between-subjects’ manipulation of cognitive load. This revealed
consistent patterns of behaviour associated with identification of legitimate emails such as
more time spent looking at signoffs aiding in identification, whereas more time spent looking at
logo and greetings was associated with worse performance. We also found no-load condition
participants with lower intuitive decision-making style scores identified more phishing emails
correctly suggesting elaborative processing as an important determinant of good decision-
making. However, none of; cyber security experience, impulsivity, and checking the sender’s
address corresponded to higher rates of phishing email identification. Furthermore, we found
no behavioural, cue-based patterns associated with correct decisions for phishing emails. We
speculate that this decision-making process may be based on a global, holistic interpretation of
the stimuli. This has important implications for awareness campaigns suggesting a more holistic
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approach to email evaluation.

1. Introduction

Phishing emails remain the most common method of
attack in a cyber-attacker’s arsenal with, globally, an
estimated 29 billion spam emails being sent every day
(Osman 2013). In Australia, 74% of cyber-attacks are
estimated to be email based and phishing is rated as
the most common type of cyber-attack by the Australian
Competition and Consumer Commission (Bayl-Smith,
Sturman, and Wiggins 2020).

For the purposes of this work we define phishing
emails as generically constructed, mass-distributed
emails with either an attachment containing malicious
code, or a link to an external website designed to trick
the reader into divulging information such as authoris-
ation credentials (Akbar 2014). These emails are con-
structed to appear as legitimate requests for
information or a call to action. Users are therefore
almost universally faced with the ongoing task of detect-
ing these malicious attacks during day-to-day use of
their email systems (Parsons et al. 2019).

Phishing victimisation has been increasingly widely
studied since the phenomenon first came to light in

1996 (Akbar 2014). It has been subjected to a wide variety
of investigative lenses, each with a different set of a priori,
assumptions and methods and each delivering a range of
insights of varying utility. In this paper we applied a cue
utilisation framework via an experimental design derived
from information board studies. We also aimed to exam-
ine the contribution of elaborative processing to a phish-
ing identification task via the deployment of a secondary
task in a between-participants manipulation. This work is
novel in that it explicitly examines which cues are
attended to and for how long during the decision-making
process as well as examining individual differences as
antecedents of the decision-making processes. We then
connect our findings to the global processing literature
as pioneered by Navon (1977) with his seminal paper
that included the phrase ‘Forest Before Trees’ in the title.

By understanding which cues people attend to when
they evaluate the veracity of emails and the reliance on
elaborative thought in doing so means that we will be
able to better mitigate risk by adapting our electronic
systems to the fundamental architectures, constraints
and foibles of human cognition.
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2. Background
2.1. Information board studies

Information board studies, themselves a subset of pro-
cess tracing methods, aim to reveal aspects of the other-
wise invisible processes of decision-making. Originally
these were developed to investigate, and make visible,
aspects of multi-attribute decision-making. In these
early experiments (Payne 1976; Svenson 1979) partici-
pants were asked to choose between multiple options
of an item - each of which had different values for com-
mon attributes. As an example, participants would be
asked to choose a washing machine from three available
options and have access to several attributes for each
option such as price, energy efficiency and load size.
However, the values of these attributes would initially
be hidden, so that participants would be required to
turn over pieces of paper arranged on an ‘information
board’ to reveal the value of an attribute of one option
- but only ever one at a time. Dependent variables
were then which pieces of information were interro-
gated, in which order, and then the final decision.
Schulte-Mecklenbeck et al. (2017) defined process tra-
cing as: ‘time-dependent, pre-decisional observations
used to inform predictions regarding the psychological
mechanisms assumed to operate concurrently with the
choice-generating process’. It should be noted that this
method is not normative and does not assume an
ideal process — but instead seeks to reveal which attri-
butes of a stimuli are used to make a decision (Harte
and Koele 2002). In this work we will adapt this method
to our needs to ascertain (1) which cues are used and (2)
which cues are most effective in making veridical
decisions, during phishing email detection.

2.2. Elaborative processing

Dual process theories of cognition have been increasingly
deployed in the investigation of phishing victimisation.
These models suggests that we have two ‘systems’ in our
mind that can both contribute to a decision (De Neys,
Crombheeke, and Osman 2011; Kahneman 2011; Wason
and Evans 1974). System 1 is characterised as a collection
of intuitive, fast, sub-conscious and automatic heuristics,
while System 2 thought (referred to hereafter as elaborative
thought) consists of effortful, rational, analytic processing
of information (Evans and Stanovich 2013). In relation to
phishing emails, it has been suggested that people enga-
ging in elaborative processing while evaluating incoming
emails are more likely to identify the malicious nature of
the message and therefore, when applied, improve phish-
ing email detection (Jones, Towse, and Race 2015; Musuva,
Getao, and Chepken 2019; Vishwanath 2015).

An important phenomenon observed within the dual
process literature, and one that is again relevant to the
experimental designs that follow, is the dependence of
elaborative thought on working memory (De Neys
2006; Whitney, Rinehart, and Hinson 2008; Zu et al.
2020). While our ‘instinctive’ System 1 processes run
automatically, often unconsciously, and without any per-
ceived effort or capacity bottlenecks, System 2 thinking
relies on working memory and this processing can be
engaged along a continuum ranging from less to more.

This dependence of elaborative thought (but not Sys-
tem 1) on working memory has been extensively
explored within dual process experiments (Bago and
De Neys 2017; Johnson, Tubau, and De Neys 2014;
Miyake et al. 2001; Purcell, Wastell, and Sweller 2021;
Whitney, Rinehart, and Hinson 2008). Here it is com-
mon for researchers to experimentally manipulate the
ability of elaborative thought to contribute to a given
decision-making process by loading working memory
with extraneous load via a secondary task (often referred
to as ‘cognitive constraint’) such as a dot-memorisation
task, span task or finger tapping a given rhythm while
carrying out the primary task (Whitney, Rinehart, and
Hinson 2008). These secondary tasks consume the pro-
cessing power available to working memory, impacting
how much working memory is available for the primary
task. When confronted with a high extraneous load, ela-
borative, System 2 processing capacity is diminished.
However, since System 1 processing is independent of
working memory, its outputs are unaffected, resulting
in System 1 contributions more likely to ‘win’ the race
to respond (Bago and De Neys 2017). Experimentally
therefore, this technique allows us to bias the decision-
making process towards System 1 outputs thereby illumi-
nating the automatic, instinctive contributions to the
decision-making processes.

2.3. Phishing as conflict problem

Central to many of the experimental paradigms around
dual process theories is the concept of ‘conflict’. If we
accept that there exist two systems within our minds,
each of which is capable of providing an answer to a
problem, then it follows that in some conditions, the
answers provided by the two systems may not agree
with one another (Stanovich 2018). This is the essence
of a conflict problem.

A central tenet of this paper is that phishing emails
can be viewed as conflict problems. These messages
usually include persuasive techniques, described in the
social engineering literature, such as scarcity, urgency
and social proof (Cialdini 1993; Ferreira, Coventry,
and Lenzini 2015). These tactics are designed very



specifically to illicit a powerful System 1 type response
and thereby influence the decision-making process in
favour of completing the attacker’s call to action within
the email (Lawson et al. 2020; Musuva, Getao, and
Chepken 2019). Since Chaiken (1980) posits that the
two systems compete in a ‘race’ to arrive at some form
of sufficiency threshold, the fact that they are deliber-
ately provoking System 1 heuristics means that they
are biasing the decision-making process against the like-
lihood of System 2 contributing to the process (Xu and
Zhang 2012). Thus, a dual process interpretation of
encountering a phishing email would suggest that
while the content of an email is deliberately provoking
a powerful intuitive response of ‘click here’ or ‘down-
load this file’, System 2 processes, if engaged, are likely
to be saying ‘hold on - something is not right here’.
By this formulation phishing emails can very specifically
be seen to be ‘conflict problems” where the behavioural
outcome that the attacker desires are the result of Sys-
tem 1 winning the race to our sufficiency threshold,
whereas System 2 thought should result in elaboration
on the nature of the message and therefore a higher like-
lihood of correct identification of the malicious nature of
the message. The experiment that follows deploys a
between-participant manipulation of cognitive constraint
via a secondary task to establish whether elaborative pro-
cessing is implicated in phishing email identification.

2.4. Cue utilisation

Phishing emails provide a challenge to research from a
cognitive psychology standpoint because they are such
feature-rich stimuli. Within every email there are mul-
tiple elements that contain information varying along
dimensions such as font, size and colour, relating to
the content, the sender, the recipient, and the nature
of the connection between the two - all of which can
be used to attempt to ascertain the veracity of the mess-
age. Subtle and difficult to quantify attributes such as the
image quality of a logo, or variances in layout result in
an intractably large problem space that people evaluate,
consciously or not, as they view an email.

A prominent method of trying to grapple with this
variation is via the framework of ‘cues’ where a cue is
considered to be a feature that has been associated in
the mind of the participant with outcomes or events
from previous experience (Bayl-Smith, Sturman, and
Wiggins 2020). This allows us to narrow down the
exceedingly large number of possible combinations of
perceptual signals into ones that are recognised by the
participant as having informational value. Thus, indi-
vidual elements of an email such as logos, greetings,
text, and sender’s address can be considered cues in
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that participants will have previously encountered
these stimuli and have some association with previously
encountered information as well as onwards journeys
and outcomes, all stored in long term memory. A corol-
lary to this lens of analysis that is important to our work
is that frequent exposure to a given stimulus and its
associated outcome will result in expertise and therefore
faster and less effortful processing of the cue, its impli-
cations and stored, associated memories.

There has been some work previously into the
relationship between cues present in phishing emails
and participant’s responses to them. Instances of this
approach come from both Blythe, Petrie, and Clark
(2011) and E. J. Williams and Polage (2019). Blythe
found that typographical errors were often considered
a cue, but were not present in all phishing emails, and
Williams that people were often deceived by the pres-
ence of a logo in the email. More generally, researchers
have investigated cues as ‘credibility’ signals in both
websites and phishing emails. Wogalter and Mayhorn
(2008) found that more experienced internet users
were more trusting of such signals, Vishwanath (2022)
incorporates credibility heuristics into his Vishwas
triad of trust framework and suggests that the effect of
multiple signals are cumulative, and Shan et al. (2016)
applied the concept of source credibility within a Dual
Process framework (The Heuristic Systemic Model).

The sender’s address in emails is a cue that has
received much attention from both research and industry
training efforts where it is often held up as an important
cue to evaluate (Parsons et al. 2016) because of its high
diagnostic value. Attributes of senders’ addresses that
are taught as predicting malicious intent are: letter substi-
tution (e.g: noreply@mazon.com), unusual domain
names (e.g: mailer.srvvscust-yaoelauzwb9446325@
mntapjwaku.com), and domains that do not match the
content of the email (Burita, Klaban, and Racil 2022;
Jakobsson 2007; Parsons et al. 2016; Xiong et al. 2017).
Jakobsson (2007) found that people were good at recog-
nising dubious senders’ addresses, however, Parsons et al.
(2016) found that while the sender’s address was rated by
experts as an important cue to evaluate an email’s legiti-
macy, naive users did not rate the cue as important.

Hamilton, Shih, and Mohammed (2016) contributed
an important aspect to the conversation around cues
with the application of the concept of ‘leakage cues’ as
an extension of Ekman and Friesen’s original formu-
lation of deceptive cues in non-verbal communications
(Ekman and Friesen 1969). In this interpretation, cues
may inadvertently reveal their malicious intent, with
this framework thereby centring the deceptive nature
of phishing emails. Kim and Kim (2013) found that
phishing emails contained cues relating to rational,


mailto:noreply@mazon.com
mailto:mailer.srvvscust-yaoelauzwb9446325@mntapjwaku.com
mailto:mailer.srvvscust-yaoelauzwb9446325@mntapjwaku.com

4 D. CONWAY ET AL.

emotional, or motivational appeals. Blythe, Petrie, and
Clark (2011) carried out an extensive analysis of phish-
ing emails and noted that spelling mistakes were not
ubiquitous in malicious emails and that many used con-
vincing company logos to increase credibility. E. J.
Williams and Polage (2019) also found that the presence
of a logo increased ratings of trustworthiness. This
observation is echoed by Vishwanath (2022), who
suggested that cues that are familiar to people, (referred
to as ‘credibility signals’) trigger heuristic responses.

These two assertions fit neatly within a dual process
interpretation of phishing victimisation where certain
cues, when familiar or trusted, trigger heuristic proces-
sing and thereby increase the likelihood of victimisation
by decreasing the likelihood of elaborative processing.
Elaborative processing, on the other hand, is seen as
protective against victimisation since subjects are then
likely to engage in a more thorough analysis of the mess-
age, content and contexts, and thereby more likely to
uncover the deceptive elements present in leakage
cues. However what cues are actually attended to and
which ones influence decisions are unresolved ques-
tions, which we will attempt to answer in this work.

A promising, more recent lens of analysis has been
the measurement of a specific individual differences,
namely the tendency to glean information from cues,
referred to as ‘cue utilisation’. A catalogue of recent
findings is beyond the scope of this work, but overall it
suggests that some people are better at utilising existing
cues to extract meaningful information and that this skill
is associated with improved phishing email identification
(Ackerley et al. 2022; Bayl-Smith, Sturman, and Wiggins
2020; E. J. Williams and Polage 2019; R. Sturman et al.
2023; Valenzuela 2021; Williams et al. 2024). Many of
these studies, while including analysis of the number
of cues utilised by participants in phishing identification
tasks, often either have not analysed which cues are actu-
ally used in this task (Bayl-Smith, Sturman, and Wiggins
2020; R. Sturman et al. 2023; Williams et al. 2024) or
more intriguingly, when they have looked, have failed
to find systematic patterns of cues utilised by partici-
pants (Ackerley et al. 2022).

Specifically, Ackerley et al. (2022) found no differ-
ences in which cues were examined between high and
low cue utilising groups. They noted this as an impor-
tant open question and in their conclusion called for
an investigation of which cues were utilised in
decision-making. Greene et al. (2018) also found that
there was no particular pattern of cues examined or con-
sidered in the phishing/non-phishing decision, and cues
did not vary across people who clicked or did not click.
Evidence from a different but related approach to this
problem, derived from eye-tracking studies, also

supports this view. McAlaney and Hills (2020) found
that there was no significant relationship between the
amount of time spent viewing cues commonly associ-
ated with phishing email detection and the trust-worthi-
ness ratings of emails.

Thus, a number of authors have been puzzled by
these initial findings and have suggested that which
cues are actually attended to and which ones influence
decisions be a focus of future research. We therefore
present this work in an attempt to answer this important
open question and hope to contribute to our under-
standing of which specific cues people utilise in the
task of detecting of phishing emails.

2.5. Individual differences

A large number of individual differences have been
suggested to impact phishing victimisation (Canfield,
Fischhoff, and Davis 2016; Jeong et al. 2019; Lawson
et al. 2020; Montaiez, Golob, and Xu 2020; Oliveira
et al. 2017). We sought to measure some of the most
commonly discussed individual differences in order to
assess how patterns of cue utilisation varied in associ-
ation with these variables.

Variables related to knowledge, such as prior experi-
ence of phishing victimisation, training and computer
literacy have been a central thrust of the ‘awareness’
teams within industry for some time now (R. Wright,
Johnson, and Kitchens 2023) and are thought to be
important determinants of improved detection of
phishing emails. Harrison, Vishwanath, and Rao
(2016) found that both subjective confidence around
email practices and objective knowledge of on-line
attacks were predictors of increased elaboration in
response to suspicious emails. Zielinska et al. (2015)
found that there were significant differences in mental
models between expert and naive users. However,
while not directly related to phishing, Stephanou
(2008) carried out a pre-test, post-test experiment into
security behaviours more generally (such as having
strong passwords), and found that while information
and training resulted in better understanding of security
in the experimental group rather than the control, it did
not reliably lead to better practices. We were therefore
interested in measuring cyber security experience.

Meta-cognitive variables such as impulsivity (Par-
sons et al. 2019) have also been investigated as possible
indicators of increased likelihood of victimisation. Buta-
vicius et al. (2016) showed that low impulsivity partici-
pants were more likely to judge a fraudulent email
unsafe but impulsivity had no effect on genuine emails.
This is in marked contrast with much of the commercial
phishing defence industry that relies almost exclusively



on ‘education’ in the hope that more information alone
will arm people against email-based attacks.

Finally, since we were interested in the effect of ela-
borative / system 2 thought on the email evaluation pro-
cess, we noted that there has been evidence of individual
differences in people’s tendency towards analytical
thought (Stanovich 2018). This variable is often referred
to as cognitive ‘style’. Within the context of phishing vic-
timisation, Wang et al. (2012) has shown that attention to
‘visceral’ (superficial / heuristic) aspects of a phishing
email reduced cognitive processing and increased victi-
misation. Divergent processing styles have also been
shown to be evident in the way people analyse phishing
emails (Neupane 2015). However, in contrast, Vishwa-
nath et al. (2011) showed that peripheral cues in some
cases increase elaborative processing — but at the expense
of processing of message content - leading to increased
victimisation. This picture is still far from clear.

3. The present study

We sought to understand which cues people attended to
when evaluating emails, which cues aided in correct
identification, and how these might vary according to
commonly discussed individual differences implicated
in phishing victimisation (i.e. impulsivity, cyber security
experience and decision-making style).

As such we presented an email classification study pre-
sented via a novel approach - an information board pro-
tocol — where participants were required to click on each
cue present in the email to make it legible. Only one cue
could be legible at a time, and we recorded which cues
were clicked on and the duration the cues were legible
for before participants made their final decision.

Since elaborative processing has often been cited as
being protective against phishing victimisation, we
deployed two, between participant, conditions. A no
load condition, and a load condition in which
extraneous cognitive load was applied to participants
via a visual matrix secondary task that they were
required to carry out concurrently with the (primary)
email classification task.

Finally, we gathered data on participants’ individual
differences (intuitive decision-making style, impulsivity
and cyber security experience) via three surveys at the
conclusion of the experiment.

3.1. Hypotheses
3.1.1. Elaborative processing

1a) Participants in the no load condition will identify more
phishing emails correctly than those in the load condition.
1b) This effect would be less for legitimate emails.
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3.1.2. Individual differences

2a) Participants with higher intuitive decision-making
style scores will identify fewer phishing emails correctly
than those with lower intuitive scores.

2b) Participants with higher impulsivity scores will
identify fewer phishing emails correctly than those
with more lower impulsivity scores.

2c¢) Participants with higher cyber security experience
scores would correctly identify more phishing emails
correctly than those with lower cyber security experi-
ence scores.

3.1.3. Behaviour

We thought people who engage more with the stimuli
would correctly identify more phishing emails than
those who do less so. Specifically, we hypothesised:

3a) Participants who spend more time on each trial will
correctly identify more phishing emails than those who
spend less time doing so.

3b) Participants who click on more cues in each trial
will correctly identify more phishing emails than
those who click on less cues.

We thought that participants who utilise the sender’s
address more in their decision-making would identify
more phishing emails correctly than those who do so
less. Therefore, we hypothesised:

4a) Participants who spend more time looking at the
sender’s address will correctly identify more phishing
emails than those who spend less time doing so.

4b) Participants who click more often on the sender’s
address will correctly identify more phishing emails
than those who do so less.

4c) Participants who viewed the senders address at all
will identify more phishing emails correctly than
those who did not.

4d) Participants who viewed the sender’s address first
will identify more phishing emails correctly than
those who did not.

4, Method
4.1. Participants

100 participants were recruited via the ‘Prolific’ online
platform (www.prolific.co). After removing incomplete
responses and two responses for having Cook’s D values
of more than 1 in order to escape the undue influence of
those points (Stevens 1984), a total of 87 participant data
files remained (women: 45, men: 40, non-binary/gender
diverse: 2), age: (Min=18, Max=72, M =354, SD=

12.6). Participants were from Australia (46), The United
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States (10), United Kingdom (10), New Zealand (18)
and unknown (3). Pre-requisites for completion were:
fluent in English, not affected by drugs or alcohol, and
presentation of the experiment on a full-screen monitor
(not mobile device). Median experiment duration was
17 min, 22 s.

4.2. Design

A between-participants manipulation of cognitive load
was deployed where half the participants (randomly
selected) were presented with a visual matrix task to
complete concurrently with making each email classifi-
cation decision. This is referred to as the load condition.

4.3. Materials

4.3.1. Information board style phishing
identification task

The email stimuli presented were screen captures of real
emails, both phishing and legitimate, with sender’s
address visible and presented as if in the standard pre-
view panel of major commercial web-email applications
(Gmail, Outlook360). A small collection was made of
phishing emails received by the author and colleagues
in the two years months before the experiment was car-
ried out. This corpus was analysed as to characteristics
noted by other authors as indicative of phishing emails.
We then selected emails that were most representative
of these characteristics namely; typographical errors
2% by word count (Nasser et al. 2020) Spelling errors
0% by word-count (Harrison, Vishwanath, and Rao
2016), grammatical errors 8% by word-count (Wang
et al. 2012), no personalisation (recipient name etc...)
as according to 84% of the phishing email corpus (Kar-
akasiliotis, Furnell, and Papadaki 2006) and
incongruent sender’s email address and domain name
(83% of the corpus) (Bayl-Smith, Sturman, and Wiggins
2020). As such we believe that the phishing emails pre-
sented were broadly representative of phishing emails in
circulation at the time of writing. The legitimate emails
presented were selected to be similar in format to the
phishing emails in that they were not personal com-
munications and contained a call to action.

The 20 emails selected as stimuli for this experiment,
while likely to represent many of the types of emails cur-
rently in circulation, therefore also included consider-
able variation of style and content. We considered this
would add noise to our final analyses where we may
be comparing responses to emails with and without
the presence of different cues. For example: some emails
contained company logos, a greeting in the text,
signoffs, and so on; some did not. To reduce this

Table 1. Email cues.

Cue

number Cue

1 Subject line

2 Sender’s address

3 Task irrelevant interface objects (buttons, social media icons
etc...)

4 Logo

5 Link

6 Greeting (including personalisation or generic)

7 Text

8 Sign-off

variance while still maintaining a wide variety of emails
presented, we selected 14 emails (seven legitimate and
seven phishing) that all had the same cues present and
we classified these as being ‘cue-consistent stimuli’.
Removing the emails that did not have this consistent
set of cues meant that all of the remaining seven legiti-
mate emails and the seven phishing emails contained all
the elements of: subject, sender’s address, task irrelevant
interface objects (such as navigation or social media
buttons), logo, link, greeting, text, and signoff. All analy-
sis that follows concerns only this subset of 14 stimuli
with consistent cues and the remaining stimuli (which
did not have all cues present) can be considered distrac-
tors (Table 1) .

Email stimuli were prepared by blurring the original
image to the point where the position of cues could be
identified but would not be legible (Gaussian blur; radius
7.2 pixels). Cue labels were then added on to the blurred
images so that participants could identify the nature of
each cue before clicking as seen in Figure 1.

4.3.2. Visual matrix secondary task

In the load condition extraneous cognitive load was
applied via a concurrent secondary task. We chose the
visual matrix task since it has been used in a number
of seminal dual process papers manipulating System 2
capacity (Bago and De Neys 2017; De Neys 2006; John-
son, Tubau, and De Neys 2014). In the load condition
then, participants were shown a visual matrix consisting
of 12 cells in a 4 x 3 arrangement at the beginning of
each trial. Four randomly selected cells within the
matrix were shaded blue. This matrix was presented
for two seconds and participants were required to mem-
orise the pattern of shaded cells and maintain this pat-
tern in their working memory while they completed
the primary task. At the completion of each trial, and
after they had entered their email classification
response, they were then presented with a blank matrix
and were required to re-create the pattern of coloured
cells presented at the outset of the trial by clicking in
the cells to colour them blue. See Figure 2 for a user
flow of the load condition.
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Phishing email?
Press 'a'

Legitimate email?

Press 'd'
-
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BUTTONS

Figure 1. A screenshot of a trial in its initial state: the email blurred but all cues labelled. Cue labels in experiment were purple to

provide visual contrast with email image.

4.4. Apparatus

The experiment was coded in PsychoPy, an open source,
open science experiment presentation platform that

Please memarise this pattern of coloured
dots...
I
I I .
== ===

Participant is shown a pattern of blue-coloured dots

for 2 seconds. with cues labelled.

P clicks ‘a
for
Phishing

features a high degree of visual stimuli and timing pre-
cision (Peirce et al. 2019). The experiment was presented
online and once begun, it automatically ran in full-screen
mode and accepted input from keyboard and mouse.

The Participant clicks on the ‘subject’ cue to reveal
the text / any graphics

Any cue can be clicked — as many times as they
like to examine it — then they make their decision.

They must then recreate the pattern of blue dots
they saw previously by clicking in matrix cells.

Finally, when they have provided an answer to the
matrix task — the trial is finished.

Figure 2. A user flow of an entire trial in the load condition, including secondary visual matrix task.
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4.5. Procedure

Participants were randomly assigned to either the no load
or load condition. After consent was gathered, ethics
information displayed, and detailed instructions pro-
vided (including animated gifs of clicking cue names to
reveal the unblurred cue beneath) participants then car-
ried out the phishing task followed by three short surveys.

Two practice trials of the phishing task were pre-
sented and then 20 trials of the phishing classification
task itself. 10 of these were blurred and labelled screen-
shots of legitimate emails, and 10 were the same of
phishing emails, presented in random order. When
emails were initially presented - they were entirely
blurred (see Figure 1). Participants could click on a
cue label - or anywhere within the bounding box of
the cue — and this would render that particular cue
unblurred and fully legible (see Figure 3). This cue
would then remain legible until another cue was clicked
or the participant made their final decision by hitting
the ‘a’ key (for phishing emails) or ‘d’ key (for legitimate
emails) on their computer keyboard.

4.6. Measures

For each trial of the phishing classification task we
recorded which cues were clicked on to view them, the
total number of cues examined, the accumulated dur-
ation for which each cue was legible (potentially over
multiple clicks), total trial response time (RT) and then
the participants’ final decision of whether the stimuli pre-
sented was a phishing or legitimate email. We also gath-
ered basic demographic information (age, gender) at the
outset of the experiment and finally measured a small
number of individual differences via a questionnaire at
the conclusion (cyber security experience, impulsivity
and decision-making style). For each participant we
also calculated a score of the proportion of trials in

which the sender’s address was clicked on at all, and a
similar score for the proportion of trials in which the sen-
der’s address was clicked on first, before any other cue.

4.6.1. Cyber security experience

Since there appears to be a dearth of published instru-
ments that assess a person’s level of cyber security training
and experience we utilised the same instrument that we
developed previously (Conway et al. 2023). This consisted
of seven questions measured via five-point Likert scale
resulting in scores from 7 to 35. All items were presented
as statements and participants selected how much they
agreed with each statement, with responses gathered via
anchors labelled (‘Strongly disagree’, ‘Disagree’, ‘Neutral,
‘Agree’, Strongly agree’). See Table 2 for the text of all the
questions. We should note that this scale has not been
validated and can therefore not provide reliability data.

4.6.2. Hamilton’s intuitive decision-making style
scale

To quantify participants’ tendency towards an intuitive
decision-making style, we deployed the intuitive scale
items from Hamilton’s decision-making style instru-
ment (Hamilton, Shih, and Mohammed 2016). This
scale was reported as having r°=.79 test/retest
reliability. All questions were presented as statements
and participants would select how much they agreed
with each statement, with responses gathered via a
five-point Likert scale with all anchors labelled:
(‘Strongly  disagree’, ‘Disagree’, ‘Neutral, ‘Agree’,
Strongly agree’). Final scores were from 5 to 25 with
higher scores indicating a more intuitive decision-mak-
ing style. See Table 3 for the text of all the questions.

4.6.3. Barrett’s impulsivity score, brief scale (BIS8)
To assess participant’s impulsivity we presented the
brief, sex question version of the Barratt’s impulsivity

SENDER

SURJECT[

L OGO

SENDER

Subject: Important Password Reset Information

Figure 3. When a user clicks on a cue name, or within the bounding box surrounding the whole cue, the cue becomes legible.



Table 2. Cyber security experience questionnaire items.

Question

Number Item

1 | have read about or heard about how to identify phishing
emails.

2 | have had one or more training sessions on how to
identify phishing emails at work.

3 | have had one or more training sessions on how to
identify phishing emails elsewhere (not at work).

4 My company regularly sends out phishing drills / emails.

5 | know how to identify phishing emails.

6 | have fallen victim to one or more phishing emails in the
past.

7 | teach others how to identify phishing emails.

Table 3. Hamilton’s intuitive decision-making scale items.

Question

Number Item

1 | weigh feelings more than analysis in making decisions.

2 When making decisions, | rely mainly on my gut
feelings.

3 My first thought about decisions is generally what |
follow.

4 | make decisions based on intuition.

5 I rely on my first impressions when making decisions.

scale (Steinberg et al. 2013) with a reported Cronbach’s
a=.73. All items were presented as a statement with
responses gathered via a 4 point Likert scale with
anchors labelled: ‘Rarely/never’, ‘Occasionally’, ‘Often’,
‘Almost always/always’. Items 1, 3 and 4 were reverse
scored resulting in a value from 6 to 24 with higher
scores indicating a higher level of impulsivity. See
Table 4 for the text of all the questions.

5. Results
5.1. Data preparation

Of the total 1780 trials, those with a total trial response
time of more than three times the IQR (68 s) were
excluded based on examination of the response sets.
This is double the commonly used value and represents
a deliberately liberal approach to data cleaning since
only those with extremely long response times showed
evidence of a lack of attention. This exclusion criterion
removed 28 trials. Analysis of responses times (RT)
(min = 2.04s) revealed that an RT 20 less than the

Table 4. Barrett's impulsivity scale items.

Question Number Item

| plan tasks carefully. *

| do things without thinking.
| am self-controlled. *

| am a careful thinker. *

| say things without thinking.
| act in the moment.

oAb wWN =

Note: Items with an asterisk are reverse scored.
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mean (Ratcliff 1993) was —5.82 owing to the skewed
shape of the distribution. Further analysis showed that
responses 1o less than the mean exhibited a proportion
of correct responses of .9 suggesting that faster responses
were not at chance and therefore not spurious but rather
the result of fast, accurate decision-making. These
responses were therefore left in the data for analysis.

Those trials where participants made their decision
without looking at any cues were also removed (100 trials).

Additionally, two participants’ data files were
excluded from the regression model as having Cook’s
D values of more than .1 and having undue influence
on the model, leaving the analysis presented below
based on 87 participants.

It should be noted that because of the removal of these
trials the total response tallies reported in this work are
often not full multiples of the number of participants x
trials and calculations based on proportions are often
used to overcome this problem. We also examined pri-
mary task performance as a function of matrix task per-
formance and found there was little evidence of trade-offs
so we did not pursue this avenue of analysis.

The dataset was then finally reduced to include only
those email stimuli which had an identical set of cues.
This meant that we could avoid the increased noise in
the response set resulting from, for example, some
emails having a logo and some not. This left us with
seven legitimate emails and seven phishing emails -
from the original 20 stimuli, leaving us with 1117 trials
from 87 participants. These trials were then analysed
and formatted into a by-participant table which
included tallies of events for each participant such as
proportion of phishing emails answered correctly, accu-
mulated time spent looking at cue one to eight, number
of clicks to view cue one to eight and so forth over all
trials. These by-participant records were the basis of
the regression models presented below.

5.2. Descriptive statistics

As a manipulation check, and to test the relative
difficulty of identifying the phishing and legitimate
emails, a two-sample test for equality of proportions
was carried out for correct and incorrect answers of
phishing trials and legitimate email trials. There
was no significant effect for email type, Xz (1) =.06,
p=.799, with the mean proportion of legitimate emails
answered correctly being .8 and the mean proportion of
phishing emails answered correctly being .81. The pro-
portion of correct answers for the 14 ‘consistent stimuli’
are displayed in Figure 4. Light coloured columns are
the six distractor stimuli which did not have consistent
cues present and were therefore omitted from analysis.
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Q
-

0.6

Proportion identified correctly
04

0.2

1 2 3 4 5 6 7 8

9

M0 11 12 13 14 15 16 17 18 19 20

Stimuli number

Stimuli 1-10 are legitimate emails, 11-20 are phishing emails. Light colured stimuli not included in analysis.

Figure 4. The proportion of participants who answered correctly by email stimuli.

In order to understand which cues participants utilised
in making their decisions we recorded the number of
times participants clicked on each cue before making
their decision and the accumulated amount of time
spent examining each cue. Overall, the pattern of mean
times each participant spent looking at each cue in each
trial can be seen in Figure 5 and the total number of clicks
on each cue for the 14 stimuli can be seen in Figure 6.

5.3. Regression models

Initially a regression model was built using the simul-
taneous method, therefore including all parameters
and run with the dependent variable being the pro-
portion of correct email identification scores for all trials
(p <.001, adjusted R” =.36). Since we were also inter-
ested specifically in participants’ responses to phishing
emails, we then reran the model with the proportion
correct of phishing email trials as the dependent variable
(p=.054, adjusted R’=.05). Since these two models
proved so different for the different types of trials, and
in order to isolate those parameters that explained the
most variation in the data we therefore then built two
models - one for phishing emails (p=.003, adjusted

R°=.11) and one for legitimate emails (p<.001,
adjusted R” =.39) using forward stepwise entry method
and with the overall model fit as the criterion for predic-
tor inclusion. Interaction terms between various par-
ameters were added but then abandoned if they did
not improve model fit. A backward elimination process
was also carried out to confirm the inclusion of par-
ameters. These two models, one for phishing emails
and one for legitimate emails, are reported in Table 5.
This table includes rows for all the terms that we
attempted to include in the model in order to illustrate
what was and was not predictive. However, statistics are
reported only for parameters included in the final
models — and as mentioned above - some of these par-
ameters were not significant predictors but were
included because they improved model fit.

For regression model 1, where the proportion of cor-
rect identification of only legitimate emails was
the dependent variable, the model was significant at
p<.001 and the overall model fit was 39% (adjusted
R%). Condition was significant where participants
under load were more likely to make correct decisions
(8=0.09, p=.008). Clicking on the greeting more
often was associated with more correct identification
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Figure 5. The mean time participants spent looking at each cue for all trials.

(8=0.01, p =.04) and looking at the sign-off more often
was associated with less correct identification (f=
—0.04, p <.001). Spending more time looking at the
logo (f=-0.16, p<.001) and greeting (f=-0.24, p
<.001) was associated with less correct identification
while spending more time looking at the signoff was
associated with more correct identification (f=0.16,
P <.001). The interaction term of cyber security experi-
ence and mean trial response time was significant
(8=-0.001, p <.033) indicating a cross-over interaction
between response times and cyber security experience
scores, but the estimate was so small as to not be
meaningful.

Regression model 2, where the proportion of correct
identification of phishing emails was the dependent
variable, the model was also significant at p =.003 and
the overall model fit was 11% (adjusted R?). Condition
was significant where participants in the load condition
were less likely to make correct decisions (=—0.07,
p<.044) and intuitive scale scores were significant

where higher participant scores were associated with
less correct identification (B = —0.02, p <.003).

5.4. Hypothesis testing

5.4.1. Elaborative processing

Hypothesis 1 stated that elaborative processing would
aid in correct identification of phishing emails (with a
corollary of this effect would be of less magnitude for
legitimate emails). This hypothesis was supported
where condition (load vs no load) was significantly,
negatively associated with correct identification in
model 2 (phishing emails: §=—0.07, p <.044) but posi-
tively associated with more correct identification of
emails in model 1 (legitimate emails: = 0.09, p =.008).

5.4.2. Individual differences

Hypothesis 2a stated that people with higher intuitive
decision-making scores would identify fewer phishing
emails correctly than those with lower intuitive scores.
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Figure 6. Cue examination tallies for each participant for all trials.

This hypothesis was supported in that for phishing
emails higher intuitive scores were significantly associ-
ated with lower correct identification scores (8=
—0.02, p <.003).

Hypothesis 2b stated that people with higher impulsiv-
ity scores would identify fewer phishing emails correctly
than those with lower impulsivity scores. This hypothesis
was not supported since BIS scores were not found to be
a significant predictor for model 2 (phishing emails).

Hypothesis 2c stated that people with higher cyber
security experience scores would correctly identify
more phishing emails. This hypothesis was not supported
since cyber security experience scores were not found to
be a significant predictor for model 2 (phishing emails).

5.4.3. Behaviour

Hypothesis 3a stated that participants who spent longer
on decisions (total trial response time) would be more
likely to correctly identify phishing emails. This

hypothesis was also not supported since response
times were not found to be a significant predictor for
model 2 (phishing emails).

We were also interested in whether there were differ-
ences more generally in response times between correct
and incorrect responses. We therefore calculated the
mean RT for all correct decisions and also incorrect
decisions for each participant, this time for all trials
(both phishing and legitimate) as seen in Figure 7. A
t-test of this response set showed that correct decision
RTs (M =18.24s, SD = 8.39) were significantly shorter,
£(138.96) = —2.6, p=0.01, than the RTs for incorrect
decisions (M =22.48s, SD = 12.15).

Hypothesis 3b stated that participants who clicked on
more cues would be more likely to correctly identify
phishing emails. This hypothesis was not supported
since the mean number of cues examined per trial for
each participant was not found to be a predictive factor
for model 2 (phishing emails).



Table 5. Regression models.
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Model 1 - Legitimate emails

Model 2 - Phishing emails

Parameter Estimate Std error t-value p Estimate Std error t-value p
(Intercept) 1.13 0.165 6.851 <.007*** 1.062 0.077 13.846 <.007***
Misc. behavioural
Condition (load) 0.094 0.034 2.750 .008** —0.073 0.035 —2.049 .044*
Mean number of cues examined
Looked at sender’s address at all score
Looked at sender’s address first score 0.003 0.006 0.510 612
Mean RT —0.006 0.007 —0.858 394
Frequency of clicks on cues
1 - Subject line
2 — Sender’s address 0.008 0.005 1.626 .108
3 - Interface objects 0.019 0.011 1.716 .09.
4 - Logo
5 - Link
6 — Greeting 0.014 0.006 2.087 .04*
7 — Text
8 — Signoff —0.044 0.012 -3.751 <.007***
Time spent looking at cues
1 — Subject line
2 - Sender’s address
3 - Interface objects —0.108 0.1 —1.080 284
4 - Logo —0.158 0.045 —3.502 <.007***
5 — Link
6 — Greeting —0.241 0.065 -3.720 <.007***
7 — Text
8 - Signoff 0.164 0.045 3.654 <.007***
Individual differences
Cyber security experience score —0.015 0.008 —1.895 .062
BIS impulsivity score —0.001 0.006 -1.759 .083
Hamilton’s intuitive scale score —0.015 0.005 —3.060 .003**
Interaction terms
Mean RT * Cyber security experience score 0.001 0.000 2173 .033*
Model fit:
Adjusted R? 0.39 0.11
p= <.007*** .003**

Notes: All variables tested for inclusion in the models are presented here. Only predictors included in the final models have statistics reported. *p < .05, **p <

.01, ***p < .001.

Again, we were interested in whether this differed
more generally between correct and incorrect responses.
We therefore calculated the mean number of cues clicked
on for correct decisions for each participant, and then for
incorrect decisions, but for all trials (both phishing and
legitimate) as seen in Figure 8. A t-test of these two sets
of scores showed that the mean number of cues clicked
on for correct decisions (M = 5.74, SD = 2.37) was signifi-
cantly higher, #(152.96) = —3.39, p <.001, than for incor-
rect decisions (M =7.23, SD = 3.35).

Hypothesis 4a stated that participants who spent
more time looking at the sender’s address would be
more likely to correctly identify phishing emails. This
hypothesis was not supported since participant’s time
spent looking at the sender’s address cue was not
found to be a significant predictor for model 2 (phishing
emails).

Hypothesis 4b stated that participants who clicked
more often on the sender’s address would be more likely
to correctly identify phishing emails. This hypothesis
was not supported since participant’s frequency of click-
ing on the sender’s address cue was not found to be a
significant predictor for model 2 (phishing emails).

Hypotheses 4c stated that participants who looked at
the sender’s address at all would be more likely to ident-
ify phishing emails correctly than those who did not.
This hypothesis was not supported in our regression
model since the ‘Looked at sender’s at all score’ was
not found to be a significant predictor for model 2
(phishing emails).

To examine this result more closely, we calculated a
score for each participant, of how many phishing trials
where they accessed the sender’s address and answered
correctly, as a proportion of all the phishing email trials
where they accessed this cue. We calculated a similar pro-
portion correct score for trials where they did not access
the sender’s address at all. A two-tailed, two-sample t-test
showed that, for trials where participants examined the
sender’s address, the mean proportion of correct
decisions (M =.75, SD = .23) was lower than those trials
where they did not examine the sender’s address (M
=.97, SD=.09), 1(124.64) = —7.8759, p =< .001.

We also tallied the number of trials, for each partici-
pant, where they accessed the sender’s address, as well
as the number of trials, by participant, where they did
not access this cue. A two-tailed t-test showed that the
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Figure 7. Mean (by participant) RTs for correct and incorrect decisions.

number of trials where participants accessed this cue (M
=4.68, SD = 1.46) was higher than the tally of trials where
participants did not access it (M=1.46, SD=1.36),
#(171.44) =15.129, p <.001. See Figure 9 for a related
plot of the relative proportions of correct and incorrect
responses of all individual phishing trials where the par-
ticipant did or did not examine the sender’s address.
Hypotheses 4d stated that participants who looked at
the sender’s address first would be more likely to identify
phishing emails correctly than those who did not. This
hypothesis was not supported in our regression model
since the ‘looked at sender’s first score’ was not found
to be a significant predictor for model 2 (phishing emails).
To examine this result more closely, we calculated a
score for each participant, of how many phishing trials
where they accessed the sender’s address first and
answered correctly, as a proportion of all the phishing
email trials where they accessed this cue first. We calcu-
lated a similar proportion correct score for trials where

they did not access the sender’s address first. A two-
tailed, two-sample t-test showed that, for trials where
participants examined the sender’s address first, the
mean proportion of correct decisions (M =.65, SD
=.04) was lower than those trials where they did not
examine the sender’s address (M=.87, SD=.02),
#(119.77) = —4.618, p = < .001.

We also tallied the number of trials, for each partici-
pant, where they access the sender’s address first, as well
as the number of trials, by participant, where they did
not access this cue first. A two-tailed t-test showed
that the number of trials where participants accessed
this cue first (M =1.98, SD = 1.14) was higher than the
tally of trials where participants did not access it (M =
4.16, SD = 1.71), (149.86) = —9.905, p < .001. See Figure
10 for a related plot of the relative proportions of correct
and incorrect phishing trials of all individual trials
where the participants did or did not examine the sen-
der’s address first.
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Figure 8. Mean (by participant) number of cues examined for correct and incorrect decisions.

6. Discussion

We sought to understand which cues, present in emails,
people used in making judgements about email veracity.
We also investigated if patterns of cue usage differed
between individuals according to three measured indi-
vidual differences, and we wanted to gauge the involve-
ment of elaborative processing in this task. We did this
via a novel method - that of an information board/pro-
cess tracing study - where stimuli were originally pre-
sented to participant in a blurred-out state (but with
each cue labelled) and participants could then click on
one cue at a time to examine it. We then recorded
which cues were examined and for how long up until par-
ticipants made their final phishing / legitimate decision.

6.1. The role of elaborative thought and phishing
as dual process problem

We sought to understand whether the task of identifying
phishing emails is subject to dual process dynamics and

specifically tested whether elaborative, System 2 thought
was a protective factor in correctly identifying possible
email threats. By doing so we formulated phishing
emails as conflict problems within the dual process
framework since attackers include cues that strongly
trigger System 1 responses in the hope of hindering or
overcoming System 2 processing, thereby setting these
two systems in conflict. We found that under external
cognitive load, and therefore with less access to elabora-
tive processing, participants were worse at correctly
identifying phishing emails, supporting our hypothesis
and contributing evidence to the argument that phish-
ing emails are conflict problems. Additionally, we
found that participants under load were better at iden-
tifying legitimate emails. While we had hypothesised
that load would have less effect on legitimate emails,
the increased performance seen in this condition was
surprising. However, there are some important clues
from the literature that may go some way in explaining
this result. Firstly Nasser et al. (2020) found that
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Figure 9. Total number of trials by whether the participant accessed the sender’s address or not and decision outcome.

inducing external cognitive load had no effect on their
primary phishing detection task. Furthermore, they
noted a non-significant trend of improved performance
on the primary task under higher levels of load. Bago
and De Neys (2019) also found that participants were
able to complete a logic problem (the bat and ball
task) while carrying out a simultaneous visual matrix
task.

In addition, some studies have also noted that
additional task difficulty can actually facilitate mental
processing in that participants meet increased task
demands by devoting more mental capacities to the
tasks — resulting in improved performance on the
primary task (Hegarty, Shah, and Miyake 2000; Wash-
burn and Putney 2001). Given the increased per-
formance under load for legitimate emails, it is
possible that this phenomenon is also present in our
conflict task, and we could speculate that without
this facilitating effect, our results for phishing emails
would be stronger still. If this were the case, then

this would provide more evidence of the importance
of elaborative processing in correctly identifying
phishing emails.

Encouragingly, industry at large seems to be on the
verge of recognising the important role than elaborative
thought plays in Phishing email identification - albeit in
the form of the recent discussions around ‘mindfulness’.
Some researchers have begun to utilise this term to
refer to increased mental processing in response to
complicated or ambiguous mental situations, and the
construct appears to closely resemble System 2 thought
(Chou, Chen, and Lo 2021; Jari 2022; Thatcher et al.
2018). Numerous grey-literature sources and industry
pundits are also now espousing this as an important
factor in user training (Carpenter 2023; Collard
2023; Warner 2022), and hopefully, the cyber security
industry and ‘awareness’ teams within organisations
will subsequently begin to adapt their training and
mitigation efforts to focus on this important new
approach.
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Figure 10. Total number of trials by whether the participant accessed the sender’s address first or not and decision outcome.

6.2. Cue utilisation

We should note, before discussing patterns of behaviour
for individual cues, that two unexpected factors compli-
cated the conclusions we could draw from our analysis
of cue utilisation.

(1) For results based on response times we originally
expected to see (hypothesis 3a) that more time
spent viewing a cue indicated more engagement
with that cue and therefore would be associated
with better decision-making for those cues with
diagnostic qualities. However, we saw the opposite
effect where longer response times were associated
with more incorrect decisions (see section 5.4
Behaviour). This finding is in line with similar
work from eyetracking (Pfeftel, Ulsamer, and Miil-
ler 2019; Zhuo et al. 2024). In our original thinking,
we had not considered that people with better
decision-making practices, or higher decision

2

confidence, may require less time to glean impor-
tant information from a cue than those with less
efficient practices or lower confidence. Hence our
time results need to be viewed within the lens of
being modulated by expertise.

For results based on the number of clicks on cues
we again encountered a similar unexpected
dynamic. We had expected (hypothesis 3b) the
number of clicks on cues to be a proxy for interest
and attention and more clicks on diagnostic cues
(such as the sender’s address) to be associated
with better decisions. However, we found overall
that people who clicked more often were more
likely to make incorrect decisions (see section 5.4
Behaviour), suggesting again that expertise con-
founds what was expected to be a simple relation-
ship. Presumably participants who were uncertain
hoped to glean more information that might help
them make their decision and clicked more often
than those who were more confident in their
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decisions. Again - this means that the discussion of
results based on these measures must accommodate
this phenomenon.

6.3. Time

Hypothesis 3a stated that participants who spent longer
on decisions were more likely to correctly identify
phishing emails. Similarly, this hypothesis was neither
supported for phishing emails (predictor not significant
therefore not included in model) nor for legitimate
emails (f=-0.006, p=.39). As discussed above, this
appears to be because participants who were more
unsure took longer to make decisions. However, this
observation is important in itself from a methodological
standpoint since response time has occasionally been
used in other experiments (Bayl-Smith, Sturman, and
Wiggins 2020) as a proxy for elaborative processing.
We suggest that this approach is therefore dubious,
and likely to be contaminated by the relationship
between expertise and response time.

This is borne out in McAlaney’s (McAlaney and Hills
2020) study where they found that when emails con-
tained ‘phishing indicators’ this did not increase response
times - regardless of correct identification, and they
suggested that subjects required little additional proces-
sing time to recognise these elements. Further evidence
for this observation comes from Pfeffel, Ulsamer, and
Miiller (2019), who also observed that phishing detecting
‘experts’ were better at detecting phishing emails, but
required less time for it. However, they also noted that
for those who had less expertise, spending more time
assessing emails increased their accuracy.

6.4. Cue utilisation - legitimate emails

Overall, our results for the behaviour that participants
exhibited in identifying legitimate emails provided a
number of findings that align well with and extend the
current literature around phishing email detection.

6.4.1. Signoff

We found that participants who clicked to view email
signoffs more often were less likely to make accurate
assessments of email veracity. This finding should be
evaluated in the context of our other observation that
spending more time examining the signoft resulted in
a significantly higher rate of correct decisions. It should
also be noted that the error state specifically in this
instance is a legitimate email being mis-categorised as
a phishing email. We observed that the signoffs in our
selection of emails were often quite lengthy and con-
tained a lot of information about the sender, the

purpose of the emails, and information about the infor-
mation channel itself (such as unsubscribe options). We
therefore consider this particular cue as highly diagnos-
tic in relation to email legitimacy in that malicious
emails will contain more leakage cues in this type of
information. As such we interpret this finding to suggest
that people are generally aware that this information is
important and for those who make correct decisions, if
they view the cue, they are able to quickly identify leak-
age cues present. However, for those who are uncertain,
they are attempting to ascertain email veracity by mul-
tiple clicks - but seemingly do not have the information
or relevant cue associations to be able to identify the
leakage cues present. This observation has important
implications for phishing mitigation programmes in
that people should be directed to examine sign-ofts clo-
sely as a cue with diagnostic value. However, our
findings also suggest that when people are trying to
evaluate this cue, they frequently do not know what to
look for, which again suggests that education pro-
grammes need to better equip people better with knowl-
edge around the leakage cues present in this email
element.

6.4.2. Logos and greeting

We found that participants spending more time spent
looking at the logo and the greeting were both associ-
ated with less correct identification of legitimate emails.
However, we also found that clicking on the greeting
cue more often was associated better identification.
Again, it is important to note that the failure state in
these cases is mistaking legitimate emails for phishing
emails. If we assume that the finding of clicking more
often on the cue is the result of uncertainty, as discussed
above, then the other findings relating to time spent
examining these cues can nonetheless be taken as a
proxy for attention. Given this, these observations
then tie in well with the existing literature and widely
adopted theoretical frameworks.

Bullee et al. (2017) found that spear phishing emails
with a personalised greeting were 1.7 times more likely
to induce a response compared with emails with generic
greetings and Marett and Wright (2009) showed that
personalisation leads to increased victimisation. Blythe,
Petrie, and Clark (2011) showed that emails with logos
were more convincing than those without and
R. T. Wright and Marett (2010) showed that emails
with logos avoided arousing suspicion.

In short, across various theoretical frameworks, and
backed up by a variety of evidence, we can assert that
these particular cues contain little diagnostic infor-
mation and are highly effective at triggering shallow,
System 1 heuristic processing and are therefore cues



that people should pay attention to least when evaluat-
ing an email’s veracity.

6.5. Cue utilisation - phishing emails

In contrast to our findings regarding cue utilisation for
legitimate emails, when we ran our regression model
with the proportion of phishing emails correctly ident-
ified as the dependent variable, we saw notably different
results. The behavioural variables we attempted to
include in the model included the number of clicks on
each type of cue, the time spent looking at each type
of cue, the overall trial response time as well as a score
of whether people looked at the sender’s address at all
in each trial, or looked at the sender’s address first in
each trial. None of these were found to be a significant
predictor of correct phishing email identification.

This suggests that there were effectively no behavioural
correlates for correctly identifying phishing emails. This
surprising result implies that while there are clear patterns
of what people do, and are trained to do, to attempt to
identify suspicious emails — and that these are effective
for helping people make decisions about legitimate emails,
these patterns are not the strategies used in the process of
correctly identifying malicious emails.

In order to contextualise this finding, it may help to
examine other work in the same area. While other
authors have not explicitly sought out the relationship
between decision-making and individual cues, we note
that there have been instances of results pointing in
the same direction as our findings, in particular within
the growing body of work investigating the individual
difference of cue utilisation as a predictor of phishing
victimisation. Again, we note that McAlaney and Hills
(2020), in an eye-tracking study, found no relationship
between the time spent examining cues commonly
implicated in phishing victimisation and ratings of
email trustworthiness. They go on to say: ‘the relation-
ship between the presence of features related to phishing
emails and how trustworthy that email is seen to be is
more complex than expected’. Greene et al. (2018),
after finding no differences in patterns of cue utilisation
between people who did and did not click on phishing
emails said: “There seemed to be an accumulation of
cues that contributed to their click/non-click decisions
in each exercise’. Finally, Vishwanath (2022) suggested
that the process was enormously complicated and that
simple cue to outcome relationships were unlikely to
be found and R. Williams et al. (2024) support this
view saying we need ‘a more wholistic, sociotechnical
systems approach to cyber interventions’.

The findings presented here are therefore both novel
and important in that they confirm a number of
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preliminary or indicative findings from a wide range
of studies and have a number of implications from
both theoretical and practical standpoints.

These findings suggest that the processing of conflict
email stimuli in such a classification task (and possibly
more broadly) happens on a more global rather than
local level. This resembles a particular style of infor-
mation processing that has been observed in many
other domains. Navon (1977) first observed these differ-
ences in local vs global processing styles using geometric
figures with a paper that included the phrase ‘Forest
Before Trees” in the title, this term then becoming
associated with findings to do with the interaction
between global and local processing in perception.
Since then, (Beukeboom and Semin 2005, 2006)
observed similar differences in recalling autobiographi-
cal events and Isbell (2004) observed similar global vs
local processing differences in social judgements. But
this is the first time, we believe, that such a processing
style has been identified in phishing email identification.
How this particular model of information processing, in
particular top-down vs bottom up processing (Stokes
and Matthen 2015), may be resolved with a dual process
account remain an open question.

From a practical standpoint, and which has important
ramifications for industry mitigation and training efforts,
this suggests that education efforts are failing to equip
people to utilise cues in a manner that decreases their
chances at victimisation. Furthermore, considering the
complexity mentioned above, it would suggest that
there is no ‘silver bullet’ of cue-based email identification
strategies that will consistently decrease victimisation.

6.6. Cue utilisation - sender’s address

An important cue that we investigated was the sender’s
email address. We focussed specifically on this particu-
lar cue because it is regarded as highly diagnostic since it
is likely to contain numerous leakage cues potentially
revealing the deceptive nature of the sender. As a
specific cue it is rated by experts (Nasser et al. 2020; Par-
sons et al. 2016) as highly important to attend to in an
evaluation process and is central to many industry train-
ing programmes (Burita, Klaban, and Racil 2022; Liu
et al. 2023).

Our hypotheses (4a, 4b) about spending more time
examining and clicking more often on the sender’s
resulting in a higher rate of correct decisions were not
supported, as discussed previously. Here, people who
made incorrect decisions spent longer looking at, and
clicked on the cue more often, than those who made
correct decisions, presumably because of uncertainty
about their decision.
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Our regression model also suggested that looking at
the sender’s address had no effect on correct identifi-
cation. However, when we also looked at this relationship
in a different way we found that correct responses were
lower for trials where participants clicked on this cue
than where they did not. We also noted that, by partici-
pant, the mean number of trials where this cue was
accessed (4.68 trials) was significantly higher than the
mean number of trials where the cue was not accessed
(146 trials). This implies that people appear to be
aware this is an important cue - but are failing to be
able to extract the necessary information from it to
make good decisions. This is also borne out in our plot
of cue examination tallies (see Figure 6) where this par-
ticular cue has the highest median number of clicks
over 14 trials (14.7 clicks) and in our mean time partici-
pant plot (see Figure 5) where it has the second highest
median viewing time (3.07s).

This finding runs counter to much prevailing theory
that the sender’s address contains many opportunities
for leakage cues and that examining it should result in
improved discrimination between legitimate and phish-
ing emails. In fact, the sender’s addresses included in
our experiment contained many of the much-discussed
leakage cues discussed in the literature - e.g.: letter sub-
stitutions (Burita, Klaban, and Racil 2022), unusual
domain names (Jakobsson 2007) and domains that did
not match the content of the email (Parsons et al.
2016). However, in some tangentially supportive evi-
dence Zhuo et al. (2024) noted that, in an eye-tracking
study, victimisation rates did not vary between partici-
pants who looked at the URL of a phishing site and
those who did not. The presence of these leakage cues
in an explicit email classification task and the fact that
participants could not capitalise on them suggests that
participants are failing to recognise these cues — even
when they are present.

Since examining the sender’s address is often heavily
emphasised in cyber security training programmes, we
suspected that those with expertise might look at this
cue first in the making their decision (hypothesis 4d).
However, when we looked at this variable in isolation,
we again found the proportion of correct responses
was lower for those who looked at the sender’s address
first. This finding also contradicts much accepted wis-
dom around the value of checking the sender’s address
in that even for participants who prioritised evaluation
of this cue and looked at it first — there was no improve-
ment in phishing email detection.

Altogether these findings are worrisome in that they
suggest that education programmes are not sufficiently
equipping people with the necessary knowledge to
evaluate the most diagnostic cue present in phishing

emails and further, that even when attempting to utilise
this cue, people are not capable of recognising the leak-
age cues present.

6.7. Individual differences

6.7.1. Intuitive decision-making style

Since it has been noted that people vary in their ten-
dency to rely more on System 1 or System 2 thought,
we were interested in how this tendency, as an individ-
ual difference, impacted on phishing identification per-
formance generally. We deployed the ‘intuitive
thinking’ scale by Hamilton, Shih, and Mohammed
(2016) to measure participant’s tendency towards shal-
low, System 1 processing. This was the only individual
difference we found to impact on correct identification
scores, and only for phishing emails, where it was
found that higher intuitive decision-making scores
were associated with fewer correct judgements about
phishing emails (hypothesis 2a).

This again underscores the importance of elaborative
thought when attempting to identify the malicious
intent of incoming emails. Furthermore, the fact that
this variable was a significant predictor for phishing
emails, but not legitimate emails is additional evidence
for the conflict nature of phishing emails. This implies
that legitimate emails are not ‘conflict’ stimuli in that
in these cases both System 1 and System 2 are suggesting
the same decision, and therefore a tendency to not
devote System 2 processing to a problem will regardless
result in the same decision.

6.7.2. Impulsivity

Previous work (Butavicius et al. 2016; Parsons et al.
2019) has suggested that people with higher levels of
impulsivity are more likely to fall victim to phishing
emails (hypothesis 2a). We found little evidence of
this in our experiment where this score was only mar-
ginally associated with correct identification of legiti-
mate emails — and not at all for phishing emails. This
perhaps can be attributed to the fact that our experiment
was effectively a lab experiment and therefore was, in
some important ways, quite different to the processes
that people go through when sorting their in-box and
responding to emails ‘in real life’. In our experiment,
the concept of phishing emails is already cued and likely
highly present in people’s thoughts as they complete the
task. Since this precept is unlikely to be as much cued
and present in the minds of people as they process
their inbox in a real-world scenario - perhaps this con-
struct is more of a determinant in this context — and is
implicated in responding to emails before a more ela-
borative evaluation of an email’s veracity takes place.



6.7.3. Cyber security experience

We had hypothesised that participants with more cyber
security experience would correctly identify more
phishing emails than those with lower levels of experi-
ence (hypothesis 2c). However, our regression model
showed that, for phishing emails, cyber security was
not a significant predictor of task performance. The
same regression model, when run with performance
on identifying legitimate emails as the dependent vari-
able, also failed to show experience as a significant
coeflicient and in fact showed a marginal negative
trend in this regard. This is a surprising result. However,
we must acknowledge that the instrument we developed
to measure experience is novel and is therefore not a
psychometrically validated tool.

The result presented here then, supported by other
emerging evidence from the field, has far-reaching
implications for ‘awareness’ efforts by industry. It
would suggest that current user awareness pedagogies
are either failing to impart the appropriate knowledge
that help users make better decisions, or, that while
this knowledge may be a necessary antecedent to iden-
tiftying phishing emails, it is not enough to ensure con-
sistently hygienic user behaviour.

7. Limitations and future work

As with most lab-based studies, and in particular those
involving web recruitment, it is difficult to ascertain that
our sample is truly representative of any given popu-
lation. We acknowledge this and are cognisant of the
fact that this might skew the results presented here in
unpredictable ways. We therefore suggest that further
work that deploys this paradigm should involve larger
sample sizes, and also focus more on individual popu-
lations (such as the elderly, or by geographic location),
and potentially with a more controlled sample of trained
vs untrained users.

We also acknowledge that a regression model such as
the one used here can reveal overall patterns in data, but
may not be particularly sensitive to a high level of indi-
vidual variance. As such we suggest that further research
using analysis methods of this or similar data that
focusses on individual differences in response to this
paradigm might be highly revealing. We must also
acknowledge that the r° for our regression model for
phishing emails is not particularly large (.11), but this
again supports our argument that there do not appear
to be reliable, simple cue to outcome relationships for
people evaluating phishing emails.

We used duration of cue visibility as a key indepen-
dent variable in our analysis. We acknowledge that
this is only a proxy for attention and there is no way
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of knowing that participants paid close attention to
each cue the entire time it was visible. We can however,
say that participants did not examine the cues for longer
than the period captured. Our results confirming prior
literature such as the stimuli examined in legitimate
emails and their corresponding effect on task perform-
ance, help us to believe — while all proxies for attention
are imperfect - this method is of value. Future exper-
iments may also benefit from excluding the cue labels
from the stimuli in order to avoid the possibility of par-
ticipant being prompted to examine cues that they may
not have without the presence of such labels.

This experiment pertains to and can aid in our
understanding of a particular subset of the overall pro-
blem of phishing victimisation, namely those who have
recognised that an email might be a phishing email and
are trying to decide if valid or not. It is possible that it
would have little bearing on those people who are not
initially suspicious in some way. This is a common pro-
blem with lab-based phishing studies, and while we
maintain that these approaches are a useful and impor-
tant lens of enquiry - it should be acknowledged that
studies with a higher level of ecological validity are
also important. Further work in this direction might
therefore attempt to capture these dynamics in more
‘real-life’ situations - where participants are dealing
with their email inboxes during the course of their nor-
mal lives — although the technical and logistic challenges
of mounting this an experimental paradigm in such a
context are considerable.

Overall though, this finding suggests confirmation by
further study. We suggest that the replication of this
experimental design and variants thereof will cast
more light on this result. We also suggest that the infor-
mation board format presented is likely to be useful for
a range of investigations - including individual differ-
ences in cue utilisation. Eye-tracking studies also hold
promise as worthwhile methods to confirm these
results.

8. Conclusions

A number of recent studies in the field of cue utilis-
ation have pointed towards the idea that there are no
particular patterns of individual cues used in phishing
email detection. This work shows that these initial inti-
mations were, in fact, correct. Decision-making about
phishing emails cannot be characterised as a mechan-
istic relationship between examining individual cues
and making better decisions — but rather this process
is more likely to involve a complicated integration of
a host of informational sources present in an email.
Since there are no behavioural correlates of correctly
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identifying phishing emails, it would appear that this
decision-making takes place at a higher level than pre-
viously imagined. One possible explanation for this
this finding is that people are making their decisions
based on some form of global processing of cues or
via an emergent ‘gestalt’ based on the entirety of infor-
mation present in the email - presumably also includ-
ing their context and individual knowledge about the
world.

Although the results presented here are novel, we are
encouraged to believe their veracity since (1) they reflect
a number of other preliminary findings pointing in the
same direction (2) the same method applied to legiti-
mate emails showed a number of phenomena noted in
other literature, overall suggesting that the experimental
paradigm is itself sound.

This suggests that there is no ‘silver bullet’ as to what
behaviour leads to either victimisation or escape from it.
No matter how much logging of behaviour that insti-
tutions do - they are unlikely to find guaranteed predic-
tors of victimisation, in the form of a ‘cue-present to
outcome’ relationship. This has important implications
for industry training efforts. While most current
training is focussed on providing information about
individual cues present that may be evaluated for
leakage of malicious intent, the apparent holistic proces-
sing of such stimuli suggests additional approaches.
In this case, it would appear necessary to encourage a
wider, and deeper engagement of the problem space,
effectively increasing users’ meta-cognition about their
own thought processes. Future training efforts then
may begin to emphasise sensitivity to overall
impressions of emails such as ‘feeling off’ as an impor-
tant criterion for decision-making. While a rigorous
and pedagogically sound educational campaign is
beyond the scope of this work, we hope to see both
confirming evidence of these findings in the future
and then educational campaigns adapt these insights
into their approaches.

On the other hand, we have provided more evidence
here in support of the argument that elaborative proces-
sing aids in phishing email identification. This suggests
that the current move towards user mitigation
approaches based on ‘mindfulness’ is likely to decrease
victimisation. We would therefore encourage awareness
teams and others involved in protecting people and sys-
tems to emphasise this approach in their training.

We therefore suggest that this is an important factor
in why existing education campaigns may be reaching
the point of diminishing returns. Information and edu-
cation are important but not enough. What the final
aspects are remains an open question — but elaborative
processing and a tendency towards it is clearly an

important factor — and indicators point towards other
higher level, non-specific-cue-based processing abilities.
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Appendix. Combined regression model of correct responses to both phishing and legitimate

emails

Table A1. Regression model: both legitimate and phishing emails.

Parameter Estimate Std error t-value p
(Intercept) 1.089 0.157 6.948 <.007***
Misc. behavioural
Condition (load) 0.004 0.03 0.146 .88
Mean number of cues examined 0.041 0.03 1.342 185
Looked at sender’s address at all score —-0.017 0.01 —1.642 .106
Looked at sender’s address first score 0.003 0.006 0.407 .685
Mean RT —0.003 0.009 -0.27 .788
Frequency of clicks on cues
1 - Subject line 0.005 0.006 0.955 343
2 - Sender’s address 0.009 0.006 1.386 71
3 - Interface objects 0.009 0.009 0917 363
4 - Logo 0.001 0.007 0.197 .844
5 - Link —0.002 0.001 —0.164 .87
6 — Greeting 0.005 0.006 0.937 353
7 - Text —0.009 0.005 —1.997 .05
8 - Signoff —0.033 0.01 —3.283 .002*%*
Time spent looking at cues
1 - Subject line —0.044 0.033 —1.358 18
2 - Sender’s address —0.014 0.022 —0.668 .507
3 - Interface objects —-0.126 0.086 —1.473 146
4 - Logo —0.108 0.044 —2434 .018*
5 - Link 0.09 0.058 1.556 125
6 — Greeting —0.172 0.064 —2.707 .009%*
7 — Text 0.009 0.012 0.719 475
8 - Signoff 0.087 0.036 2.442 .018*
Individual differences
Cyber security experience score —0.01 0.006 —1.753 .085.
BIS impulsivity score —0.001 0.005 —0.398 .692
Hamilton’s intuitive scale score —0.006 0.004 —1.564 123
Interaction terms
Mean RT * Cyber security experience score 0.001 0.000 2.009 .049*
Model fit:
Adjusted r° 0.36
p= <.007%%*

#*%p < 0.01; **p < 0.05.
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